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1. BBegeHue

1.2. Ha3sHayeHune AOKyMeHTa

JIOKyMEHT COJICP)KHUT OMKMCAHKE CHCTEMBI JIJIsl IPOTUBOJCHCTBHS MoleHHnYecTBy (Smart Fraud

Detection). B mokyMeHTe mpeicTaBiIeHo:

e (OOuiee onucaHue MPOrpaMmbl

e OmnuncaHue OCHOBHBIX Q)YHKHHOHHHLHBIX XapaKTCPHUCTHUK.

1.3. TepmuHbI N COKpaLLeHuA

TABJAULA 1. TEPMUHBI.

Tepmun Onucanue
CoObIiTHE (TPaH3aAKIHA) NHNumrpoBaHHOE KIMEHTOM JIEMCTBHUE, MO BBIINOJHEHUIO
IJIATS)KHOW WIIM HE IUIATEXKHOW OINepanuy B JTHOOBIX KaHaIax
00CITy>)KHBaHUA.
CeccnonHasi TpaH3aKUIMs NHuIMupoBaHHOE KIMEHTOM COOBITHE, HE NPUBOJAIICE K

(¢uHAHCOBBIM omepanusM (BXOJ B CHUCTEMY, H3MEHEHHE
HAcTpoeK NpoQuis, MOJyYeHHE BBIIUCOK, CMEHa MapoJisi U
np.).

IInarexnas TpaH3aKnus MHUIMMpOBaHHOE KJIMEHTOM COOBbITHE, MPHUBOJSAMIEE K
¢uHaHCOBOW omnepanuu (IepeBObl, IUIATEXH, IOTaLICHHE
KpenuTa U 1p.).

Nuuupent CoObITHE, OTMEUEHHOE B CHUCTEME KaK KaK I0/I03pUTEIbHOE
WM MOIIEHHUYECKOE.

Kiment [Torpeburens  ychayr, MperoCTaBISAEMbIX (PUHAHCOBBIM
HMHCTUTYTOM C ITOMOIIIBIO PA3JINYHBIX KaHAJIOB 00CITY>KHBaHUS.

IMonpa3nenenue CtpykTypHOE TmOJapa3zeieHne (UHAHCOBOTO HHCTUTYTA,
MPEAO0CTABISAIONIECE YCIYTH

Onenka pucka, CKOpMHT Onenka peiictBuii KimeHTa B YHMCIIOBOM  BBIPAKEHUH,
OIPENIENSIONIEM HACKOJIBKO JaHHAs ONepanus OTINYaeTCsl OT
TUNOBBIX omnepauuil Kinuenrta. 3HadeHHME pacCUUTHIBAETCS
Cucremoii u  gBiseTcs  IMOKas3aTeleM  BEPOATHOCTH
MOILIEHHUYECKUX JIecTBUM B oTHOIEeHU Kimmenta. Meronuka
pacuerta siBisieTcs KoH(UIeHManbHON HHPOpMAaIHE.

Smart Fraud Detection, KowmmiekcHas cucrema oOHapyeHUS MOIICHHUYECTBA B
Cucrema peaTbHOM  BpPEMEHH METOJOM aHaln3a  TOCTYMAIOMINX
TPaH3aKIUN B Pa3IMUHBIX KaHaJTax 00CIyKHBaHUS KJIMEHTOB
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Ceccusn [Mukn  omepamuii  oOMeHa  JaHHBIMHU, OECIPEPHIBHO

CeccuoHHbBIC JaHHDBIE
BeJblli cnucok

YépHblil cCIMCOK

ABO

TABJUIA 2. COKPALLIEHUSI

Cokpamenne
AAA

bJ]
AAA_Policy
AAA _Scheduler
DBSave

SFD

JIBO

BBITIOJHSIONINICS OT MCTOYHHUKOB 3alPOCOB K KOHEYHBIM
00bEeKTaM M UMEKIHUNA HEKWH 0000IIAIONIMi MPU3HAK
(uneHTU(UKATOP) U KOHEUHBIIN pE3ybTar.

JlaHHBIE IIepeaBaeMble B paMKaX OHOM CECCUH.
Crmcok 3aBeJOMO TOOPOCOBECTHBIX MOJTydJaTeNeil aTexa

Cnucoxk, coJiepKalinii peKBU3UTHI MOIIIEHHUKOB. Pa3zHbie
THUIIBI COIMCKOB OTJIMYAIOTCS 110 HA3HAYEHUIO U CTPYKTYpE
PEKBHU3UTOB

JucranionHoe 0aHKOBCKOE 00CITy)KUBaHUE — OOIIUI
TEPMUH JIJIsl TEXHOJIOTUH MPEIOCTABICHUSI OAHKOBCKUX YCIYT
Ha OCHOBaHHUH PACIOPSHKCHUH, TepeIaBaeMbIX KIIMEHTOM
yAaJICHHO (TO €cTh 0€3 BU3UTa B 0aHK), Yalle BCETo C
UCTIOJIb30BAaHUEM KOMIIBIOTEPHBIX U TeNE(OHHBIX CETEH

Pacumgposka

Advanced Adaptive Authentication
baza manHBIX

Policy

Scheduler

Database Save

Smart Fraud Detection

JlucTaHIMOHHOE OaHKOBCKOE 00CTYKUBAHNE

Crtpanuna 4|55
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2. OnuncaHue cuctembl

2.1. HasHa4yeHMe n uenmn co3gaHua CUCTEMbI

Cucrema np€aHasHaucHa AJid aBTOMaTUu3alluy KOMIUIEKCA TCXHUYCCKUX MCP, HAIIpaBJICHHBLIX Ha
O6H3py>K€HI/IC U [OIPpECAOTBpAlICHUE MOIICHHHUYCCKHUX onepaunﬁ B PpPa3IMYHbIX KaHallaX

00CITy)KMBaHUs KIIMEHTOB.

e Uurepuer-bank, bank-Knuent

e  MoOunpHBIEC TPUIOKEHUS

e DmMuccus

e DkBaiipunr, aTepueT-OkBaiipuHr
e KOHTaKkTHBIN LHEHTP

e AML u npyrue.

HCJII)IO HCIIOJIb30BaHUA MPOrpaMMbIl SABIACTCA CHUXKCHUC PUCKOB XUIICHHUA ACHCKHBIX CPEACTB
KIIMCHTOB 3a CUCT BBIABJICHUA U IPUOCTAHOBKHN MOIICHHUYCCKUX U IMTOAO3PHUTECIbHBIX onepaunﬁ B
KaHaJiaxX O6CJIY)KI/IB3HI/I$I KIIMCHTOB C HUCITIOJIB30BaHHNEM aBTOMAaTHYCCKOM IIPOBCPKHU
nnaTen(a/onepauI/H/I Ha COOTBCTCTBUC 3aJJdHHBIM IIpaBUJIaM H THUIIOBOM MOACIHN ITIOBCACHUA

KIIMCHTA B pA3JIMYHbIX CUCTEMAX.

2.2. O6Lwwme NPUHLMMNbI CUCTEMBI

CucreMa OTCIIE)KHBACT MHNOBCACHHUEC BHCIIHHUX IOJIb30BaTelIell B CCTH, O6H3py>KI/IBaeT
MOAO3PUTCIIBHBIC TPAH3aKIIUU, ITO3BOJIACT KOHTPOJIUPOBATE COMHUTCIIBHBIC HeﬁCTBHﬂ B PCIKUMC
PCAJIbHOI0 BPEMCHU W NPHUHUMATH COOTBCTCTBYIOHIME MCPBLI JJid YMCHBUIICHUA W YCTPAHCHUSA

yOBITKOB OT MOILLIEHHUYECTBA. Perienre no3Bosiser:

® OTCJICKUBATh, 0OHAPYKUBATh U U3y4yaTh (DAKThl MOIICHHUYECTBA;

e J00aBUTh K TPUMCHSIEMOW CHUCTEME ayTeHTH(HKAIMKA KIUCHTOB €IIe OJUH YPOBCHb
0e30I1acHOCTH;

® 3alMIIATHCS OT BO3HUKAIOIIMX YIpO3, TAKUX KaK aTaka «4ejIOBEK TMOCEPEAMHE» M TPOSIHBI

«4eJIOBEK B Opay3epe», CHATHE CPEACTB M0 YTEePSIHHOW / YKpaJeHHON KapTe;

Crpaununma 5|55
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® HJICHTU(PUIIUPOBAThH MOMBITKH MOIICHHUYECTBA 0€3 M3MEHEHHsSI MPUBBIYHBIX ISl KIIMEHTOB
CUCTEM U MPOLEAYD;

® OCYIIECTBJISATh OBICTPYIO HMHTETPAIMIO CUCTEMBl O€30MaCHOCTH B BHUJEC PAa3BEPHYTOTO
JOKAJIbHO TPOrPaMMHOTO OOECHEeYeHUsT C TPUMEHSEMON CHCTEeMON JUCTAHIIMOHHOTO

00CITy>)KMBaHUs KIIUCHTOB.

Ha PUCYHKEC HHKC IIPEACTABJIICHBEI OCHOBHBLIC MOAYJIM aHA/IM3a CECCUOHHBIX M IINIATCKHBIX

TPaH3aKLUN CUCTEMBI.

[Mpunoxerus
(MuTepHeT bank,

BaHKk—KNHeHT,
MODWNbHEIE

3KBAWPHHI, MHTEPHET
akBarpuHr, AML, )

ObpaboTtka
TpaH3aKkyun

$.°
—

Ouenka
e pucka

Habopbi
npasun

Mposepexo

BLiNonHWTL w

Ay

TpaH3aKLWio

OTKNOHUTE
TPaH3aKLHI

TpaH3aKuMio

A lpﬁh v
<
MpuocTaHosuTy'

-«

¥npasnarouwue

eosdeticmeusn :

1. BnokupoBku (KapT,
aKKayHTOB)

2. WHdopmupoBaHue

SMS, E-Mail
3. Paccneposanve
MOLLEHHMYECTBA

Smart Fraud Detection

PUCYHOK 1. MOJ1YVJII CUCTEMBI

2.3. KOMNOHEeHTbl CUCTEMbI

B pa3aciic MpUuBCACHO OIMMMCAHUC KOMIIOHCHT MMPOTrpaMMbl, KOTOPBIC YCIIOBHO MOXXHO pa3JAC/IUTh

Ha ABC I'pYIIIbIL:

e VwyactBymomue B 00paboTKe TpaH3aKIUHU B pEXKUME PEaIbHOTO BPEMEHHU

o Ilpunoxenue Extended Rule Engine (EEA) — oO6paboTka TpaH3aKiuii.

o Ilpunoxenue Advanced Adaptive Authentication (AAA) —orieHka pucka

o Ilpunoxenue Policy (AAA_Policy) — npaBuia u ciucku

L4 Pa6OTaIOH_II/IC C TpaH3aKIUAMMU II0CJIC TOI'0, KaK OHU MOCTYIIAT B CUCTEMY.

o Ilnanupormuk : Scheduler(AAA_Scheduler)
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o Xpanenwue nanupix: Database Save (DBSave) — xpaHeHHe TaHHBIX 110 MOCTYMAKOIIAM

TPaH3aAKIIUSM.

Bce mpunoxkeHus mpeictaBisiloT M3 ceOs jar ¢aiil ¢ HabOpOM CKPHIITOB YIPABICHHUS M

KOH(UTYpallMOHHBIX (ailioB.

[Ipu HaMU4MU HECKOJIBKUX CEPBEPOB NMPHIIOKEHHH, JII0OO0H MOAYIh MOXKET ObITh pa3BEPHYT B

KJIACTepHOU KOH(HUTypaIuu (0TKa30yCTONYUBON U pacIpeIeIEHHON ).
Cxema B3auMO/ICICTBUS MOAYJIEH IIpeicTaBiieHa Ha Pucynke:

TpaHsakumn-> u O6oratéHHble TpaH3aKLM—> TpaH3aKLMM C OLEHKOW pucka—>  0Paorka speasbhom speweny

&Pesynbrar &PesynbTar &Pesynbrar

B popmare
Cuctema JSON over HTTP Advanced Adaptive
S eemeeesemmmmw = £xtended Rule Engine N o o L )
MCTOYHM K g Authentication

4 A TpaH3akummn PesynbTatbl A

1 npopwin npoBepKu

®orHosble 3a1aum

Ouepesb

y

Database Save

Hactpoiiku mogenm

M jaHHble ANA cTapTa -

ba3a [aHHbIx

CI'IpaBOHHl/IKl/I I'lpaBMna M CNPaBoOYHUKN

i [laHHble A8 NAAHOBbIX 33424

1 pe3ynbTathbl UX paboTbl

Scheduler

PUCYHOK 2. CXEMA B3AUMOJEUCTBUS MOJYJIEN

2.3.1. MNpunoxxeHne 06paboTKM TpaH3aKLNI

Ipunoxenue odpadorku Tpamsakumii (Extended Rule Engine) — BeimosHseT criemyromue

byHKIMN:

e [IpeodpazoBanue Bxoaubix maHHbIX (SOAP, TCP (ISO 8583), Ouepenu, JSON, YOOBC,
SWIFT).
[Tapamertpsr BXxosmiero coodmenus B popmare JSSON mpencrasien B pasnene «Ilapamerpsr
coobuienus (Tpanzakuuu)y». I[Ipumep Bxojmsmiero 3ampoca mnpuBeneH B Ilpunoxenun
«[TapameTpbl cooOIIeHNs (TPaH3aKIINH)
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TABJANA 3. [IAPAMETPBI BXOJSIIEIO COOBIIEHUSI

Bnok JSON

provider

provider

consumer
consumer
consumer
consumer
consumer
consumer
consumer
consumer
consumer
consumer
consumer

card

Mapametp JSON

version

actionType

channel

subchannel

type

subtype

eventDescription

timeStamp

orgName

areald

id
login
lastName
firstName
patronymicName
birthdate
idDocumentType
idDocumentNumber
clientSegment
type
INN

cardnumber

OnucaHue
Mcnonb3yemas sepcua JSON npoTokona
KoHcTaHTa 2.1
NaeHTMdMKaTOp MeToaa, KOTOPbIN
TpebyeTca BbINOAHUTL BO ¢dpoa-
MOHWUTOPUHTe
Bo3moxHble 3HaueHna: ANALYZE \ NOTIFY \
UPDATE
Tun KaHana cBA3n, Yepes KOTopbIn
OCyLLeCTB/AETCA CBA3b KNMEHTa ¢ 6aHKOM
Bo3moxHble 3HaueHuA: ISSUER, WEB,
MOBILE, SMS, WEBKIOSK, CALL_CENTER
JdononHutenbHas nHdopmauus ob
MCNONb3yeMOM KaHasie nepefayn JaHHbIX
Tun cobbiTna
CnuncoK 3HayeHuit B 3aknagke TYPE
KnueHTtckoe noacobbitme
OnucaHune
BpemadopmuposaHma SOAP-3anpoca B
dopmare ISO 8601: YYYY-MM-DD
HH:mm:SS.mmm
OpraHusaums, K KOTOpoi NPpUHAZNEKUT
nonb3oBaTenb B cucteme dpoa-
MOHWUTOPWHTa.
Tep.6aHk \ duamnan, K KOTOpomy NpmBA3aH
KAVEHT
NaeHTuduMKaTop KAneHTa
JlornH knneHta
Pamunnna KnneHTa
Nma knnenTa
OT4ecTBO KNMEHTA
[ata poxaeHua KnmeHTa
Tun AOKYMEHTa KAneHTa
Homep AOKyMeHTa KnneHTa
CermeHT K/MeHTa
Tun KnneHTa
NHH knneHTa

Homep KapTbl KNneHTa
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card

card
card
card
card
card
card

card

card

card
card
card
card
card
card
card
card
card
card
call
call
call
call
call

call

call

call
call
call
call

call

call

call

cardSequenceNumber

cardBIN
cardlissuerSystem
issueDate
expireDate
cardissuerld
cardOwner

cardcategory

consumerCategory

availableBalance
availableBalanceCurrency
dailyLimit
dailyLimitCurrency
cardlssuerCountry
cardCity
cardCurrency
cardBrand
cardType
Servicecode
operatorLogin
reverseNumber
IVRLastPoint
VSPindicator
callCenterTer

requestStartTime

requestEndTime

resolutionAndCommend
numberDialed
authScheme
blockReason

secretWordFailedCount

skillGroupTransferCount

trivialSecretWordIndicator

MopsaaKoBbI HOMEP KapTbl (MO3BONAOLLUINA
NpUKpenuTb K ogHomy cyeTy PAN
HECKO/IbKO Pa3/IMyHbIX KapT)

BIN KapTbl KnneHTa

ID nnaTeXXHOM CUCTEMbI SMUTEHTA KapTbl
Bpemsa BbinycKa KapTbl

CpoK AeicTBMA KapTbl

ID amuTeHTa KapTbl

Bnageneu KapT

Kateropusa KapTbl

KaTeropus KaveHTa (YacTHbIn \
KOPNopaTMBHbIN)

JocTtynHbii 6anaHc no Kapre

Bantota goctynHoro 6anaHca no kaprte
JIuMUT No KapTe

Bantota aMmuTa no Kapte

Koga, cTpaHbl amuTeHTa KapTbl

lopog

BantoTa KoHTpaKTa

KapTouHbIit NpoayKT

Tun KapTbl

CepBU1CHbIN KOA, KapTbl

JlornH onepatopa KOHTAKTHOrO LEeHTpa
Homep TenedoHa (AOH)

MocnepHuii nyHKT B IVR g0 onepaTtopa
Mpu3Hak obpaleHuns coTpyaHuKka oduca
TeppuTOopUuanbHaa naolaZKa onepatopa
Bpemsa perucrpaummn obpalleHun

Bpemsa 3aBeplieHuna permcrpaumm
obpaleHunn

Pesontouma n KoMmeHTapui

Homep, Ha KOTOpPbIN NO3BOHWUA KANEHT
Cxema ayTeHTUdUKauum

MprynHa 610KMPOBKM

CyeTymK HeycneLwHbIX NONbITOK Ha3BaTb KU
Konnuectso nepeBofoB BbI30Ba
onepaTopoM Ha APYryto CKUAA-Tpynny

Mpu3sHak TpusmansHoro KN
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OTneyaToK ycTporictsa u3 http-3anpoca
deviceRequest devicePrint web-knneHTa
NHbopmaumsa, cobpaHHaa CKPUMNTOM js
Cookie. MapameTp nepegaetca B oTBETE Ha
npeablaywnin 3anpoc FMaa$S B pamkax
CECCMU U YCTaHAB/IMBAETCA Ha YCTPOBE.
Mone onunoHanbHO gnAa kKaHana WEB
TO/IbKO B CAyYasx, KOrga noss He MoryT
deviceRequest deviceTokenCookie 6bITb MO/TyYEHbI:
- NOCKONbKY KyKa MOXKET MPOTYXHYTb UK
KNMEeHT Bnepsble 3axoauT B 160, TO OT
KAneHTa 3HayeHue He npuaet, 460 B
FMaaS paHHoe none oTnpaBuT
He3anoJ/IHEHHbIM.
NHbopmaumsa o mobunbHOM ycTpolicTee
deviceRequest mobileSdkData NHbopmaymsa cobupaetca ¢
ncnonbsnosaHnem SDK 6ubanoteku
deviceRequest ip BHewwHWi1 IP-aapec ycTporcTBa KANEHTa
3HayeHue 3aronoBka User-Agent us http-
deviceRequest userAgent
3anpoca web-knveHTa
MapameTp http-accept n3 http-3anpoca
deviceRequest httpAccept
web-knneHTa
MapameTp http-accept-language u3 http-
deviceRequest httpAcceptLanguage
3anpoca web-KnveHTa
MapameTp http-accept-charset u3 http-
deviceRequest httpAcceptChars
3anpoca web-knveHTa
MapameTp http-accept-encoding us http-
deviceRequest httpAcceptEncoding
3anpoca web-KnveHTa
deviceRequest httpReferrer 3HayeHue 3aronoBKa Referer HTTP-3anpoca
deviceRequest -> atm id YHUKaNbHbIN MaeHTUdUKaTOP yCTpoCcTBa
deviceRequest -> atm Terminalld YHUKaNbHbIN aeHTUDMKATOPTEPMUMHANA
HavmeHoBaHue/maeHTUdMKaTOP
deviceRequest -> atm merchantld
BfafenbLa TepMuHana
OnucaHue/HarmeHoBaHWe BNagebLa
deviceRequest -> atm MerchantName
TepMUHana
deviceRequest -> atm MCCGroup KaTteropusa Merchant Category Code
deviceRequest -> atm MCC Merchant Category Code
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deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm
deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

isFiOwner

AcquiringlIC

ForwardinglIC

ReceivingliC

AcquiringlCountry

TERMINALcountry

TERMINALcontinent

TERMINALcity
TERMINALstate
TERMINALaddress

street

TERMINALRegionld

placeType

TERMINALzip
VirtTerm
prGeo
vendorCategory
language
cardEntryMode
cvvCheck
PINCheck
terminalBranch
terminalClass
instPlaceCatld
terminalFl
terminalRetailer

instTypeName

ATMMoto

atmModel
atmOwner

atmPlace

MpUHaAeXKHOCTb YCTPOMCTBA:

- Fl - cobcTBEHHOE CTPOCTBO HaHKa;

- OTHER - uyxoe ycTpoicTeo gns baHka

NaeHTuduMKaTOp sKBaepa

NpeHTndurKkaTop 6aHKa, KOTopbI Nepegaert

coobuieHne

NaeHTUdMKATOP MHCTUTYTA, MOTyYatoLWwero

3anpoc
Kopg, cTpaHbl 3KBaliepa

CTpaHa pacnonoXKeHus ycTpocTea
KOHTUHEHT CTpaHbl PacnonoXKeHusa
yCTpOMCTBa

lopoa ycTpolicTBa

LWraT \ PaitoH

Agpec ycTpolictea

Ynuua, Ha KOTOPOW PACMO/IONKEH AAHHbIN

TepMmuHan

PernoH TepmunHana

Twvn HaceneHHOro NyHKTa PacnonoXeHua

TepMuHana

MoyTOBbLIM MHAEKC YCTPOMUCTBA
MpW3HaK BUPTYanbHOro TepMmnHana
MpU3HaK YCTaHOBKW 'TeOMapKeTUH '
KakTeropus BeHAOpa yCTPOCTBA
A3bIK ycTpoWcTBa

Cnocob BBoaa Homepa KapTbl
PesynbTaTt nposepku CVV/CVV2
Pe3ynbrat nposepku PIN
MoapasaeneHne TepMmmHana

Knacc tepmuHana

KaTteropusa tepmuHana

MmMA MHCTUTYTa-BNagenbLa TepmmHana

Mms Bnagenbua TepmmnHana

Cnocob yCTHOBKM TepMUHana
Mpu3HaK npoBeaeHna onepauuii 6es
npeabaBAeHNUs KapTbl

Mogaenb ycTpoiicTea

Bnagenew, TepmuHana

MecTo yCTaHOBKM yCTpOICTBa
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deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

branchCode

accessName
cashin
currencyExchange
workTime
cashinAcc
cashinPay
cardTypes
latitude
longitude

scoring

cardBataTerminallnput

cardholderAuth

cardCapture

operatingEnvironment

cardholderPresence
cardPresence

datalnputMode

Koga noppasgeneHnsn, Kotopomy
NPUHAANEXRUT TEPMUHAN
[JocTtynHoCTb TepMuHan

Hannune moayna npmema HasMYHbIX
Mpu3HaK Hannuua obmeHa BantoThl
Pexxum poctynHoctn

MpUem HalMYHbIX Ha CYET KapTbl
Mprem HaNNYHbIX 418 ONAATHI YCAyr
Tun obcnyKkmMBaeMbix KapT TepmMUHana
LLiInpoTa mecTa ycTaHOBKM B rpagycax
[onrota mecrta yCTaHOBKM B rpagycax
CKOPWHroBbIi 6ann TepMmuHana

POS Condition Code. Card data terminal
input capability

POS Condition Code. cardholder
authentication capability

POS Condition Code. Card Capture
Capability

POS Condition Code. Operating
environment

POS Condition Code. Cardholder presence

POS Condition Code
POS Condition Code
POS Condition Code

. Card presence
. Card data input mode

. Cardholder

deviceRequest -> pos cardholderAuthMethod

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

cardholderAuthEntity

cardDataOutput

terminalOutput

PINcapture

PINServiceCode

PINServiceResult

PartialApproval

authentification method

POS Condition Code. Cardholder
authentication entity

POS Condition Code. Card data output
capability

POS Condition Code. Terminal output
capability

POS Condition Code. PIN capture capability
PIN Service Code. Cepsuc nposepku PIN Ha
CTOPOHe NAaThopmbl

PIN Service Code. Cepsuc nposepku PIN Ha
CTOPOHe NAaTPopmbl - pesysbTata paboTbl
cepsuca

POS Extended Condition Code. Partial

Approval Terminal Support Indicator
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deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos
deviceRequest -> pos

deviceRequest ->EIComm

deviceRequest -> EIComm

deviceRequest -> EIComm
deviceRequest -> EIComm
deviceRequest -> EIComm
deviceRequest -> EIComm

deviceRequest -> EIComm

deviceRequest -> token

deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token

deviceRequest -> token

PurchaseAmountOnly

RealTimeSubstantiation

MerchantScoringindic

FinalAuthorizationindic

POSType
TerminalActiveState

CVV2Data

CardValidationCodeResult

SecurityProtocol
CardholderAuthentication
UCAFIndicator
UCAF

TransactionXID

DeviceType

TokenNumber
TokenRequestorID
tokenExpireDate
TokenStorageType
PaymentApplicationID

DevicelPaddress

WalletProviderTokenization

WalletDeviceScore

WalletAccountScore

ActiveTokenNumber

Devicelocation
MobileNumber
DeviceLanguage
DeviceName
WalletProviderReasonCodes
PANSource

TransactionCategory

POS Extended Condition Code. Purchase
Amount Only Terminal Support Indicator
POS Extended Condition Code. Real-time
Substantiation Indicator

POS Extended Condition Code. Merchant
Transaction Fraud Scoring Indicator

POS Extended Condition Code. Final
Authorization Indicator

Kateropusa POS-tepmuHana

CraTyc TepmuHana

Hannune CVV2

Card Validation Code Result: indicates the
CVC 1, CVC 2, or CVC 3 result code
Security Protocol

Cardholder Authentication

UCAF Collection Indicator

UCAF

Transaction ID XID

Tun MobMABHOTO YCTPOWCTBA, C KOTOPOTO
BbINO/IHEH 3anpoc

Homep ToKeHa

ID 3anpocuBLLero TOKeH

CpoK AeincTBua TokeHa

Cpefa xpaHeHuA TOKeHa

Device ID

IP-agpec ycTpoicta

Wallet Service Provider Tokenization
Recommendation

Wallet Service Provider Device Score
Wallet Service Provider Account Score
YuMcno cyLecTBYIOLMX aKTUBHbIX TOKEHOB
ona PAN, MC

Feorpaduyeckoe NosoKeHMe yCTponcTea
Homep nnaun yactb Homepa TenedoHa
Device Language, Visa

HasBaHue ycTpoiicTsa, VISA

Wallet Provider Reason Codes

PAN Source, Visa

KaTeropus TpaH3akuuu
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deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token
deviceRequest -> token
deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV

deviceRequest -> EMV

VisaTokenScore

VisaTokenDecisioning

InactiveTokenNumber

SuspendedTokenNumber

Walletldentifier

Transactionldentifier

PostalCode
CardholderAddress
CardholderName

MessageType

CorrelationID

AccountSource

StandardVersion

ReasonCodes

TokenType
WalletAccountID
MDEStoken
TokenAssurancelLevel
AccountRange
TerminaVerificationResult
TransactionDate
TransactionType
AmountAuthorized
TransactionCurrencyCode
TerminalCountryCode
Terminal Capabilities
TerminalType
InterfaceDeviceSerial
TransactionCategoryCode

ApplicationVersionNumber

3HayeHue OLEeHKM cTeneHn pucka Visa (01-
99), accouMMPOBAHHOTO C BbIMYCKOM
[AHHOTO TOKeHa

PeweHue Visa no BbINyCcKy TOKEHA

Y4ncno HeaKTUBHbIX TOKEHOB Yy KineHTa
(Apple-ID)

Yuncno 3abN0KMPOBAHHBIX TOKEHOB Y
KnuenTta (Apple-ID

Koa nporpammel KolwwenbKa
NaeHTudMKaTop TpaH3aKLmMK €
MCNoNb30BaHMEM TOKEHA

Visa Verification Data - Postal Code

Visa Verification Data - Cardholder Address
Cardholder Name

Tun coobuweHuna, MC

YHUKaNbHbIA HOMep NocnefoBaTeNbHOCTY
cepuu 3anpocoB TOKEHU3aL MK

Metoa TokeHusaunm, MC (Primary Account
Number Source)

Wallet Service Provider Tokenization
Recommendation Standard Version
Wallet Service Provider Tokenization
Recommendation Reason Codes

Tun 3anpalinBaemoro ToKeHa

Cardholder Wallet Account ID, Visa
KaTeropus BupTyanbHOro akkayHTa
YpoBeHb A,OBEPUA K TOKEHY

Homep KapTbl Mnu AnanasoH
TerminaVerificationResult
TransactionDate

TransactionType

AmountAuthorized
TransactionCurrencyCode

Terminal Country Code

Terminal Capabilities

Terminal Type

InterfaceDevice(IFD) Serial Number
TransactionCategoryCode

ApplicationVersionNumber
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deviceRequest -> EMV CardholderVerificationKesult Cardholder verification result
sms phone_number Homep TenedoHa otnpasuTens 3anpoca
Onnata yyoro TenedoHa, cymma
sms amount_other_2days
onepaumii 2 gHA Hasag
Onnata uyxoro TenedoHa, cymma
sms amount_other_3days
onepauui 3 AHA Hasag,
Onnata uyxoro TenedoHa, cymma
sms amount_other_today
onepawumii 3a CerogHAWHNN AeHb
Onnata yyoro TenedoHa, cymma
sms amount_other_yesterday
onepawuuii 3a BYepalLlHUI AeHb
P2P nepeBoabl, cymma onepaunin 2 aHs
sms amount_p2p_2days
Hasapg,
P2P nepeBogbl, cymma onepauuin 3 aHs
sms amount_p2p_3days
Ha3ag,
P2P nepeBoAbl, cymma onepauuii 3a
sms amount_p2p_today
CEerogHALWHUN AeHb
P2P nepesoabl, cymma onepauuii 3a
sms amount_p2p_yesterday
BYEpPALIHUNA AEHb
Onnata cobcTBeHHOro TenepoHa KAMEHTa,
sms amount_self_2days
CyMMa onepaumi 2 AHA Hasag,
Onnata cobcTBeHHOro TenedoHa KNMeHTa,
sms amount_self_3days
CyMMma onepaumii 3 AHA Hasag,
Onnata cobcTBeHHOro TenedoHa KNMeHTa,
sms amount_self_today
CyMMa onepauuii 3a CerogHALWHUN feHb
OnnaTta cobcTBEHHOro TenedoHa KNMeHTa,
sms amount_self_yesterday
CyMMa onepaLuii 3a BYepallHUIM AeHb
Yncno NermTMmHbIX PUHAHCOBBIX Onepauuni
sms legit_45_days
KAneHTa 3a 45 aHelt B KaHane MBK
Bo ckosibKO pa3s onnata TenedpoHa 3a
sms phone_max_ratio CerofHAWHMM aeHb 6onblue
MaKCMManbHOro naaTexa
Bo cKo/IbKO pas onnata TenedpoHa 3a
sms phone_percentile_ratio CerogHAWHUN aeHb 6onblue
NepLeHTUAbHOro naaTexa
transactionData clientTransactionid NpeHTUOUKATOP KAMEHTCKOWM TPaH3aKL MK
transactionData amount Cymma nnaTtexxa B BastoTe NaaTexa
transactionData currency Bantota nnatexka
Cymma TpaH3aKuuu aepxKaTens KapTbl B
transactionData CardholderAmount

BanOTE SMUTEHTA
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transactionData

transactionData

transactionData

transactionData

transactionData

transactionData

transactionData

transactionData -> payer

transactionData -> payer
transactionData -> payer

transactionData -> payer

transactionData -> payee

transactionData -> payee
transactionData -> payee

transactionData -> payee

transactionData -> payee

CardholderCurrency

ReplacementAmount

ConversionRate

exchangeRate

schedule

executionSpeed

medium

number

numberIBAN
name

routingCode

number

numberIBAN
name

routingCode

bankType

BantoTa cueta KveHTa

Cymma peBepCcHpOBaHHOM TpaH3aKL MK B
Ba/tOTeE TPaH3aKL MK

Kypc nepecyeTa cymmbl nnatexka B Cymmy
TPaH3aKLUUK B Ba/IlOTE SMUTEHTA
OB6MeHHbIN Kypc

PacnucaHue TpaH3aKkumi:

IMMEDIATE— HemeZa/iIeHHbI NepeBos,
SCHEDULED— 3annaHMpoBaHO Ha NO34HUM
CPOK

RECURRING— noBTopstoLWMiAca Nepesos,
CKOpOCTb TPaH3aKLUK:

SEVERAL_DAYS - B Te4eHUWN HECKObKMNX
nHewn;

OVER_NIGHT - B Te4eHMM 04HOM HOuUY;
FEW_HOURS - B Te4€HUM HECKO/IbKNX
4acos;

REAL_TIME - TaK CKOpPO, KaK 3TO BO3MOHO.
MeToa nepesoaa cpeacTs mexay
nonb3oBaTesiemM U Nosiyyatenem:
INTERNAL - nnateXku KOHTpareHTy
OCYLLECTBNAOTCA B HAW 6aHK

WIRE - nnatexu KoHTpareHTy
OCYLLECTBAKOTCA B APYroi POCCUIACKUI
6aHK

INTL_WIRE - nnatexu KOHTpareHTy
OCYLLECTBNAOTCA B 3apybeXKHbIN BaHK
Homep cueta \ UaeHTudmKaTop
nnaTenblimka

Homep cueta knueHTa B popmate IBAN
HavmeHoBaHue nnatenbLlimnka

BUK 6aHKa cueTa nnatenblumKka

Homep cueta \ UgeHTUdMKaTop
nonyyarens

Homep cyeta nonyyatensa 8 popmate IBAN
HaumeHoBaHue nonyyatens

BUK 6aHKa cyeTa nonyyatens

Tun 6aHKa nonyyatensa:

OTHER_BANK - cyeT, Ha KOTOpbIi
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ocylecTBNAETCA NepeBos, B Apyrom baHke;
SAME_BANK - cueT, Ha KoTopbIi
OCyLLEeCTBAAETCA NepeBoy, B "Hawem"
b6aHke
Tun cueta nonyyatensa naatexa:
BILLER - ncnonb3yertca npu onaarte c4eToB
MeX Ay KNMEHTOM U KOHTpareHTamu;
transactionData -> payee accountType
PERSONAL_ACCOUNT - ncnonb3syerca ana
nepesoa CpeacTB MeXAy MNYHbIMU
cyetam
HanpasneHue, B KoTOpom nepegatoTca
cpeacTsa (nonyyatens):
ME_TO_YOU - cueT, Ha KOTOpbI#
OCYLLEeCTBAAETCA NepeBoa, NPUHAANEKRNT
transactionData -> payee ownershipType
KOHpareHTy;
ME_TO_ME - cueT, Ha KOTopbIi
OCYLLEeCTBAAETCA NepeBoa, NPUHAANEKRNT
TOMY K€ KNNEHTY.
CNUCOK onpeaenaeTca noa 3akasumka CMUCOK OonpeaenseTca Nog 3akasunka \
et \ npoekr NpPoeKT
transactionData -> payer numberIlBAN Homep cueta knveHTa B popmate IBAN
transactionData -> payer name HanmeHoBaHWe niatenbLimKa
transactionData -> payer routingCode BUMK 6aHKa cueTa nnaTtenblumKa
Homep cueta \ UgeHTUdMKaTop
transactionData -> payee number
nonyyarens
transactionData -> payee numberIlBAN Homep cyeta nonyyatens 8 popmate IBAN
transactionData -> payee name HanmeHoBaHue nonyyatens
transactionData -> payee routingCode BUK 6aHKa cueta nonyyatens
Tun 6aHKa nonyyartens:
OTHER_BANK - cyeT, Ha KOTOpbIl
OCYLLECTB/AETCA NepeBoy, B Apyrom 6aHKe;
transactionData -> payee bankType
SAME_BANK - cueT, Ha KOoTOpbI
oCyLLecTBAETCA Nepesoy, B "Hawem"
H6aHke
Tun cueta nonyyatena naatexa:
BILLER - ncnonb3yetca npu onnarte c4eToB
MeX Ay KNMEHTOM U KOHTpareHTamu;
transactionData -> payee accountType

PERSONAL_ACCOUNT - ncnonbsyetca ana
nepeBoa CPeaCTB MEXAY IMYHbIMM

cyeTam
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HanpasneHwe, B KOTOpOMm nepepatoTcs
cpeacTsa (nonyyaTens):
ME_TO_YOU - cueT, Ha KOTopbIi
OCYLLECTBAAETCA NepeBos, NPUHAANEKUT

transactionData -> payee ownershipType

KOHpareHTy;
ME_TO_ME - cueT, Ha KOTopbIi
OCYLLEeCTBNAETCA NepeBos, NPUHAANEKUT
TOMY K€ K/IUEHTY.

CNUCOK onpegensaerca Noa, 3akasumka CMWCOK OnpeaenseTca noj 3akasumka \
ext
\ npoekTt NpPoeKT

[Tpumep oOpabaTeiBaeMO TPaH3AKIIUN.

[Tepeuens THIOB 00pabaThIBa€MbIX TpaH3aKIMi npuBeacH B [Ipunoxenun « Tunsl TpaH3akuii».

e (OOoraieHne TpaH3aKIHK CIPABOYHBIMHU JTAHHBIMH M3 BHEITHUX UCTOYHHUKOB
e Pacuer paccunThiBaeMbIX mapameTpoB (in memory). — Ilepenectu B 3APolicy
e  @DOopMHpPOBAHHE OTBETOB C PEKOMEHJIOBAaHHBIM JECHCTBUEM BHEIIHEH CUCTEMBI B PEATIbHOM

BPEMEHU.

2.3.2. [pUnoxeHne OUEHKU PUCKOB

Ipunoxenne ouenku puckoB (Advanced Adaptive Authentication) - nuHaMudeckas
camMoo0yJaemasi MoJIeJIh OIICHKH PUCKa, aKKYMYIIMPYIOIIAsi CXEMBI TIOBEICHUS KIIMEHTOB. MoTyITh
MIPUCBAMBACT KAXKJIOM TpaH3aKIMKU OIeHKY pucka B nuama3one ot 0 g0 1000. Yem BbIIe o1ieHKa

HJIM YPOBCHDb pUCKA, TEM BBIIIIC BEPOATHOCTD TOT'0O, UTO TPAH3AKIUA ABJISACTCA MOIIICHHUYECKOM.

[Mpunoxxenne Advanced Adaptive Authentication ocyriecTBisieT mocTpoeHNUE MOCTH TUITHYHOTO
HIOBEJICHUS KIINCHTOB, BEIYHCIICHHE OAJUIOB PHCKa COOBITHI O TPAH3aKIHMsAX KJIMEHTOB HA OCHOBE
MOJICJIM TUITMYHOTO MOBEICHUS KIMCHTOB W MPHCBAWBACT TPAH3AKIMSIM BBIYHCICHHBIC OAlIbI

pHCKa.

[IpuiioskeHne OIEHKU PUCKOB C TEYEHHEM BPEMEHH MTPOXOIUT OOYUSHHE B CPEJie pa3BEPTHIBAHHS.
Advanced Adaptive Authentication momyyaetr nH(pOpMaLUIO OT Pa3TUYHBIX UCTOYHHKOB, B TOM

YUCJIE€ OT OICPaTUBHOI0O IMPUITOXKCHUSA 3aKa3dnMKa, KW BBINIOJIHACT aHAJIM3 PHCKOB, 4TOOBI
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ONpeCaACIINTG BEPOATHOCTh IMMOTCHIHUAIBHOTO PHCKA TpaH3aKIHUH. OTa I/IH(I)OpMaLII/ISI (KOTOpaH TAKXKE

Ha3bIBACTCA (baKTaMI/I) COACPIKUT, HAITPUMCECD, CICAYIOIHEC CBCIACHUSA.

e (BelecHMS O KIMEHTCKOM KOMIIBIOTEPE, HAIPUMEP SI3bIK CHCTEMBI, Pa3pellIeHHE dKpaHa U
4acOBOM I05IC.

e CeacHust o Opaysepe, Hampumep (ailabl cookie, s3bIKk Opay3epa, CTpoKa user agent u
3aronoBok HTTP.

e (genenus o [P-agpece, Hampumep Te, KOTOpbIE ONMPENEISAIOT MecTomnojoxenue, [P-aapeca,
KOJIMYECTBO TOJIb30BaTeNeld, HaOmomaembpix Ha [P-ampece, m mpodmib ycTpoiicTBa
(cxkOpoCTH).

e lcropuueckue JaHHbIE U YCTPOMCTBA MIOJIb30BATENS, TAKUE KAaK JAHHBIE O TOM, BUAEIA JIU
cucrema SFD 3T0 ycTpoiCTBO paHbIlle M U3MEHSUTUCH JIM CBEICHUS 0 Opay3epe MoJIb30BaTelsl.

e IIpoduns 1 noBeaeHUE OIH30BATENS, HATPUMED, KOJIMUECTBO JIHEH MOCIIe MOCIEAHEro BXo1a
I10JIB30BATENS B CHCTEMY U KOJIMYECTBO THEH MOCIIE U3MEHEHMSI TapoJIsl.

e CBencHMs O TpaH3aKUMAX, HAIIpUMEDP CBEACHUSA O Jare, BPEMEHUM M IUIaTeke s
OIIPEAEIEHHOTO M0JIb30BATEIIS.

e CseneHus 00 31neMeHTax Tekyuiedl mozenu oobekTa qokymeHnta (DOM) monp3oBaTens ais
omnpenenenHoi crpanuisl HTML, Hanpumep noss, uMena ¢GyHkuuid JavaScript U makeTsl Ha
CTpaHHIIle, KOTOpPbIe UCIONb30BaTHCh i pyHKunoHaabHOCTH HTML Injection Protection.

e (CoOnITus Opaysepa, KoTopbie poucxoasiT Ha cTpanuiie HTML, Hanpumep HaXkaThs KIaBUII
Ha KJaBUAType U IMEpPEMEIIEHUSI MBIIIU, KOTOPbIE MCMOIb3YIOTCS s (YHKIMOHAIBbHOCTU
pacro3HaBaHusl «4eJI0BeK/poooT» Man vs. Machine Detection.

e Caenenus o 3aaepxkke DevicePrint (BpeMst oTKIIMKa Ha 3arpoc ping), HaIpUMep BpeMsi CBSI3U
C JIOKQJIbHBIM XOCTOM KOHEUYHOTO II0JIb30BaTeNs U BHEIHUH [P-anpec nosip3oBaTess.

e (CBeaeHMsI O MECTOIOJIOKEHIMH MOOMIIBHOTO YCTPOWCTBA KOHEUHOTO 10JIb30BaTeNsl, HAallpuUMep
JIOJITOTa, HIMPOTa, BBICOTA U CKOPOCTb, KOTOPHIE MCHOJB3YIOTCS ISl (PyHKIHMOHAIBHOCTH

O6H&py>KeHI/I${ MECTOIIOJI0KEHUS MOOHIIBHOTO YCTPOﬁCTBa/

2.3.3. lpunoxeHne npasun

[Mpunoxxenne npasui (AAA_Policy) ¢ moMOIIbI0 KOTOPOTO BBITIOIHAETCS HACTPOWKA KOMIUIEKTa
NpaBUI U CIIUCKOB, ONPE/ICISIONINX KOHKPETHBIE JICHCTBUS CHCTEMBI B 3aBUCMOCTH OT 3aJIJaHHBIX
napamMeTpOB U PUCKOB.
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4.1. AOuctpubyTtus CUCTEMbI nocTaBnAeTcA C KOMNNEKTOM
NpeaHacTPOEHHbIX npasun (cm. MapameTpbl coobuieHuns
(TpaH3aKuuK)

TABJHIA 3. [IAPAMETPBI BXOJSIIETO COOBIIEHUS

Mapametp JSON OnucaHue
BnoK JSON pameTp
Mcnonb3yemas sepcua JSON npoTokona
- version
KoHcTaHTa 2.1
NaeHTndMKaTOp MmeToaa, KOTOPbIN
TpebyeTca BbINONAHUTL BO Gpposa-
- actionType MOHWUTOPUHTE
Bo3moxHble 3HaueHna: ANALYZE \ NOTIFY \
UPDATE
Tun KaHana cBA3n, Yepes KOTopbIn
OCYLLECTBAAETCA CBA3b KAMEHTA C HaHKOM
- channel
Bo3mokHble 3HaveHums: ISSUER, WEB,
MOBILE, SMS, WEBKIOSK, CALL_CENTER
[JononHutenbHas nHPopmauma o6
- subchannel
MCMNO/Ib3yeMOM KaHane nepesayn faHHbIX
Tun cobbiTuA
- type
CnncoK 3HavyeHuit B 3aknaake TYPE
- subtype KnuneHTckoe nogcobbitne
- eventDescription Onucanue
BpemadopmuposaHua SOAP-3anpoca B
- timeStamp dopmarte ISO 8601: YYYY-MM-DD
HH:mm:SS.mmm
OpraHu13aums, K KOTOPOU NPUHAANEKUT
provider orgName nonb3oBaTesb B cucteme Gppoa-
MOHUTOPUH .
Tep.6aHk \ dunnan, K KOTOpomy nNpuesasaH
provider areald
KAVEHT
consumer id NpeHTudMKaTop KAneHTa
consumer login JIoruH KnneHTa
consumer lastName damunnua KnneHTa
consumer firstName Nma KnnenTa
consumer patronymicName OTYecTBO KANEHTA
consumer birthdate [aTta poxKaeHua KnmeHTa
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consumer
consumer
consumer
consumer
consumer

card

card

card
card
card
card
card
card

card

card

card
card
card
card
card
card
card
card
card
card
call
call
call
call
call

call

call

call
call

call

idDocumentType
idDocumentNumber
clientSegment
type
INN

cardnumber

cardSequenceNumber

cardBIN
cardlissuerSystem
issueDate
expireDate
cardissuerld
cardOwner

cardcategory

consumerCategory

availableBalance
availableBalanceCurrency
dailyLimit
dailyLimitCurrency
cardissuerCountry
cardCity
cardCurrency
cardBrand
cardType
Servicecode
operatorLogin
reverseNumber
IVRLastPoint
VSPIndicator
callCenterTer

requestStartTime

requestEndTime

resolutionAndCommend
numberDialed

authScheme

Tun gOKyMeHTa KAneHTa

Homep AoKymeHTa KnmeHTa

CermeHT KineHTa

Tun KAneHTa

WMHH knneHTa

Homep KapTbl KnMeHTa

MopAaAKoBbI HOMEP KapTbl (M03BOAAOLWMIA
NpUKpenuTb K ogHomy cyety PAN
HECKO/IbKO Pa3/iMyHbIX KapT)

BIN KapTbl KIneHTa

ID nnaTeXXHOM cUCTEMbI SMUTEHTA KapTbl
Bpems Bbinycka KapTbl

Cpok AeincTBuA KapTbl

ID amuTeHTa KapTbl

Bnapeneu Kapt

KaTteropus kapTbl

KaTteropums knveHTa (4acTHbii \
KOpnopaTUBHbIi)

JocTynHbiii 6anaHc no Kapre

Bantota gocTynHoro 6anaHca no Kaprte
JIumuT no Kaprte

Bantota nmumuta no Kapte

Kopg, cTpaHbl aSMUTEHTa KapTbl

lopoa

Bantota KOHTpaKTa

KapTouHbIit npoayKT

Tun KapTbl

CepBUCHbIV KOA, KapTbl

JlornH onepartopa KOHTaKTHOrO LieHTpa
Homep TenedoHa (AOH)

MocnegHuii nyHKT B IVR g0 onepaTtopa
Mpu3HaK obpalleHuns coTpyaHuKka oduca
TeppuTOopUuanbHaa nioliaZKka onepatopa
Bpemsa pernctpaummn obpalleHus

Bpems 3aBeplueHus perucTpaumum
obpaleHun

Pesontouua n kKommeHTapui

Homep, Ha KOTOPbIN NO3BOHWUA KNNEHT

Cxema ayTeHTUbUKaLMK
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call blockReason MpuurHa 6N1OKMPOBKHK
call secretWordFailedCount CyeTumK HeycneLHbIX NONbITOK Ha3BaTb KN
KosimuectBo nepeBoAoB Bbi30Ba
call skillGroupTransferCount
onepaTopoM Ha APYryto CKUAA-Tpynny
call trivialSecretWordIndicator Mpu3HaK TpmBmanbHoro KN
OTneyvaToK ycTpolicTea n3 http-3anpoca
deviceRequest devicePrint web-KmeHTa
NHbopmaumsa, cobpaHHaa CKPUMNTOM js
Cookie. NMapameTp nepenaeTcs B oTBETE Ha
npeablaywnin 3anpoc FMaa$S B pamkax
CECCUU 1 YCTaHaBAMBAETCA HA YCTPOBe.
Mone onunoHanbHO anA KaHana WEB
TO/IbKO B Cy4asx, Korga nosis He MoryT
deviceRequest deviceTokenCookie 6bITb NOJyYeEHbI:
- MOCKONIbKY KyKa MOMKET MPOTYXHYTb UK
KNMEHT Bnepsble 3axoauT B 160, TO OT
KNNeHTa 3HayeHue He npuaet, 460 B
FMaaS gaHHoe nosne oTnpaBut
He3anoJ/IHEHHbIM.
NHbopmaumsa o mobunbHOM ycTpolicTee
deviceRequest mobileSdkData NHbopmaumsa cobupaetca ¢
ncnonbsnosaHnem SDK 6ubanoteku
deviceRequest ip BHewwHKit IP-aapec ycTporcTBa KANEHTA
3HayeHue 3aronoBKa User-Agent us http-
deviceRequest userAgent
3anpoca web-KnveHTa
MapameTp http-accept n3 http-3anpoca
deviceRequest httpAccept
web-knneHTa
MapameTp http-accept-language us http-
deviceRequest httpAcceptLanguage
3anpoca web-KknveHTa
MapameTp http-accept-charset us http-
deviceRequest httpAcceptChars
3anpoca web-KknveHTa
MapameTp http-accept-encoding u3 http-
deviceRequest httpAcceptEncoding
3anpoca web-KknmeHTa
deviceRequest httpReferrer 3HayeHue 3aronoBKa Referer HTTP-3anpoca
deviceRequest -> atm id YHUKaNbHbIN NAEHTUHUKATOP YCTPOMCTBA
deviceRequest -> atm Terminalld YHUKanbHbI naeHTUdGUKaTopTepMmUHaNa
HanmeHoBsaHue/naeHTndUKaTOp
deviceRequest -> atm merchantld

Bnagenbua TepmmHana
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deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm
deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

MerchantName

MCCGroup
MCC

isFiOwner

AcquiringlIC

ForwardinglIC

ReceivinglIC

AcquiringlCountry
TERMINALcountry

TERMINALcontinent

TERMINALcity
TERMINALstate
TERMINALaddress

street

TERMINALRegionld

placeType

TERMINALzip
VirtTerm
prGeo
vendorCategory
language
cardEntryMode
cvvCheck
PINCheck
terminalBranch
terminalClass
instPlaceCatld
terminalFl
terminalRetailer

instTypeName

OnucaHne/HaumeHOBaHWe BRageNbLa
TepMmuHana

KaTteropusa Merchant Category Code
Merchant Category Code
MpUHaANeKHOCTb YCTPOMCTBA:

- Fl - cobcTBEHHOE CTPOICTBO HaHKa;

- OTHER - uyxoe ycTpoicTeo gns baHka
NaoeHTuduMKaTOp aKBaepa
NpeHTndurKkaTop 6aHKa, KOTopbI Nepegaert
coobuieHne

NpeHTUMKATOp MHCTUTYTA, MOyYatoLWwero
3anpoc

Kopg, cTpaHbl 3KBaliepa

CTpaHa pacnonoXKeHus yCcTponcTea
KOHTUHEHT CTpaHbl PacnonoXKeHusa
yCTpOMCTBa

lopoa ycTpolicTBa

LWraT \ PaitoH

Appec ycTpoicTea

Ynuua, Ha KOTOPOW PACMO/IONKEH AAHHbIN
TEPMUHAnN

PernoH TepmunHana

TWn HaceNeHHOro NyHKTA PacnosoXeHus
TepMuHana

MoyYTOBbIN MHAEKC YCTPOWCTBA

MpW3HaK BUPTYanbHOro TepMmnHana
MpW3HaK yCTaHOBKM 'rTeOMapKeTUHr
KakTeropus BeHAOpa yCTPOCTBA

A3bIK yCTpoWicTBa

Cnocob BBoaa Homepa KapTbl

PesynbTaT nposepku CVV/CVV2
Pe3ynbrat nposepku PIN
MoapasaeneHne TepMmmnHana

Knacc tepmuHana

KaTeropusa TepmuHana

NMA MHCTUTYTa-BNageNbLa TepMUHANa
Nma Bnagenbua TepmuHana

Cnoco6 ycTHOBKM TepmuHana
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deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos
deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

ATMMoto

atmModel
atmOwner

atmPlace

branchCode

accessName
cashin
currencyExchange
workTime
cashinAcc
cashinPay
cardTypes
latitude
longitude

scoring

cardBataTerminallnput

cardholderAuth

cardCapture

operatingEnvironment

cardholderPresence
cardPresence

datalnputMode

cardholderAuthMethod

cardholderAuthEntity

cardDataOutput

terminalOutput

PINcapture

PINServiceCode

Mpu3HaK NnpoBeaeHMAa onepauuii 6es
npeabABAEHWUA KapTbl

Mogaenb ycTpoiicTea

Bnageney, TepmuHana

MecTo ycTaHOBKM yCTpPOMCTBa

Kopa nogpasaeneHus, KotTopomy
NPUHAANEXKUT TEPMUHAN

[JocTynHocTb TepMUHan

Hanuune moayna npuema HasM4YHbIX
MpU3HaK HannMuua obmeHa BantoThl
Pexxum goctynHocTtn

Mprem HafNYHbIX Ha CHeT KapTbl

Mprem HafMYHbIX 418 ONAATbI YCayr

Tun obcny:KMBaeMbIx KapT TEpMUHANA
LLinpoTa mecTa ycTaHOBKM B rpagycax
[JonroTta mecta yCTaHOBKM B rpagycax
CKOpUHroBbIN 6ann TepmuHana

POS Condition Code. Card data terminal
input capability

POS Condition Code. cardholder
authentication capability

POS Condition Code. Card Capture
Capability

POS Condition Code. Operating
environment

POS Condition Code. Cardholder presence
POS Condition Code. Card presence

POS Condition Code. Card data input mode
POS Condition Code. Cardholder
authentification method

POS Condition Code. Cardholder
authentication entity

POS Condition Code. Card data output
capability

POS Condition Code. Terminal output
capability

POS Condition Code. PIN capture capability
PIN Service Code. Cepsuc nposepku PIN Ha

CTOPOHE NAaThopmbl

Crpanuma 24|55



LY

FUZZY
LOGIC

LABS Cucrema 00HapYXCHHS U TIPEIOTBPAIICHIS MOIICHHNIECKHUX TpaH3akmuii «Smart Ftaud Detection»

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos
deviceRequest -> pos

deviceRequest ->EIComm

deviceRequest -> EIComm

deviceRequest -> EIComm
deviceRequest -> EIComm
deviceRequest -> EIComm
deviceRequest -> EIComm

deviceRequest -> EIComm

deviceRequest -> token

deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

PINServiceResult

PartialApproval

PurchaseAmountOnly

RealTimeSubstantiation

MerchantScoringindic

FinalAuthorizationlIndic

POSType
TerminalActiveState

CVV2Data

CardValidationCodeResult

SecurityProtocol
CardholderAuthentication
UCAFIndicator
UCAF

TransactionXID

DeviceType

TokenNumber
TokenRequestorID
tokenExpireDate
TokenStorageType
PaymentApplicationID

DevicelPaddress

WalletProviderTokenization

WalletDeviceScore

WalletAccountScore

ActiveTokenNumber

Devicelocation

MobileNumber

PIN Service Code. Cepsuc nposepku PIN Ha
CTOpPOHe NAaTPopmbl - pesysbTata paboTbl
cepsuca

POS Extended Condition Code. Partial
Approval Terminal Support Indicator

POS Extended Condition Code. Purchase
Amount Only Terminal Support Indicator
POS Extended Condition Code. Real-time
Substantiation Indicator

POS Extended Condition Code. Merchant
Transaction Fraud Scoring Indicator

POS Extended Condition Code. Final
Authorization Indicator

Kateropua POS-tepmunHana

CraTyc TepMmuHana

Hanunune CVV2

Card Validation Code Result: indicates the
CVC 1, CVC 2, or CVC 3 result code
Security Protocol

Cardholder Authentication

UCAF Collection Indicator

UCAF

Transaction ID XID

Tun MoBMBHOTO YCTPOCTBA, C KOTOPOTO
BbINOJIHEH 3anpoc

Homep ToKeHa

ID 3anpocuBLLEro TokeH

CpOK A4encTBus ToKeHa

Cpefa XxpaHeHWA TOKeHa

Device ID

IP-appec ycTpoictea

Wallet Service Provider Tokenization
Recommendation

Wallet Service Provider Device Score
Wallet Service Provider Account Score
YMcno cyLecTBYHOLMX aKTUBHbIX TOKEHOB
ana PAN, MC

leorpaduyeckoe NosoxKeHMe yCTponcTea

Homep nnu yactb Homepa TenedoHa

Crpanuna 25|55



FUZZY

LOGIC

LABS Cucrema 00HapYXCHHS U TIPEIOTBPAIICHIS MOIICHHNIECKHUX TpaH3akmuii «Smart Ftaud Detection»

deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token
deviceRequest -> token
deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV

deviceRequest -> EMV

Devicelanguage

DeviceName

WalletProviderReasonCodes

PANSource

TransactionCategory

VisaTokenScore

VisaTokenDecisioning

InactiveTokenNumber

SuspendedTokenNumber

Walletldentifier

Transactionldentifier

PostalCode
CardholderAddress
CardholderName

MessageType

CorrelationlD

AccountSource

StandardVersion

ReasonCodes

TokenType
WalletAccountID
MDEStoken
TokenAssurancelLevel
AccountRange
TerminaVerificationResult
TransactionDate
TransactionType
AmountAuthorized
TransactionCurrencyCode

TerminalCountryCode

Device Language, Visa

HasBaHue ycTpoiicTsa, VISA

Wallet Provider Reason Codes

PAN Source, Visa

KaTteropusa TpaH3akumm

3HayeHuMe OUEeHKM cTeneHun pucka Visa (01-
99), accouMMPOBAHHOTO C BbIMYCKOM
[AHHOTO TOKeHa

PeweHue Visa no BbiNycKy TOKeHa

HYuMcno HeaKTUBHbIX TOKEHOB Yy KnneHTa
(Apple-ID)

Yurcno 3a610KMPOBaAHHbBIX TOKEHOB Y
Knuenta (Apple-1D

Kop, nporpammebl Kowenbka
NpeHTUdUKaTop TpaH3aKLumm ¢
MCMNO/Ib30BaHWEM TOKEHA

Visa Verification Data - Postal Code

Visa Verification Data - Cardholder Address
Cardholder Name

Tun coobueHusa, MC

YHUWKaNbHbI HOMepP Nocnef0BaTeNIbHOCTH
cepun 3anpocoB TOKeHU3aLmm

MeTog TokeHusaunn, MC (Primary Account
Number Source)

Wallet Service Provider Tokenization
Recommendation Standard Version
Wallet Service Provider Tokenization
Recommendation Reason Codes

Tun 3anpalumMBaemoro TokeHa

Cardholder Wallet Account ID, Visa
KaTeropus BupTyasibHOrO akKayHTa
YpoBeHb [,OBEPUA K TOKEHY

Homep KapTbl nau gruanasoH
TerminaVerificationResult
TransactionDate

TransactionType

AmountAuthorized
TransactionCurrencyCode

Terminal Country Code

Crpanuma 26|55



FUZZY
LOGIC
LABS

v

Cucrema oOHapY)KCHHS U TIPEIOTBPAICHIS] MOIIICHHUYECKNX TpaH3akmui «Smart Ftaud Detection»

deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV

sms

sms

sms

sms

sms

sms

sms

sms

sms

sms

sms

sms

sms

sms

sms

sms

Terminal Capabilities
TerminalType
InterfaceDeviceSerial
TransactionCategoryCode
ApplicationVersionNumber
CardholderVerificationKesult

phone_number

amount_other_2days

amount_other_3days

amount_other_today

amount_other_yesterday

amount_p2p_2days

amount_p2p_3days

amount_p2p_today

amount_p2p_yesterday

amount_self_2days

amount_self_3days

amount_self_today

amount_self_yesterday

legit_45_days

phone_max_ratio

phone_percentile_ratio

Terminal Capabilities

Terminal Type

InterfaceDevice(IFD) Serial Number
TransactionCategoryCode
ApplicationVersionNumber

Cardholder verification result

Homep TenedoHa oTnpasutens 3anpoca
Onnata uyxoro TenedoHa, cymma
onepaumii 2 gHA Hasag

Onnata yyoro TenedoHa, cymma
onepauuii 3 gHA Hasag

Onnata yyxoro TenedoHa, cymma
onepawumii 3a CerogHAWHUN AeHb

Onnata yyxoro TenedoHa, cymma
onepawuuii 3a BYepallHUIA AeHb

P2P nepeBogbl, cymma onepaunin 2 aHs
Hasapg,

P2P nepeBogbl, cymma onepauuin 3 aHs
Ha3ag,

P2P nepesogbl, cymma onepauuii 3a
CEerogHALWHUN AeHb

P2P nepeBoapl, cymma onepawmii 3a
BYEpPALUHUN OEHb

Onnata cobcTBeHHOro TenedoHa KNMeHTa,
CyMMa onepauuii 2 AHA Hasag,

OnnaTta cobcTBEHHOro TenedoHa KNMeHTa,
cymMma onepaumii 3 AHA Hasag,

OnnaTta cobcTBEHHOro TenedoHa KNMeHTa,
CyMMa onepauuii 3a CerogHALWHUIN feHb
Onnata cobcTBeHHOro TenedoHa KNMeHTa,
CyMMa onepauuii 3a BYepallHUI aeHb
Yuncno nerntMmHbIX GUHAHCOBbLIX onepaLmi
KNueHTa 3a 45 aHen B KaHane MBK
Bo cKko/ibKo pas onnata TenedpoHa 3a
CerogHALWHUN aeHb 6onblue
MaKCMMaNbHOro naaTexa

Bo cKko/ibKo pas onnata TenedoHa 3a
CerogHALWHUN aeHb 6onblue

NepueHTUNbHOrO NaaTeXa
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transactionData clientTransactionid NpeHTUUKATOP KAMEHTCKOM TPaH3aKL MK
transactionData amount Cymma nnartexa B BantoTe nnartexa
transactionData currency BantoTta nnatexa
Cymma TpaH3aKuun aepxaTtens KapTbl B
transactionData CardholderAmount
BaJIlOTE IMUTEHTA
transactionData CardholderCurrency BantoTa cyeta KimeHTa
CymMa peBepcMpOBaHHOM TPaH3aKL MM B
transactionData ReplacementAmount
BaJIlOTE TPaH3aKLMK
Kypc nepecyeta cymmbl naaTexa B Cymmy
transactionData ConversionRate
TPaH3aKUMKM B BaNlOTE IMUTEHTA
transactionData exchangeRate O6meHHbIN Kypc
PacnucaHue TpaH3aKuuii:
IMMEDIATE— HemeZa/iIeHHbIM NepeBos,
transactionData schedule SCHEDULED— 3annaHMpoBaHO Ha No3aHui
CpoK
RECURRING— nosTopstowmiica Nepesos,
CKOpOCTb TPaH3aKLUK:
SEVERAL_DAYS - B Te4€HUN HECKONbKUX
LHewn;
transactionData executionSpeed OVER_NIGHT - B Te4eHMM 04HOM HOuUY;
FEW_HOURS - B Te4eHUM HECKONIbKNX
4acos;
REAL_TIME - TaK CKOpPO, KaK 3TO BO3MOHO.
MeTtoga nepeBoaa cpencTs Mexay
nosib3oBaTeNem W NoayyaTenem:
INTERNAL - nnateXku KOHTpareHTy
OCYyLLECTBAAIOTCA B Hal 6aHK
transactionData medium WIRE - nnatexu KOHTpareHTy
OCYLLECTBAKOTCA B A PYroi POCCUIACKUI
6aHK
INTL_WIRE - nnatexu KOHTpareHTy
OCYLLECTBNAKOTCA B 3apybeXKHbIN BaHK
Homep cueta \ UgeHTUdMKaTop
transactionData -> payer number
naatenblyMKa
transactionData -> payer numberIBAN Homep cueTa KnveHTa B popmate IBAN
transactionData -> payer name HavmeHoBaHue nnatenbLlimnka
transactionData -> payer routingCode BUWK 6aHKa cueTa nnaTtenblumKa
Homep cyeta \ MaeHTudmKatop

transactionData -> payee number
nonyuarens
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transactionData -> payee
transactionData -> payee

transactionData -> payee

transactionData -> payee

transactionData -> payee

transactionData -> payee

ext

transactionData -> payer

transactionData -> payer

transactionData -> payer

transactionData -> payee

transactionData -> payee
transactionData -> payee

transactionData -> payee

transactionData -> payee

numberIBAN
name

routingCode

bankType

accountType

ownershipType

CNUCOK onpegenaeTtca noj 3aKa3yduka

\ npoeKr
numberIBAN
name

routingCode

number

numberIBAN
name

routingCode

bankType

Homep cyeTa nonyyatensa B popmate IBAN
HanmeHoBaHue nonyyartena
BUK 6aHKa cueTa nonyyatens
Tun 6aHKa nosyyatens:
OTHER_BANK - cyeT, Ha KOTOpbIi
OCYLLECTB/IAETCA NepeBos, B Apyrom baHKe;
SAME_BANK - cueT, Ha KoTopbIi
OCyLLEeCTBAAETCA NepeBoy, B "Hawem"
HbaHke
Tun cyeTa nonyyaTena nnartexa:
BILLER - ncnonbsyetca npu onnarte c4eToB
MEXAY KIMEHTOM U KOHTpareHTamu;
PERSONAL_ACCOUNT - ncnonb3syetca gna
nepesoja CPeACTB MeXAY TNMYHbIMMN
cyeTam
HanpasneHue, B KoTOpom nepegatoTca
cpeacTsa (nosiyyaTens):
ME_TO_YOU - cyeT, Ha KOTOopbIi
OCYLLEeCTBAAETCA NepeBoa, NPUHAANEKRNT
KOHpareHTy;
ME_TO_ME - cueT, Ha KOTOpbIN
OCYLLEeCTBAAETCA NepeBoa, NPUHALIEKNT
TOMY K€ K/IUEHTY.

CMMCOK ONpeaenserca nog 3akasumka \

NpoeKT

Homep cueTta knueHTa B dopmate IBAN
HavmeHoBaHue nnatenbLlimka
BUK 6aHKa cueTa nnaTenblumKa
Homep cueta \ UaeHTudmKaTop
nonyyatens
Homep cyeta nonyyatensa 8 popmate IBAN
HanmeHoBaHue nonyyarens
BUK 6aHKa cueTa nonyyatens
Tun 6aHKa nosyyatens:
OTHER_BANK - cyeT, Ha KOTOpbIi
OCYLLECTB/IAETCA NepeBoy, B Apyrom 6aHKe;
SAME_BANK - cyeT, Ha KOTOpbIi
OCYLLECTBNAETCA NepeBoy, B "Hawem"

b6aHKe
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transactionData -> payee

transactionData -> payee

4.2.

accountType

ownershipType

CNUCOK onpeaensaerca noa, 3akasumnka
ext
\ npoekTt

Mpumep obpabaTbiBaeMoOn TpaH3aKLUK

Tun cyeTa nonyyaTena naatexa:
BILLER - ncnonb3yetca npu onnarte c4eToB
MeXAY KNMEHTOM U KOHTpareHTamu;
PERSONAL_ACCOUNT - ncnonb3syetca ana
nepesofa CPEACTB MEXKAY JIMYHbIMU
cyetam
HanpasneHue, B KOTOpOM nepeaatoTca
cpeacTsa (monyyaTens):
ME_TO_YOU - cueT, Ha KOTOopbIi
OCYLUEeCTBNAETCA NepeBos, NPUHAAIEKNT
KOHpareHTy;
ME_TO_ME - cueT, Ha KOTOpbIN
OCYLLEeCTBAAETCA NepeBos, MPUHAANEKUT
TOMY K€ KNNEHTY.

CMUCOK onpeaenserca nog 3akasumka \

NpoekKT

{

"version": "2.1",

"event": {
"actionType": "ANALYZE",
"channel": "MOBILE",
"subchannel":"MOBILEAPI",

"type": "PAYMENT",

"provider": {
"orgName": "®H1"

2

“consumer": {

"id": " MOBILE ",
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"lastName": "VBan",
"firstName": "BaHoB",
"patronymicName": "HBanoBud",

"login™: "demopayer",

"INN": "72727822002",
"type": "VIP",
"idDocumentNumber": *1504231899",
"idDocumentType":"passport",
}
"card": {
"cardnumber": "40817810038176851236",
"cardBIN": "8888",
}
"deviceRequest™: {
"ip™: "213.180.201.11",

"mobileSdkData™:"{\"CellTowerld\":\"28989705\" \"DeviceSystemVersion\":\"19\" \"DeviceName\":\"FlyOEvo0Tech04\" \"SD
K_VERSION\":\"3.6.0\" \"WiFiMacAddress\":\"8c:c5:e1:d0:0d:6d\"\"RSA_ApplicationKey\":\"E5C58D6047BA0250E2D43D7E0B5DC621
\"\"Emulator\":0,\"MNC\":\"02\" \"LocationAreaCode\":\"4230\" \"PhoneNumber\":\"
79234676731\"\"OS_ID\":\"8c2fa32944b6da0\",\"MultitaskingSupported\":true,\"DeviceModel\":\"1Q4514

cy\":\"50\"\"Timestamp\":\"1513677608388\"}],\"DeviceSystemName\":\" Android\",\"Compromised\":0,\"WiFiNetworksData\":{\"BBSID\":
\"00:00:00:00:00:00\" \"SignalStrength\":\"-

200\" \"Channel\":\"null\"}\"ScreenSize\":\"720x1280\" \"SIM_ID\":\"250023035834347\" \"MCC\":\"250\" \"TIMESTAMP\":\"2017-12-
19T10:00:07Z\" \"HardwarelD\":\"865971022235598\"}"

}

"transactionData": {
"clientTransactionld": "2121-:ca6c0fc0e3a:1716cf21- TRX",
"amount": "10000000",

"currency": "RUB",
"payer": {
"number": "4566"
}
"payee™: {
"number": "42306810377032503885",
"name™: "name"”,

"bankType":"00"
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"name": "Cuer (kapTa) criucanus",

"value": "33333"

"name": "Kapta (cuet) momyvatens",

"value": "40817810300000000000"

}

{
"name": "Bamtora ciucanus",
"value": "RUB"

}

{

"name": "CymMmma B BaJIfoTe cricanus'",
"value": "600000000000"
}
{
"name":"Homep tenedona nmomygarens",
"value":"+79103210987"
}
{
"name":"MMH momyaaremns",
"value":"72312321312"
}

KoMIutekT cTapTOBBIX MPaBUIT) H CHHUCKOB (CM. KOMIUIEKT CTapTOBBIX CITUCKOB).

2.3.4. TnaHUpOBLUUK

I[J'IH MNOoAACPKKU CUCTEMBI B pa6oqu COCTOSIHHUH HCO6XOI[I/IMO BBIIIOJIHATH 06CJ'IY)KI/IB3.HI/IC,

MOHUTOPHHT ¥ 3aga4u, CBA3aHHBIC C 6azamu JaHHBIX. HJ'IaHI/IpOBHII/IK ITO3BOJIACT 3aIllJIAaHUPOBATH
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H aAMHUHUCTPHUPOBATHE BCE 3THU 3aJa4d C IIOMOIIBIO GHHHOﬁ KoHCcOIH. Mo>KHO YKa3aTb, KaKue

3aaa4u CJICAYET BBIIIOJIHUTD, a TAKXKE 3a1aTh IapaMETPhI KOH(l)I/IpraHI/II/I JJIs1 5TOT'O BBIIIOJIHCHU .

[InaHupOBIIMK €XEAHEBHO cO3MaeT (pailybl KypHAIOB Ui pabOThl CHCTEMBI IO TOUCKY U

YCTPaHEHUIO HETOJIAJIOK.
CepBucC pacnucaHusi MPeIOCTaBISIET CIACTYIONINE BO3MOKHOCTH:

® CTAaHJAPTHBIC HHCTPYMCHTHI AJId YIIPABJICHUA 3aJaHUAMAU CHUCTCMbI

® CO3JaHHC U BBIIIOJIHCHHEC 3a,[[aHI/II71 I10 3aI11pocCy

ITanens YIpaBJICHHUA CEPBHUCOM pACTIMCAHUSA UCIIOJIB3YCTCA NJIA HEMCAJICHHOI'O 3aITyCKa 3a,Z[aHI/II71
HE3aBUCUMO OT UX YCTAaHOBJICHHOI'O rpa(bmca. OOBIYHO TaKoe MMPOUCXOAUT IMMPH BOCCTAHOBJICHUUN

WIM TECTUPOBAHUU CHCTEMBI.
Crenyromue 3a1aHusl MOTYT OBITh 3aIlyIIE€Hbl BPYUHYIO:

e OddmaiiHOBBIC 3a/1aHNUs, TAKUE KaK:

o VYpnaneHue yCTapeBIIMX JAHHBIX. Y JaJICHUE JAaHHBIX, MOTEPSABIINX aKTyalbHOCTh, U3
B/l. Bemmonasiercst mocpeacTBoM 3arpocoB Delete.

o OGHoBneHue cnuckoB. [IpoBoAUT aHaIN3 JaHHBIX O COOBITHSX U BO3BpAIIAET CIIUCOK
3HAYEHUI. DTU CNHMCKU 3HAYEHUI BIIOCJIEACTBUU HCIOJB3YIOTCA KaK MPEIUKTOPHI B
OaifecoBckuX BblUHMCIEHUSAX. CHUCKOB XPAaHUTCS HECKOJIbKO, HANpUMEp, CIUCOK
onacHbIx [P-agpecos, crincok noBepeHHbIX [P-aapecos

o Kamubposka.

o OOHoBneHue npodus.

o Pacuer nepesa.

e (Co31aHue UHIUICHTOB
e [lepeHoc pe30IIOLNUH 1JI1 BATPUH.

e [InaHMpPOBIINK BUTPHH IaHHBIX.
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3. CDVHKLI,MOHaJ'IbeIE BO3MOXHOCTU

3.1. dopmuposaHue npodunen n camoobyyeHume

®opmupoBanue npoduiei 1 caMo0OyUeHHE BBITIOTHSAETCS CIEAYIOUUM 00pa3oM:

o Tlonyyenue nHQOPMAIINK O CECCUOHHBIX M IUIATSKHBIX TpaH3akiusax. SFD momygaer 3anpoc

¢ uH(pOpMaIMEHl O CECCHOHHBIX M IUIATeXKHBIX TpaH3akimi ¢ momoirsio Web-cepBrcoB
Pa3TUYHBIMU METOIAMH:.
o ANALYZE - 3anmpoc Ha aHanu3 TpaH3aKIUY;
o NOTIFY — wundpopMupoBaHue CHCTEMBbI O BBIIOJHEHUU TPaH3AKIUUA IS
dbopmupoBaHHs TPODUIISL.

L4 q)ODMI/IDOBaHI/Ie HDOd)I/IJISII C6OD JaHHBIX O I[GflCTBI/I?IX KJIIMCHTA. HOJ’Iy‘IeHHI)IC JaHHBIC,

KoTopsie niepenarorcs B SFD B pamkax Fraud-ananusa TpaH3akiui, COXpaHSIIOTCS B CUCTEME
1 (HopMUPYIOT TPOoQHIs KIUEeHTa / MPO(UIb YCTPOMCTBA, T.€. BHIMOIHAIOT KOHCOJHIAIHIO
apaMeTpoB.

e Hopwmanuzanus Mozaenu. B mpoliecce BrIYUCIIEHUS U OLIEHKU prcka, AAA coOupaet GombIoe

KOJINYECTBO MH(OPMALMM U MPUMEPHO OLIEHMBAET PUCK I KaKAOro COOBITHS. Y 3TOM
OLIGHKM HeT JIMMHUTa WIM AMANa3oHa, TaK YTO €ro BIOCJIEICTBHUH HOPMAJIU3YIOT, YTOOBI
«ynoxuth» B auanazoH oT 0 mo 1000. Hopmanu3zoBaHHas OLIEHKAa YK€ MOXET OBITh
MCIIOJIb30BaHa C LEJIbI0 CHIKEHUS KOO(PUIIMEHTA JOXKHBIX cpabaTbIBaHUM 10 MUHUMYyMa C
yueToM npodusist / moBeaeHus Kiuenra u pe3ynpTaToB paccieloBaHUN, KOTOPbIE TPOBOASATCS

o «1I1OAO3PUTCIILHBIM» / «MOIIIEHHHUYECKHM)) TPpaH3aKOUAM.

3.2. BbluncneHune yposHemn prcKa

Monayns ouenku puckoB (Advanced Adaptive Authentication) ocyiiecTBiseTr MOCTpOCHHE
MOJIEJM THITHYHOTO MMOBEICHUS KJIIMCHTOB, BBIYHCIICHHE OAJIOB PUCKA COOBITHI O TpaH3aKIHMSIX
KJIMEHTOB Ha OCHOBE MOJEIM THUITHYHOTO MMOBEACHUS KIMEHTOB W IPUCBAMBACT COOBITHSIM

BBIYHCIICHHBIE OQJIJTBI PUCKA.
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Moynb OIEHKH PUCKOB IPHCBAWBaCT COOBITHIO YHUKAIBHBIM Oaiu1 pucka B nuamna3one ot 0 10
1000 (0 — mumuuMmanbHbI Oamn pucka, 1000 — makcuMmanbHBIA Oamur pucka). bamn pucka
BBIYMCIISICTCS TIO 3HAYCHUSIM PEKBU3UTOB COOBITHS TP TIOMOIIH MOJIEIA THITMYHOTO TIOBEICHUS
KIIMEHTOB— YeM OOJbIIIe y COOBITHUS MPU3HAKOB OTIMYHBIX OT MOJEIH TUIUYHOTO TOBEICHUS

KJIMCHTOB, TCM BBIIIC 0aya ero pHUCKa.

Jlyis mocTpoeHHs MOJIEIIA TUITMYHOTO ToBeaeHus kiauentoB Advanced Adaptive Authentication
UCIIOJIB3YeT CaMOOOYYAIOIINECs MAaTeMATHYECKHE BEPOSTHOCTHBIC AaIrOPUTMbI HA OCHOBE

0alieCOBCKOIl CETH.

3.3. Fraud-aHanus TpaH3aKuni

SFD ouenuBaer coOBITHSI MPH MOMOIIM HA0Opa HACTPAaMBAEMBIX IMPABHJ, B PE3yNbTaTe 4YEro

KaXKaomMy COOBITHIO MMPpUCBAUBACTCA OJJHA U3 CIICAYIOIIUX OTMCTOK:

® (MMOAO3pUTCIIbHAA) TpaH3aKIUsA — CCIU COORITHE COOTBCTCTBYIOT XOTA OBI OIHOMY U3

3alaHHbIX B CUCTCMC KPHUTCPHECB BLIABJICHUA MOIICHHUYCCTBA,

e ernTUMHAsS» (TOJIMHHAS) TPAH3AKIUSA — €CJIM COOBITHE HE COOTBETCTBYIOT HH OJJHOMY M3

3aIaHHBIX B CUCTCMC KPUTCPHUCB BbIABJIICHHUA MOIICHHUYCCTBA.

Amnanu3 Bemonasercs SFD ABTOMATHYCCKHU, B PCIKUME MAKCUMAJIBHO HpI/I6J'II/I)KeHHOM K pCKUMy

pealbHOTO BPEMEHH, TI0 MEPE MOJIy4YeHHUs COOBITHI O TPAH3AKIMIX KIUEHTOB.
ACBM ocymiecTBisieT aHaIu3 MpU MOMOIIH CIETYIOIINX MEXaHU3MOB:

L4 «YUCPHBICY CITUCKU;
e «OenbIe» CIIMCKH,
® CTATU4YCCKUC ITpaBHJIa;

® MO/JCJIb TUIIMYHOI'O ITIOBCACHUS KIIMCHTOB.

MexaHu3M aHanu3a Ha Oase «CYCPHBIX» HUIIN «O€IBIX» CIIMCKOB IIpHUCBaNBACT COOBITHIO OTMCTKY
«IIOAO3PUTCIIbHAA) TpPaH3aKLUA, C€CIN Kakue-Iuoo u3 PCKBU3UTOB IUIATCIKHOTO IOOKYMCHTA

nornajgaroT B ‘—IGpHBIfI W O€JNbIi CIIMCKH, OIIPECACIICHHBIC B CUCTEMEC.

MexaHu3M aHajau3a Ha 0a3e CTaTHYECKHUX IIpaBUJI OCHOBAH:
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e Ha MpoBepKe OAITIOB pHUCKa COOBITHS (HAaMpUMEp, €CIIM y COOBITHS 0ay1 pucKa OOJbIIe, YeM
3aJaHHOE B IMpaBWJEe I[OPOrOBOE 3HAYEHHE, TO €My [IPUCBAaMBACTCI OTMETKa
«IIOJIO3PUTENbHAS) TPAH3AKIIHS),

® HA MPOBEPKE 3HAUCHHI PEKBU3HUTOB COOBITHS (HAIIPHMEp, €CIH B COOBITUHM CUET MOJIydaTelst
IIaTe)ka OTHOCHTCA K cdetaMm ¢enepalbHOro OIoJpKeTa, TO JTaHHOW —TpaH3aKIUH
MPUCBAUBACTCS OTMETKA «JICTHTUMHASN).

® Ha KOMOMHAIIMU MPOBEPOK OAJIJIOB PHCKA U 3HAUYEHUI PEKBU3UTOB COOBITUS (HAIPUMED, €CITU
y COOBITHS Oa/yl puCKa M CyMmMMa IUIaTeka OOJbIle, YeM 3aJlaHHBIC JUISi HUX B TIPaBHIIE

IMOPOr'OBLIC 3HAYCHHA, TO MY ITPHUCBANBACTCA OTMCTKA «IIOJO3PUTCIIbHASI TpaHSaKIII/IFI).

Mexanu3m aHanuza Ha 0aze MOJIEIH TUIUYHOTO MOBEACHHS KIIMEHTOB BBIYUCISET JUIS KaXXA0TO
COOBITUSl YHUKAIBHBINA OaJlT pHCKA, OTPAXKAIOIIUN BEPOSATHOCTH TOTO, YTO TPAH3AKIHUS SIBIISCTCS
MOILIEHHUYECKON. bam pucka BbIpa’keH 4MCIOBBIM 3HadeHHeM B auanasone ot 0 go 1000 (0 —
MUHHUMAaJIbHBIA Oamn pucka, 1000 — MakcumanbHBIM Ol pucka). MexaHn3M aHainu3a Ha 0ase
MOJIeJIM TUNMYHOTO TMoBeAeHHUs KiueHToB B SFD mpucBauBaer cOOBITHIO OTMETKY
«I10J03pUTENbHASH TPAH3AKIUS, €CJIU BBIYMCICHHBIN 0al prucka cOObITHS MPEBBIIIACT 3aJaHHOE

IMOPOroBo€C 3HAUYCHUC.

Ha ocHoBanumn HOJ'Iy‘-ICHHOfI OLCHKH, HACTPOCHHLBIX MNpPAaBUJII U CIIMCKOB CHCTCMaA OIPCACIIACT

cXxemy JanpHeuei o0padboTku. JlefcTBrsI MOTYT OBIThH CIIETYIOIUMHU.

e Paspemmtb (ALLOW) — npoBepka npoiiuia yCrenHo, pa3pelieHo BHIITOTHEHUE TPAH3aKIIUH.
e 3anperurs (DENY) — 3anpenieno Beimonnenue tpansakuuu B AC EPUD.

e [IpuocranoBurs (REVIEW) — nprOCTaHOBUTH BHINIOJIHEHUE TPAH3AKLNHN O BBISICHEHUS.

3.4. [lpocTaHOBKa pe3onouuin

[To pesynapraram aHanu3a M 00paOOTKM TpaH3aKIMH B CHUCTeMax OOCITYKMBAIOLIUX
noapasnenenuil ( corpynaHukamu KoHTakTHOro ueHTpa, oduiiepamu 0e30MacHOCTH M T.J)

BBITTOJTHSICTCSI TPOCTAHOBKA pe3otonnii Tpan3akiusam B SFD.

B Tabnuue Huke npuBeneH ¢opmar 3ampoca Ha MPOCTaHOBKY/0OHOBIeHHE pesomtoimu (Updet

Activity):
bnok JSON Mapamertp JSON OnucaHue Tun json Bo3moXKHble 3HaueHuUA
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- version Mcnonb3yemas Bepcua String KoHcTaHTa 2.1
JSON npoTtokona
- eventld MHandukaTop cobbitna | String
UpdateStatus resolution PeweHue no cobbiTnio String SUSPECTED_FRAUD - ecnm
TPaH3aKUMA  He  MOATBEpPXAeHa
CONFIRMED_GENUINE - ecnm
TpaH3aKumA noaTBepKAeHa
UNKNOWN - ecnu cTaTtyc TpaH3akumm
OCTAeTCA HEACHbIM WU KAUEHT He
goctyneH \ He uaeHTUOUUMPOBaH
CONFIRMED_FRAUD - He
MCnonb3yeTca B TeKylem npolecce
ASSUMED_GENUINE - He
1crnosb3yeTcs B TEKYLLEM npouecce
UpdateStatus description OnucaHue NpUYrHBI String

YCTaHOBKMU CTaTyC

B tabnuie npencrasien opmMar OTBETHOTO 3aIpoca:

Enok JSON Mapametp JSON OnucaHue Twn json
Ucnonb3yemasn sepcus
- version String
JSON npoTtokona

- eventld NHandukaTop cobbitua | String
- return CraTyc 3anpoca String
- description OnucaHune ownbKm String

5. WHTerpauuna co CTOpOHHUMKU CUCTEMaMU

Bo3moXKHble 3HaYeHuUA

KoHcTaHTa 2.1

SUCCESS - 3anpoc o6paboTtaH

ycnewHo

FAIL - 3anpoc He 0bpaboTaH

TpaH3aKHI/II/I, moAJIC)KaAIME aHallu3y Ha BBIABICHHEC MOUIICHHHUYCCTBA, IMOCTYIIAKOT B SFD wu3

Pa3JIMYHBIX CTOPOHHUX CUCTEM, SKCILUTYATUPYCMBIX B IOAPA3ACIICHUAX (I)I/IHaHCOBBIX HHCTHUTYTOB

(HaanMep, CHUCTCMBI JTUCTAHIITMOHHOTI'O 0aHKOBCKOT'O O6CJIY)KI/IBaHI/I$I, IMPOLUCCCUHT U ,Z[p)

Bo3moxHBI 1Ba peiKumMa B3aHMMOJEUCTBUS CO CTOPOHHUMH CUCTECMAMMU:

Pexcnim On-line:
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o Cunxponnsie SOAP-3anpocs! u orBetsl 10 HTTP/HTTPS

o JSON-3anpocs u orBeTsl 10 HTTP/TCP.

o TCP (ISO 8583)

o MQ-ouepenu.

o JononuurenbHas uuterpanus: CMC u e-mail uadopMupoBanue, yrpasisIOIINE

BO3JICUCTBUSL.

Peacum Off-line:

o Log File Analysis - daitnoBblit 00MeH, 3arpy3ka JaHHBIX U3 (ailyioB

o 3arpy3ka CIpaBOYHBIX JAHHBIX U3 Pa3IUYHBIX CUCTEM.

6. lNpunoxeHus

6.1. MapameTpbl coobuleHnA (TpaH3aKLumK)

TABJANA 3. [IAPAMETPBI BXOJSIIETO COOBIIEHUS

Napamertp JSON OnucaHue
BA10K JSON pameTp

Mcnonb3lyeman sepcuna JSSON npoTokona

- version
KoHcTaHTa 2.1
NpeHTudurKaTop meTona, KoTopbll
TpebyeTcA BbINOAHUTL BO dpoa-

- actionType MOHWUTOpPUHTE
Bo3moxHble 3HaueHuna: ANALYZE \ NOTIFY \
UPDATE
Tun KaHana cBA3n, Yepes KoTopbIn
OCYLLECTBAAETCA CBA3b KAMEHTA C HaHKOM

- channel
Bo3mokHble 3HaveHms: ISSUER, WEB,
MOBILE, SMS, WEBKIOSK, CALL_CENTER
[JononHutenbHas nHpopmauma o6

- subchannel
MCMONIb3yeMOM KaHane nepesayn AaHHbIX
Tun cobbiTna

- type
Cnuncok 3HayeHuit B 3aknaake TYPE

- subtype KnueHTtckoe nogcobbitne

- eventDescription OnucaHue
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provider

provider

consumer
consumer
consumer
consumer
consumer
consumer
consumer
consumer
consumer
consumer
consumer

card

card

card
card
card
card
card
card

card

card

card
card
card
card
card
card

card

timeStamp

orgName

areald

id
login
lastName
firstName
patronymicName
birthdate
idDocumentType
idDocumentNumber
clientSegment
type
INN

cardnumber

cardSequenceNumber

cardBIN
cardissuerSystem
issueDate
expireDate
cardissuerld
cardOwner

cardcategory

consumerCategory

availableBalance
availableBalanceCurrency
dailyLimit
dailyLimitCurrency
cardlssuerCountry
cardCity

cardCurrency

BpemsadopmuposaHus SOAP-3anpoca B
dopmarte ISO 8601: YYYY-MM-DD
HH:mm:SS.mmm

OpraHu13aums, K KOTOPOM NPUHALNERUT
nosib3oBaTesb B cucteme dpos-
MOHWUTOPUHrA.

Tep.6aHk \ ®unnan, K KOTOpomy NpuessaH
KANEHT

NaoeHTUdUKaTOp KAMEHTa

JlornH kKnneHTa

damununa KnmeHTa

MUmsa kKnneHTa

OT4yecTBO KAMEHTA

[ata poxKaeHua KnmeHTa

Tun gOKyMeHTa KAneHTa

Homep AoKymeHTa KnmeHTa

CermeHT KnneHTa

Tun KAneHTa

MHH knneHTa

Homep KapTbl KnMeHTa

MopAAKoBbIM HOMep KapTbl (M03BOAAOWMIA
NpPUKpenuTb K ogHomMy cyeTy PAN
HEeCKO/IbKO Pa3/IMyHbIX KapT)

BIN KapTbl kKnvMeHTa

ID nnaTeXHOM CUCTEMbI SMUTEHTA KapTbl
Bpems Bbinycka KapTbl

CpOK AeincTena KapTbl

ID amuTeHTa KapTbl

Bnageneu kapT

KaTteropus kaptbl

KaTteropums knveHTa (4acTHbii \
KOpnopaTUBHbIiA)

[LocTynHbIl 6anaHc no KapTte

Bantota gocTynHoro 6anaHca no Kaprte
JIuMmuT No Kapte

Bantota nMmuTa no Kapte

Kopg, cTpaHbl sSMUTEHTa KapTbl

lopoa

BantoTa KOHTpaKTa
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card
card
card
call
call
call
call
call

call

call

call
call
call
call

call

call

call

deviceRequest

deviceRequest

deviceRequest

deviceRequest

deviceRequest

cardBrand
cardType
Servicecode
operatorLogin
reverseNumber
IVRLastPoint
VSPIndicator
callCenterTer

requestStartTime

requestEndTime

resolutionAndCommend
numberDialed
authScheme
blockReason

secretWordFailedCount

skillGroupTransferCount

trivialSecretWordIndicator

devicePrint

deviceTokenCookie

mobileSdkData

ip

userAgent

KapTouHbIi NpoayKT

Twn KapTbl

CepBU1CHbIN KOA, KapTbl

JlorvH onepartopa KOHTAKTHOrO LeHTpa
Homep TenedoHa (AOH)

MocnepHuii nyHKT B IVR g0 onepaTopa
Mpu3HaK obpalLeHuns coTpyaHuKka oduca
TeppuTOpUanbHaa naolwagKa onepatopa
Bpemsa peructpaummn obpalleHus

Bpems 3aBeplueHus perucTpaumm
obpaleHun

Pesontouma n KoMmeHTapui

Homep, Ha KOTOPbIN NO3BOHUA KNNEHT
Cxema ayTeHTUdMKauum

MpuynHa 610KMpPOBKK

CyeTymK HeycneLwHbIX NOMbITOK Ha3BaTb KU
Konnuectso nepeBogoB BbI30Ba
onepaTopom Ha APYryto CKUAA-rpynny
MpusHak TpusManbHoro KU

OTnevaToK ycTpolicTea 13 http-3anpoca
web-knneHTa

NHbopmauma, cobpaHHaa CKPUMNTOM js
Cookie. MapameTp nepenaetca B OTBETE Ha
npeablaywnin 3anpoc FMaa$S B pamkax
ceccuu 1 ycTaHaBAMBAETCA Ha YCTpOBe.
Mone onunoHanbHO gnA KaHana WEB
TONIbKO B C/TyYasX, Korga nosia He MoryT
6bITb NO/YYEHDI:

- MoCKONbKY KyKa MOXKET MPOTYXHYTb NN
KNMEHT Bnepsble 3axoauT B 160, TO OT
KNMeHTa 3HaveHue He npugeT, 460 B
FMaaS gaHHoe nose oTnpaBut
He3arnoJ/IHeHHbIM.

NHbopmaumsa o MobunbHOM ycTpolicTee
NHdopmauua cobupaercs ¢
ncnonbsnosaHnem SDK 6MbanoTeku
BHewHui IP-agpec ycTpoiicTBa KAMEHTa
3HayeHue 3aronoBKa User-Agent us http-

3anpoca web-KaneHTa
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deviceRequest

deviceRequest

deviceRequest

deviceRequest

deviceRequest
deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm
deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

deviceRequest -> atm

httpAccept

httpAcceptLanguage

httpAcceptChars

httpAcceptEncoding

httpReferrer
id

Terminalld

merchantld

MerchantName

MCCGroup

McCC

isFiOwner

AcquiringlIC

ForwardingliC

ReceivinglIC

AcquiringlCountry
TERMINALcountry

TERMINALcontinent

TERMINALcity
TERMINALstate
TERMINALaddress

street

TERMINALRegionld

placeType

TERMINALzip

VirtTerm

MapameTp http-accept u3 http-3anpoca
web-KineHTa

MapameTp http-accept-language u3 http-
3anpoca web-KknmeHTa

MapameTp http-accept-charset u3 http-
3anpoca web-knveHTa

MapameTp http-accept-encoding u3 http-
3anpoca web-knmeHTa

3HaueHue 3aronoBKa Referer HTTP-3anpoca
YHUKaNbHbIN AEHTUDUKATOP yCTpOMCTBa
YHUKanbHbIN naeHTUdGUKaTopTEPMUHANG
HanmeHoBaHue/naeHTndUKaTOP
BJageNbLa TepMUHana
OnucaHue/HaumeHoOBaHWe BAageNbLA
TepMuHana

KaTteropusa Merchant Category Code
Merchant Category Code
MpUHaANEKHOCTb YCTPOMCTBA:

- Fl - cobcTBEHHOE CTPOMCTBO HaHKa;

- OTHER - yyxoe ycTpoictso gns baHka
NaeHTnduMKaTOp aKBarepa
NpeHTndurKaTop 6aHKa, KOTopbIv Nepesaet
coobuieHne

NaeHTUdMKATOp MHCTUTYTA, MOTyHatoLWwero
3anpoc

Kopg, cTpaHbl 3KBaliepa

CTpaHa pacnosioKeHuWs ycTporcTea
KOHTUHEHT CTpaHbl PacnonoXKeHusn
ycTpoicTea

lopoa ycTpolicTBa

Lrat \ PalioH

Appec ycTpoiicTea

Ynuua, Ha KOTOPOW PacnoNoXKeH AaHHbIN
TepMuHan

PernoH TepmuHana

TWN HaceNeHHOro NyHKTa PacnoNoXeHus
TepMuHana

MoYTOBbLIM MHAEKC YCTPOMUCTBA

Mpu3HaK BUPTyanbHOro TepMuHana
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deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal
deviceRequest -> atm -> terminal

deviceRequest -> atm -> terminal

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

prGeo
vendorCategory
language
cardEntryMode
cvvCheck
PINCheck
terminalBranch
terminalClass
instPlaceCatld
terminalFl
terminalRetailer

instTypeName

ATMMoto

atmModel
atmOwner

atmPlace

branchCode

accessName
cashin
currencyExchange
workTime
cashinAcc
cashinPay
cardTypes
latitude
longitude

scoring

cardBataTerminallnput

cardholderAuth

cardCapture

operatingEnvironment

cardholderPresence

cardPresence

MpU3HaK yCTaHOBKM 'TeOMapPKETUHT'
KakTeropus BeHg0pa ycTponcTBa
A3bIK ycTpoicTBa

Cnocob BBoAa HoMepa KapTbl
PesynbTat nposepku CVV/CVV2
Pe3ynbrat nposepku PIN
MNopapasgeneHne TepmuHana

Knacc TepmuHana

Kateropus tepmuHana

Nmsa MHCTUTYTa-BNage bLa TEpMUHaNA
Mmsa Bnagenbua TepmuHana

Cnocob yCTHOBKM TepMUHana
Mpu3HaK NnpoBeaeHMAa onepauuii 6es
npeabaBAEHWUsA KapTbl

Mogaenb ycTpoiicTea

Bnageney TepmuHana

MecTo ycTaHOBKM yCTpPOMCTBa

Kopa noppaspeneHus, KotTopomy
NPUHAANEXKNUT TEPMUHAN
JocTynHoCTb TepMUHan

Hanuune moaynsa npuema HasM4YHbIX
Mpu3HaK Hannuma obmeHa BantoTbl
Pexxum goctynHoctm

Mprem HaNMYHbIX Ha CHET KapTbl
Mprem HaMMYHbIX 419 ONAATbI YCayr
Tun obcny:kMBaeMbIx KapT TepMUHANA
LLinpoTa mecTa ycTaHOBKM B rpagycax
[JonroTta mecta yCTaHOBKM B rpagycax
CKOpUHroBbIN 6ann TepmuHana

POS Condition Code. Card data terminal
input capability

POS Condition Code. cardholder
authentication capability

POS Condition Code. Card Capture
Capability

POS Condition Code. Operating
environment

POS Condition Code. Cardholder presence

POS Condition Code. Card presence

Crpanuna 42|55



FUZZY

LOGIC

LABS Cucrema 00HapYXCHHS U TIPEIOTBPAIICHIS MOIICHHNIECKHUX TpaH3akmuii «Smart Ftaud Detection»

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos

deviceRequest -> pos
deviceRequest -> pos

deviceRequest ->EIComm

deviceRequest -> EIComm

deviceRequest -> EIComm
deviceRequest -> EIComm
deviceRequest -> EIComm
deviceRequest -> EIComm

deviceRequest -> EIComm

deviceRequest -> token

deviceRequest -> token

deviceRequest -> token

datalnputMode

cardholderAuthMethod

cardholderAuthEntity

cardDataOutput

terminalOutput

PINcapture

PINServiceCode

PINServiceResult

PartialApproval

PurchaseAmountOnly

RealTimeSubstantiation

MerchantScoringindic

FinalAuthorizationindic

POSType
TerminalActiveState

CVV2Data

CardValidationCodeResult

SecurityProtocol
CardholderAuthentication
UCAFIndicator
UCAF

TransactionXID

DeviceType

TokenNumber

TokenRequestorID

POS Condition Code. Card data input mode
POS Condition Code. Cardholder
authentification method

POS Condition Code. Cardholder
authentication entity

POS Condition Code. Card data output
capability

POS Condition Code. Terminal output
capability

POS Condition Code. PIN capture capability
PIN Service Code. Cepsuc nposepku PIN Ha
CTOpOHe naaTdopmbl

PIN Service Code. Cepsuc nposepku PIN Ha
CTOpOHe NAaTPopmbl - pesysbTata paboTbl
cepsuca

POS Extended Condition Code. Partial
Approval Terminal Support Indicator

POS Extended Condition Code. Purchase
Amount Only Terminal Support Indicator
POS Extended Condition Code. Real-time
Substantiation Indicator

POS Extended Condition Code. Merchant
Transaction Fraud Scoring Indicator

POS Extended Condition Code. Final
Authorization Indicator

KaTteropua POS-tepmuHana

CraTyc TepmnHana

Hanunune CVV2

Card Validation Code Result: indicates the
CVC 1, CVC 2, or CVC 3 result code

Security Protocol

Cardholder Authentication

UCAF Collection Indicator

UCAF

Transaction ID XID

Tun Mo6UABHOTO YCTPOWCTBA, C KOTOPOTro
BbINOIHEH 3anpoc

Homep ToKeHa

ID 3anpocuBLLEro TOKeH
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deviceRequest -> token tokenExpireDate CpoK feincTBuA ToKeHa
deviceRequest -> token TokenStorageType Cpepfa xpaHeHuA TOKeHa
deviceRequest -> token PaymentApplicationlD Device ID
deviceRequest -> token DevicelPaddress IP-agpec ycTpoictea
Wallet Service Provider Tokenization
deviceRequest -> token WalletProviderTokenization
Recommendation
deviceRequest -> token WalletDeviceScore Wallet Service Provider Device Score
deviceRequest -> token WalletAccountScore Wallet Service Provider Account Score
YMCNO CyLLEeCTBYIOLLMX aKTUBHbIX TOKEHOB
deviceRequest -> token ActiveTokenNumber
ana PAN, MC
deviceRequest -> token DevicelLocation leorpaduyeckoe NonoxKeHMe yCcTponcTea
deviceRequest -> token MobileNumber Homep naun yactb Homepa TenedpoHa
deviceRequest -> token Devicelanguage Device Language, Visa
deviceRequest -> token DeviceName HasBaHue ycTpolicTBa, VISA
deviceRequest -> token WalletProviderReasonCodes Wallet Provider Reason Codes
deviceRequest -> token PANSource PAN Source, Visa
deviceRequest -> token TransactionCategory KaTeropus TpaH3akuum
3HaueHMe OLLeHKM cTeneHu pucka Visa (01-
deviceRequest -> token VisaTokenScore 99), acCcoLMMPOBAHHOTO C BbIMYCKOM
[AHHOTO TOKeHa
deviceRequest -> token VisaTokenDecisioning PewweHue Visa no BbINycKy TOKeHa
Y4MCNo HEaKTUBHbIX TOKEHOB Y KnveHTa
deviceRequest -> token InactiveTokenNumber
(Apple-ID)
Yuncno 3abN0KMPOBAHHbIX TOKEHOB Y
deviceRequest -> token SuspendedTokenNumber
Knuenta (Apple-1D
deviceRequest -> token Walletldentifier Kog, nporpammbl Kolesnbka
NpeHTUdUKaTop TpaH3aKLumm ¢
deviceRequest -> token Transactionldentifier
MCNoONb30BaHMEM TOKEHA
deviceRequest -> token PostalCode Visa Verification Data - Postal Code
deviceRequest -> token CardholderAddress Visa Verification Data - Cardholder Address
deviceRequest -> token CardholderName Cardholder Name
deviceRequest -> token MessageType Tun coobwexuna, MC
YHUKaNbHbI HOMEpP Nocnes0BaTeNIbHOCTU
deviceRequest -> token CorrelationID
Cepum 3anpocoB TOKEHMU3AL MM
MeToa TokeHusaumn, MC (Primary Account
deviceRequest -> token AccountSource
Number Source)
Wallet Service Provider Tokenization
deviceRequest -> token StandardVersion

Recommendation Standard Version
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deviceRequest -> token

deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> token
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV
deviceRequest -> EMV

sms

sms

sms

sms

sms

sms

sms

sms

sms

sms

ReasonCodes

TokenType
WalletAccountID
MDEStoken
TokenAssurancelLevel
AccountRange
TerminaVerificationResult
TransactionDate
TransactionType
AmountAuthorized
TransactionCurrencyCode
TerminalCountryCode
Terminal Capabilities
TerminalType
InterfaceDeviceSerial
TransactionCategoryCode
ApplicationVersionNumber
CardholderVerificationKesult

phone_number

amount_other_2days

amount_other_3days

amount_other_today

amount_other_yesterday

amount_p2p_2days

amount_p2p_3days

amount_p2p_today

amount_p2p_yesterday

amount_self_2days

Wallet Service Provider Tokenization
Recommendation Reason Codes

Tun 3anpawinBaemoro ToKeHa
Cardholder Wallet Account ID, Visa
KaTteropua BMpTyanbHOro akkayHTta
YpoBeHb A0BEPUA K TOKEHY

Homep KapTbl Unu AnanasoH
TerminaVerificationResult
TransactionDate

TransactionType

AmountAuthorized
TransactionCurrencyCode

Terminal Country Code

Terminal Capabilities

Terminal Type

InterfaceDevice(IFD) Serial Number
TransactionCategoryCode
ApplicationVersionNumber

Cardholder verification result

Homep TenedoHa otnpasutens 3anpoca
Onnata yyxoro TenedoHa, cymma
onepauuii 2 AHA Hasag,

Onnata yyxoro TenedoHa, cymma
onepaumii 3 gHA Hasag

Onnata uyxoro TenedoHa, cymma
onepawumii 3a cerogHAWHNN aeHb
Onnata yyoro TenedoHa, cymma
onepawmii 3a BYepalLlHUI AeHb

P2P nepeBogbl, cymma onepauui 2 aHs
Hasag

P2P nepeBoapl, cymma onepaumii 3 gHa
Hasag

P2P nepeBoapl, cymma onepawmii 3a
CEeroAHAWHUM AeHb

P2P nepeBogbl, cymma onepauuii 3a
BYEPALIHWUNA OEHb

Onnata cobcTBEHHOro TenedoHa KNMeHTa,

CyMMa onepaumii 2 AHA Hasag,
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OnnaTta cobcTBEHHOMO Tened)OHa KNNEHTa,

sms amount_self_3days
cymMmMa onepaumii 3 AHA Hasag,
Onnata cobcTBEHHOro TenedoHa KNMeHTa,
sms amount_self_today
CyMMa onepauuii 3a CerogHALWHUA feHb
OnnaTta cobcTBEHHOro TenedoHa KNMeHTa,
sms amount_self_yesterday
CymMMa onepavlmii 3a BYepallHUA AeHb
Yucno nerntMmHbIX GUHAHCOBbLIX onepaumi
sms legit_45_days
KnneHTa 3a 45 aHeli B KaHane MBK
Bo cKo/ibKO pa3s onnata TenedpoHa 3a
sms phone_max_ratio CerogHALWHUN aeHb 6onblue
MaKCMMaNbHOro naaTexa
Bo ckosibKo pas onnata TenedpoHa 3a
sms phone_percentile_ratio cerogHAWHMM aeHb 6onblue
NepLeHTUAbHOrO NaaTexa
transactionData clientTransactionid NpeHTUUKaTOP KAMEHTCKOM TpaH3aKLmu
transactionData amount Cymma nnatexa B Ba/toTe naatexa
transactionData currency Bantota nnatexa
Cymma TpaH3aKuuu aepxKaTens KapTbl B
transactionData CardholderAmount
Ba/IlOTE IMUTEHTA
transactionData CardholderCurrency BantoTa cueta KnveHTa
Cymma peBepCUpOBaHHON TpaH3aKL MK B
transactionData ReplacementAmount
BANIOTE TPaH3aKL MK
Kypc nepecyeTa cymmbl nnaTexa B Cymmy
transactionData ConversionRate
TPaH3aKLUMK B BalOTE SMUTEHTA
transactionData exchangeRate OB6MeHHbIM Kypc
PacnucaHue TpaHsaKkumii:
IMMEDIATE— HemeZa/iIeHHbI NepeBos,
transactionData schedule SCHEDULED— 3annaHMpoBaHO Ha NO3gHUM
CPOK
RECURRING— nosTopstoLwmiica nepesos,
CKOPOCTb TpaH3aKLmu:
SEVERAL_DAYS - B Te4EHMWN HECKONBbKUX
aHen;
transactionData executionSpeed OVER_NIGHT - B Te4eHUWN O4HOW HOUM;
FEW_HOURS - B Te4€HMM HECKOJIbKMX
Yacos;
REAL_TIME - TaK cKOpoO, KaK 3TO BO3MOXHO.
MeToa nepeBoga CpeacTs Mexay
transactionData medium

nonb3oBatesiem U noanyvyatTenem:
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INTERNAL - nnatexu KoHTpareHTy
OCYyLLECTBAAIOTCA B Haw 6aHK
WIRE - nnaTeXXu KOHTpareHTy
OCYLLECTBNAKTCA B APYroi POCCUIACKUIA
H6aHK
INTL_WIRE - nnateXun KOHTpareHTy
OCYLLECTBNAKTCA B 3apyberKHbI BaHK
Homep cueta \ UgeHTudmKaTop
transactionData -> payer number
naatenblymKa
transactionData -> payer numberIBAN Homep cyeTa KnveHTa B popmate IBAN
transactionData -> payer name HavmeHoBaHue nnatenbLlimka
transactionData -> payer routingCode BUK 6aHKa cueTa nnaTenblumKa
Homep cueta \ UgeHTudmKaTop
transactionData -> payee number
nonyyatens
transactionData -> payee numberlBAN Homep cueta nonyyatens 8 popmate IBAN
transactionData -> payee name HanmeHoBaHue nonyyarens
transactionData -> payee routingCode BUK 6aHKa cueTa nonyyatens
Tun 6aHKa nosyyatens:
OTHER_BANK - cyeT, Ha KOTOpbIi
OCyLLEeCTBAETCA NepeBoy, B Apyrom 6aHKe;
transactionData -> payee bankType
SAME_BANK - cueT, Ha KOTopbIl
OCYLLEeCTBAAETCA NepeBoy, B "Hawem"
H6aHke
Tun cyeTa NnonyyaTena nnartexa:
BILLER - ncnonb3yetca npu onnate c4eToB
MEXAY KIMEHTOM U KOHTpareHTamu;
transactionData -> payee accountType
PERSONAL_ACCOUNT - ncnonb3syetca ana
nepesoa CpescTB MeXAy IMYHbIMU
cyetam
HanpasneHue, B KOTOpom nepeaatoTca
cpeacTsa (nonyyatens):
ME_TO_YOU - cyeT, Ha KOTOpbI#
OCYLLEeCTBAAETCA NepeBo, NPUHAANEKNT
transactionData -> payee ownershipType
KOHpareHTy;
ME_TO_ME - cyeT, Ha KOTopbIi
OCYLLEeCTBAAETCA NepeBo, NPUHAANEKNT
TOMY e K/IUEHTY.
. CNUCOK onpeenaeTca noj 3akas4ymka CMWCOK ONpeaenseTca noj 3akasuumka \
ex

\ npoeKt NpPoeKT

transactionData -> payer numberIiBAN Homep cueTta knneHTa B popmate IBAN
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transactionData -> payer name HavmeHoBaHue nnatenbLlimka
transactionData -> payer routingCode BUK 6aHKa cueTa niaTenblumKa
Homep cueta \ UaeHTudmKaTop
transactionData -> payee number
nonyyartens
transactionData -> payee numberIBAN Homep cyeta nonyyatens 8 popmate IBAN
transactionData -> payee name HavmeHosaHue nonyyatena
transactionData -> payee routingCode BUWK 6aHKa cyeTa nosnyyaTens
Tun 6aHKa nosyyatens:
OTHER_BANK - c4eT, Ha KOTOpbIi
OCYLLECTB/IAETCA NepeBos, B Apyrom baHKe;
transactionData -> payee bankType
SAME_BANK - cueT, Ha KOoTopbIi
OCYLLEeCTBNAETCA NepeBoy, B "Hawem"
H6aHKe
Tun cyeTa nonyyaTena nnartexa:
BILLER - ncnonbsyetca npu onnarte c4eTos
MeXAy KNMEHTOM U KOHTpareHTamu;
transactionData -> payee accountType
PERSONAL_ACCOUNT - ncnonb3syetca gna
nepesoja CPeAcTB MeXAyY JIMYHbIMU
cyetam
HanpasneHue, B KOTOpom nepeaatoTca
cpeacTtsa (nosyyaTens):
ME_TO_YOU - cyeT, Ha KOTOpbI#
OCYLLECTBAAETCA NepeBoa, NPUHAANEKNT
transactionData -> payee ownershipType

KOHpareHTty;
ME_TO_ME - cueT, Ha KOTOpbIN
OCYLLECTBAAETCA NepeBoa, MPUHAANEKUT
TOMY e K/IUEHTY.

CMUCOK onpeAenseTca Nog, 3akasumka CMNUCOK ONpeaenseTca nog 3akasumka \

ext
\ npoekTt npoekKT

6.2. [Mpumep obpabaTbiBaemoi TpaH3aKL MU

{

"version™: "2.1",
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"event™: {
"actionType": "ANALYZE",
“channel": "MOBILE",
"subchannel":"MOBILEAPI",

"type": "PAYMENT",

"provider": {
"orgName": "®1"
}
"consumer": {
"id": " MOBILE ",
"lastName": "HBan",
"firstName": "MBaHOB",
"patronymicName": "MBanoBu4",

"login™: "demopayer",

"INN": "72727822002",
“type": "VIP",
"idDocumentNumber": *1504231899",
"idDocumentType":"passport",
}
"card": {
"cardnumber": "40817810038176851236",
"cardBIN": "8888",
}
"deviceRequest": {
"jp": "213.180.201.11",

"mobileSdkData":"{\"Cell Towerld\":\"28989705\" \"DeviceSystemVersion\":\"19\" \"DeviceName\":\"FlyOEvo0Tech04\" \"SD
K_VERSION\":\"3.6.0\" \"WiFiMacAddress\":\"8c:c5:e1:d0:0d:6d\" \"RSA_ApplicationKey\":\"E5C58D6047BA0250E2D43D7E0B5DC621
\"\"Emulator\":0,\"MNC\":\"02\" \"LocationAreaCode\":\"4230\" \"PhoneNumber\":\"
79234676731\"\"OS_ID\":\"8c2fa32944b6da0\" \"MultitaskingSupported\":true,\"DeviceModel\":\"1Q4514
Quad\"\"Languages\":\"ru\",\"GeoLocationInfo\":[{\"Latitude\":\"53.8735\",\"Status\":\"0\" \"Longitude\":\"86.6370901\" \"Horizontal Accura
cy\":\"50\" \"Timestamp\":\"1513677608388\"}],\"DeviceSystemName\":\" Android\" \"Compromised\":0,\"WiFiNetworksData\":{\"BBSID\":
\"00:00:00:00:00:00\" \"SignalStrength\":\"-
200\"\"Channel\":\"null\"}\"ScreenSize\":\"720x1280\" \"SIM_ID\":\"250023035834347\" \"MCC\":\"250\" \"TIMESTAMP\":\"2017-12-
19T10:00:072\" \"HardwarelD\":\"865971022235598\"}"

3
“transactionData": {

"clientTransactionld": "2121-:ca6c0fc0e3a:1716¢f21-_TRX",
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"amount": "10000000",
"currency": "RUB",
"payer": {
"number": "4566"
}
"payee": {
"number": "42306810377032503885",
"name™: "name”,

"bankType":"00"

"ext":[

"name": "Cuer (kapTa) criucanus",

"value": "33333"

"name": "Kapra (cuer) nony4arens",

"value": "40817810300000000000"

"name": "Bamtora cinucanus",

"value": "RUB"

"name": "CymMMa B BaIIOTe CIIHCAaHHs",

"value": "600000000000"

{

"name":"Homep tenedona momyuaresns",
"value™:"+79103210987"

}

{
"name":"MNH nonyyarens",

"value™:"72312321312"
}
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6.3. Komnnekr ctapTosbIx Npasua

TABJMLA 4. CITICOK ITPABUJIL.

10

SIM ID B uepHoM
CITHCKE

Hardware ID B
I{epHOM CIIUCKEC

Cuer oJIy4aTciid B
YCPHOM CITUCKE

Kapra nomyuarens
B YEPHOM CITHCKE

Homep Tenedona
HOJIy4YaTess B
YEPHOM CIIUCKE

QIWI KOIIeJIeK
MOJTy4daTeIst B
YEPHOM CITHCKE

WUUH nonyyarens B
YEepHOM CIIHCKE

JloBepeHHsbIit cuer
MOJTyJaTes

Bricokass  orenka
pUcka Ha HOBOTO
TOJTy4aTenst

Kpynnsiit nepeBoj
Ha HOBOTO
MOTy4daTes

Bce coOprTrs

Bce cobOpiTs

Bce PAYMENT

Bce PAYMENT

Bce PAYMENT

Bce PAYMENT

Bce PAYMENT

Bce PAYMENT

Bce PAYMENT

PAYMENT  ->

EXTERNAL,
EXTERNAL_SB

ECJIN

(Ceenmenus 06 ycrpotictee \ SIM ID B crmcke SIM
ID: yepHBIii CIIHCOK)

ECJIN

(CBenenus 06 ycrpoiicte \ Hardware ID B ciiucke
Hardware ID: gepHBIii crincok)

ECJIN

(ITonp3oBatensckue  (aktel  \  Kapra
nonyuarens B cnmcke Cuer monydarens:
CITUCOK)

ECJIN

(Tlonp3oBatensckue ¢aktet \  Kapra (cuer)
nonyyarens B enucke Kapra nosyuarens: yepHbIi
CITUCOK)

ECJIN

(ITonp3oBatensckie ¢dakter \ Homep Ttemedona

(cuer)
YEPHBIN

monydyarens B cmmcke Homep  Ttemedona
HOJTy4aTeNIs: YePHBIH CIIHCOK)

ECJIN

(ITonmp3oBatenbckue  dakrtet  \ Homep QIWI
komenbka B cmueke QIWI  xomenek: wepHBIN
CIIFCOK)

ECJIN

(ITonms3oBatenbckue (akrtel \ UMH mnomyyarens B
cnucke MNH monmydaressi: Y4epHBIN CIHCOK)

ECJIN

(Cenmenus o momyuarene miatexa \ Homep cuera
nonyyatenss B cmucke  [loBepeHHBIM  cuer
MoJTy4yaTesist)

ECJIN

(Ouenka pucka \ Omenka pucka Bosblne WiIH
paBHO XXX)

u

(Ceenenus o momy4atene miatexa \ Cpok (B IHAX),
B TEUEHHE KOTOPOTO MOIydYaTelb IUIaTeXa CBsI3aH C
kimenToMm PaBHo 0)

ECJIN

(Onenka pucka \ Ouenka pucka BoJabuie wian
paBHO XXX)

u

DENY

DENY

DENY

DENY

DENY

DENY

DENY

ALLOW

REVIEW

REVIEW
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(Ceenenus o momy4atene miatexa \ Cpok (B AHIX),
B TEUCHHE KOTOPOTO MOTydaTelb IIaTeka CBsI3aH C
kiauenTom Pasuo 0)
41
(Ceemennst o Ttpamsakiun \ CyMMma TpaH3aKIIHH
Boasbie uian papao XXX)

11 Kpynaas ommata PAYMENT -> ECJIU REVIEW
yeryr Ha HoBoro SERVICES (Ouenka pucka \ Omenka pucka Bojblie HIH
MOJTyJaTens paBHO XXX)

u

(Ceenenus o momy4atene miatexa \ Cpok (B AHIX),
B TEUEHHE KOTOPOTO MOJIydaTelb IUIaTeka CBsI3aH C
kiueHTom PaBuo 0)

u

(Ceemennst o tpamsakmuu \ CyMMma TpaH3aKIUH
BoJbiie uin paBHo XXX)

12 Omata yeayr. PAYMENT -> ECJIHU REVIEW
Hosoe ycrpoiicteo  SERVICES (Ouenka pucka \ Ouenka pucka Bouablne wuiu
Ha HOBOTO paBHO XXX)

MOJIy4aTenst nu
(Ceenenus o momy4atene mwiatexa \ Cpok (B AHIX),
B TEUEHHE KOTOPOTO MOJIydYaTesb IUIaTeka CBsI3aH C
kiueaTom Pasho 0)
u
(Ceemenust o tpamsakimu \ CyMma TpaH3aKIUH
BoJbuie niam papHo XXX)
41
(CBenenust 06 ycrpoiictee \ Cpok (B [HIX) ¢
MIEPBOTO  HCIIOJIBb30BAHUS JaHHOTO MOOMIBHOTO
ycrpoiictBa MeHbIlIe Wi PaBHO 2)
NJIN
(Cpox (B mHSIX) C IEpPBOTO HCIIOJBE30BAHUS TAHHOTO
HHTEPHET YCTpoiicTBa MeHbIlle HIN PABHO 2)

13 IMepeox. Hosoe PAYMENT -> ECJIU REVIEW
YCTPOUCTBO Ha EXTERNAL, (Ouenka pucka \ Omenka pucka Bojble HIH
HOBOTO EXTERNAL_SB paBHo XXX)

TOJIyJaTesIs u
(Ceemenus o momy4atene miatexa \ Cpok (B AHIX),
B TEUCHHE KOTOPOTO MOIydaTelb IUIaTeka CBsI3aH C
kiauenToM Pasao 0)
u
(Ceemenust o tpamsakmuu \ CyMma TpaH3aKIUH
Bouabie uiau paao XXX)
u
(Ceemenust 06 ycrpoiictBe \ Cpok (B OHAX) C
MEepPBOr0  HCIHOJIB30BAHUS JTAHHOTO MOOHJIBHOTO
ycTpoiictBa MeHblIe WIH PaBHO 2)
nim
(Cpoxk (B mHSIX) ¢ TIEPBOTO MCIIOJIE30BAHUS JTAHHOTO
HHTEPHET yCTpoiicTBa MeHbIlle HIN PABHO 2)

14 Ormnara yeayr. PAYMENT  ->  ECJIU REVIEW
Hoseiii xmment Ha SERVICES (Ouenka pucka \ Omenka pucka Bouable wuiu
HOBOTO paBHO XXX)
110JIy4aTens 141
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15 IlepeBox. Hoeeiii PAYMENT  ->
kiaueHT Ha HoBoro EXTERNAL,
MOJTyJaTens EXTERNAL_SB

16 Perucrpanus PAYMENT ->
MOOMIIBHOTO EXTERNAL,

TIPUIIOKCHUS n EXTERNAL_SB,

IepeBo.I mexny SERVICES

CBOMMMH CUETAMHU

(Ceenenus o momy4atene miatexa \ Cpok (B AHIX),
B TEUCHHE KOTOPOTO MOTydaTelb IIaTeka CBsI3aH C
KueHTOM MeHblle Hid paBHo 1)

41

(Ceemennst o Ttpamsakiun \ CyMMma TpaH3aKIIHH
Boubine uian paBHo XXX)

41

(Ceenenus o kimenre, cuere u kapte \ Hucno nueit
C TIepBOro BXoJa B cucreMy MeHbIlle HJIH PaBHO
10)

ECJIN

(Ouenka pucka \ Omenka pucka Bojable HiIH
paBHO XXX)

u

(Ceenmenus o momydarese miarexa \ Cpox (B IHAX),
B TEUCHHE KOTOPOTO IMOIydYaTelb IUIaTeka CBsI3aH C
KIMeHTOM MeHbIIe WiId paBHO 1)

u

(Ceemennst o tpamsakmuu \ CyMMma TpaH3aKIUH
BoJibuie nin papHo XXX)

u

(Ceenenus o kimenre, cuere u kapte \ Huco nHeit
C TepBOro BXxoJa B cucreMy MeHbIlle WJIH PaBHO
10)

ECJIN

(Ouenka pucka \ Onenka pucka Bojblue HiIH
paBHO XXX)

41

(ITons3oBatennckue Gaktel \ KomnuectBo aHed ¢
MOMEHTa PErHCTpallid  HOBOI'O  MOOMJIBHOTO
npuiIoxeHus: MeHbIIe WM paBHO 1)

41

(TTonp3oBatensckue ¢aktet \ Cymma omepanuit
kiueHTa 3a cyTku B MOBILE u WEB Boabuie niau
paBHO XXX)

u

(IToss3oBatenbekue (Gaktel \ KonnuecTtBo MUHYT ¢
MOMEHTa IIepeBOJla MEXIy CBOUMH CYeTaMHu
Memnbine uiu pasHo 120)

6.4. KomnneKkT CTapToBbIX CMUCKOB

TABJUUIA 5. CIIUCKU.

Cder mnoJiy4yaTessi: 4YepHBIi
CIHCOK
Kapra nonyuarensi: 4epHbIii
CIHCOK
Homep TenedoHna
NoJy4yaTessi: YePHbIi CIHUCOK

String
String

String

CHIHCOK «IUIOXHX» CUETOB nonyaneneI“d <HYCTO>
CHIHUCOK «IUIOXHX)» KapT nonyaneneﬁ <mmyCcTo>

CIHUCOK «IUTOXHMX» HOMEPOB TeNEC(POHOB ~ <ITyCTO>
noJyvaTtesnei

REVIEW

REVIEW
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QIWI komrenek: wuepHsblii String QIWI komenek: 4epHbII CIUCOK <mycTo>
CIHCOK
IP: 4yepHbIii cIMCOK IP anmpec Yepusiii cincok [P anpecos <mycTo>
: uepHbIii  String CITHCOK «ITJIOXHX) <mycTo>
CIHCOK
HUH noayuareas: cmucok String CIHCOK  «TOIO3PHUTEIBHBIXY <mycTo>
HA0JII0AeHUA
BUK \ SWIFT mnoayuareas: String Crmcok  «momo3putenbsixy BUK \  <mycro>
CIIMCOK HAO0JII0AeHUS SWIFT 6anka momyJaresns
BIN moayuareas: cmucok String Crucok «momo3purenbHeix» BIN Oanka  <mycTto>
HA0JII0AeHUA TTOJTY9aTeIs
Hnentudukarop kiamenra: String Unentudukatop  KIMEHTA: CHHCOK = <ITyCTO>
CIHUCOK HAOJII0eHHs HaOMOIeHUS
JloBepeHHbI cyer String Crucok JIOBEPEHHBIX C4eToB  <IIyCTO>
noJyvaresst noJryJyarenen
B nmaHHBI CHHMCOK BXOIST CUeTa
OO/PKETHBIX OpPTraHHM3alMii: HAaJOTOBHIC,
roCyJapCTBEHHbIE OPTaHbl U T.II.
Puckosbie nocraBmuku  String PuckoBble TOCTaBIIMKHU YCIYT <mycTo>
ycayr
SIM ID: 4yepHbIii ciMCOK String SIM ID: yepHbIi CIHCOK <mmycTo>
Hardware ID:  4epmbii String Hardware ID: uepHblii cincok <mycTo>
CIHCOK
IMoxo3purenbHbIe String [Homo3putensupiii Homep mocraBmmyka <mycTo>
NOCTABIIMKH yeayr yciyr Unarepuera u3z GeolP
HnrepHera

6.5. Tunbl TpaH3aKLUA

TABJUUA 6. TUIIBI TPAH3AKLIWA.

Onucanmne
Bxox B cucremy\ayreHTH()UKAIMS KITHEHTA

Tun coobITHS
SESSION_SIGNIN

FAILED_LOGIN_ATTEMPT Heynauneiii  Bxong\ayreHTH(uKaius KIHEHTA B
CHCTEMY

ENROLL
UPDATE_USER
CREATE_USER
ACTIVATE_CARD
OPEN_NEW_ACCOUNT

REQUEST_CREDIT

Kiment peructpupyercs
KineHT u3MeHsIeT JaHHbIe
JloOaBieHHE HOBOTO KJIMEHTA
AKTHUBAIHS KapThl
OTKphITHE cUeTa

[Tonyuenue cornacus Ha BbIJauy KpeIuTa

ADD_PAYEE Knnent no0aBiseT HOBBIH MIA0I0H
EDIT_PAYEE KnuenT pegaktupyeT madioH

PAYMENT Co3gaHue miarexa

DEPOSIT Coznanue 3a4ncieHus (MPUXOIHON OTepaIiim)

H3MmeHeHne J0THHA KIIMEHTA

CHANGE_LOGIN_ID
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CHANGE_EMAIL
CHANGE_PHONE
CHANGE_ADDRESS
CHANGE_PASSWORD
CHANGE_LIFE_QUESTIONS

FAILED_CHANGE_PASSWORD_ATTEMPT
CHANGE_ALERT_SETTINGS
CHANGE_AUTH_DATA

VIEW_STATEMENT

REQUEST_STATEMENT_COPY
REQUEST_NEW_CARD
REQUEST_NEW_PIN

USER_DETAILS
WITHDRAW
CARD_PIN_CHANGE
CHANGE_CARD
CHECK
CLIENT_DEFINED

V3MeHeHue 37IeKTPOHHOTO ajjpeca KIMeHTa
V3meHenue TenedoHa KIueHTa

W3mMeHeHue anpeca KIUEHTa

W3menenne naposnst KIUEHTa

KimeHT n3MeHseT BONpPOCH / OTBETHI HA CEKPETHBIC
BOIIPOCEHI

[TombITKa M3MEHEHHS TTAPOJIS HE yAAIach

KnmeHT m3MeHseT HacTpOWKH HHPOPMHUPOBAHUSL
KimeHnt w3MeHseT CBOM ayTeHTH(HKAIIMOHHBIC
JTaHHBIC: HOMEp TenedoHa, CEKPeThle BOIPOCHI /
OTBCTHI

KnueHT nHUIMUpPOBA 3a1Ipoc 0 IPOCMOTPE HCTOPUU
oIepanuy, IpocCMOTpPa UCTIOIHEHHOTO IOKYMEHTa
3anpoc Ha NOJIy4YEeHUE BBHIITHCKH

Belltyck HOBOH KapThl

Knuent WHUIUHUPOBAJI 3alpoC Ha BBIITYCK HOBOT'O
ITUH-xona

Kiment mHNIIMMpPOBa 3arpoc JTOTHHA 1 MapoJIs
CHsTHE HAIMYHBIX 10 KapTe

N3menenne PIN-kona kapThl

H3menenne napamMeTpoB KapThl

ITpoBepka mapameTpoB

I[OHOJIHI/ITGJILHLIG COOBITHS
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