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1. BeegeHue

1.2. HasHayeHue JOKYMEeHTa

JIOKYMEHT COAEPKUT MOPSAAOK JECUCTBUM MO YCTAHOBKE CHUCTEMBI I HPOTHUBOAECHCTBUS

momienanyectBy (Smart Fraud Detection).

1.3. TepmuHbI M COKpaLLEeHMA

TABJHUUA 1. COKPAILIEHUS

Coxpamenue Pacumgposka

AAA Advanced Adaptive Authentication
1391 ba3a nanHbIX

AAA Policy Policy

AAA _Scheduler Scheduler

DBSave Database Save

SFD Smart Fraud Detection
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LOGIC

2. YcTtaHoBKa TectoBoM cpeabl N0 «Smart Fraud Detection»

TecroBast cpena mpeacTaBiser coboil BUpTyanbHyo MamuHy VmWare ¢ mpeaycTaHOBICHHBIM
cucteMHbIM U npukiagaeiM [10. Hcnonb3oBaHue NpeaocTaBlIEHHONM BUPTYalIbHONW MAalIMHbI
BO3MOXHO B cpeaax BupTyanuszanun VmWare Workstation, VmWare Player, VmWare Fusion,
VmWare ESX.

Ccpulka JuIs ckaunBaHus oopasa: http://fzlabs.ru/downloads/SmartFraudDetection.zip

I[JISI YCTAaHOBKH HGO6XOIII/IMO BBITIOJIHUTD CJICAYHOIIUC ZI€I>'ICTBI/I$II

1. CkomupoBath npeaocTaBieHHblii apxuB SmartFraudDetection.zip Ha cepep minu pabouyro
CTaHIIUIO, TJIC Pa3MEICHA CPeia BUPTYAIM3allii U Pa3apXUBUPOBATh ITATHBIMHU CPEACTBAMHU.
HeobxonuMoe TuCKOBOE IPOCTPAHCTBO cocTaBiisieT 221°0 v onepaTUBHONM MaMsITH HE MEHEe
161°0.

2. OTKpBITH OCHOBHOM (haii 111 MMIIopTa BUPTYaIbHOM MamuHbl SfA.VMX. HemocpeiCTBEHHO 13
cpennl Buptyanusanuu (MeHio File-Open). Buprtyanpnas mammuaa Smart Fraud Detection
MOSIBUTCS B CIIMCKE CYIIECTBYIOIINX BUPTYAJIbHBIX MAIIMH C uAeHTH(uKaTopoM “SFD”.

3. 3amycTuTh BUPTYaJIbHYIO MAIIMHY B Cpejie BUPTyalu3aiuu. [1Jis 3TOro B MEHIO BUPTYaIbHON
MamuHbl BeIOpath ommio «RUN». B mosBusmemcs: auanoroom okHe «Where did you get
this machine?» BeIOpaTh «I move it».

4. 3amyCTHTh CaMO MPHIOKEHHE, TTOAKITIOUUBIINCH K BUPTYAIbHOM MaIlIMHE 10 MpoTokoiry SSH
1100 Yepe3 KOHCOJIb BUPTYyaIU3alliy o1 moib3osatenem Sfd ¢ maporem MLFURGA4JM29

5. Bemonuuts komanmy: /opt/sfd/admin/start_all.sh B mogkmrouéHHON KOHCONMM M JI0XKIATHCS

OKOHYaHH: BBITTIOJIHCHUS CKPUIITA.

B pesynbrare BBINOMHEHUS MPOIEAYPHl YCTAHOBKH MO CCBUIKE Attp.//<ip adpec, nonyuyeHHblll
supmyanvHot mawiunou>:8082/AAAScheduler craner nocrynen unrepdeiic moayns Scheduler

npunoxenus Smart Fraud Detection

Jlnst Bxoaa B uHTepdeiic Moyt He00X0auMO BBECTH JorrH\apoJib: admin\password.
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Bxon
‘ Login ‘
Mapone

[Tocne ycnemnoi ayreHTH(UKALNU MPEIOCTABIAETCS MOJHBIA TOCTYIN K MHTepdeiicy Momys

Scheduler:

& admin ¥ MNpoueaypbl NAaHUPOBLUMKA

NnaHnpoBLUNK v LR offline 3agaun

LF Vnaneme yorapesiumx gaHHLX

() npoueaypst nnaHMpoBLMKa

ﬁ' 06HOBASHWE CMINCKOB

HE

Lo Kannbpoeka

ﬁ O6HoeneHne npoduns

?

L¥ Pacusr Aepesa
L Coagarine Humaertos

Q MepeHoc pe3onouvn ans BUTPUH

jii

o) MNaHVPOBLLVK BUTPWH

¥ postgresMigrateincidentl ogsTask

4
E

OcranbHbIC MOAYJIHU TIIPUIOKCHUA HE HUMCHOT PIHTCp(l)GfICHOfI YaCTH W JII TIPOBEPKU HX

paboTOCOCOOHOCTH HEOOXOAMMO B KOHCOJIH IO TTOJIb30BatesieM Sfd BBIMOITHUTE KOMaHTY:
curl -X POST http://127.0.0.1:8080/service -d @/opt/sfd/examples/msgl.json

JlanHast KOMaH/1a OTIIPaBUT Ha 00pabOTKY cleayrolee COObITHE:!

]

msgl.json

B pesynbrare ycnenHoi o0paboTKH AOTKEH BEPHYTHCS OTBET BUJA!

{
"eventld": "747f5c9f9cdd4156b310c52c5757f895™,

"consumerld": "testuser",

"riskResult™: {
"ruleName": "fallback",
"actionCode": "ALLOW",
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"ruleld": "0"
1
lientTransactionld": "2122-:ca6¢c0fcOe3a:1716cf21- TRX",

"riskScore": 100,

"version": "2.1",
"deviceTokenCookie": "QgHIpPwdmUIRKVBtXXvbugeTVadzXQTW",
"status": "ok"

3. BO3MOXXHble HeEMCNpaBHOCTU U METOAbl UX YCTPaHEHUA

B cinygae mpo6iem co Bxogom B Web-unTtepdeiic cienyer npoBepuTh CleaAyoIIee:

1. BupryanpHas mamnHa nonyuuna IP agpec:
a. [Ilocrne moyHOM 3arpy3Ku CHCTEMBI HEOOXOIUMO BBECTH JJAHHBIC MOJIL30BATENIS U
napoJsib Ha OneparnuonHyio cucteMy: root/2zJxSx10nJJ6

b. BsmonuuTh komManay: ifconfig —a:

sfd@sfd-o 1: ~fexamples

File Edit Tabs Help

iropped

3<UP, LOOPBACK, RUNNING>

C. IlpoBeputhb MpaBUIIBLHOCTH BBIJAHHOTO aJpeca, B CIIy4ae €ciiu aipec He BbIAAH WU
cereBoii naTepdeiic B cocrostanm “DOWN” ycTpaHuTh po0diaemMy caMOCTOSTETHHO
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WM 00OpaTUThCS B ToAaep Ky Komnanuu «®Da3z3u Jlomkuk Jlabc» miis momydeHus
KOHCYJIbTAIIHH.

2. 3amyck 6a3bl qanabix Cassandra:

a. Ilocne crapra npuiioxeHus, BBIIOJIHUTh KOMMaHay «ps -ef | grep cassandray, B
pe3yibTaTe BBIIOJIHEHUS JOJDKEH COACPKAThCsl TEKCT:

sfd <PID> <Jama 3anycka> <Bpems pabomur> java ..........

b. B cnyuae ecnu npouecc He 00HApPYKEH MPOAHATHU3UPOBATH JIOT:

/opt/apache-cassandra-3.11.0/logs/system.log
Ha Hanuuue ommbok

3. B cnydae, ecnu mpu ctapTe 0JHO U3 MPUIIOKEHUN cOOOITUT 00 OIIMOKH, HEOOXOTUMO
IIPOAHATM3UPOBATH JIOTH:

/opt/sfd/profile/log/afd-front.log
lopt/sfd/profile/log/afd-eea.log
lopt/sfd/profile/log/afd-aaap.log
/opt/sfd/profile/log/afd-scheduler.log
/opt/sfd/profile/log/afd-db-save.log

JIu6o npucnaTh MX Ha aHATU3 B MOAEPKKY KoMmmanuu «Paz3u Jlomxuk Jladbey.
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