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1. BBegeHue

1.2. Ha3sHayeHune AOKyMeHTa

JIOKyMEHT COJICP)KHUT OMKMCAHKE CHCTEMBI JIJIsl IPOTUBOJCHCTBHS MoleHHnYecTBy (Smart Fraud

Detection). B nokymeHTe mpeicTaBieHo

e OmnucaHue IpOLECCOB aIMUHUCTPUPOBAHNUS CUCTEMBI
e OnucaHue NpoLeccoB, 00ECHEUNBAIOLIMX MOAEPKAHNE )KU3HEHHOTO 1IMKJIa IPOrpaMMHOI0
o0ecrieyeHus, B TOM YHUCIIe YCTPAaHEHUE HEUCITPABHOCTEH.

e TpeboBaHUS K MEPCOHATY, 00ECIIEYMBAIOIIEMY IKCILUTYaTAI[IO CHCTEMBI

1.3. TepmuHbI N COKpaLLeHnA

TABJAULA 1. TEPMUHBI.

Tepmun Onucanue
CoObIiTHE (TPaH3aAKIHA) NHNumrpoBaHHOE KIMEHTOM JIEMCTBHUE, MO BBIMNOJHEHUIO
IJIATS)KHOW WIIM HE IUIATEKHOW OINepanuy B JHOOBIX KaHaIax
00CITy>)KHBaHUA.
CeccuoHHAsl TPAH3AKIMS NHumupoBaHHOE KJIMEHTOM COOBITHE, HE MPUBOASIIEE K

(¢uHaHCOBBIM omepanusiM (BXOJ B CHUCTEMY, H3MEHEHHE
HACTpOeK MNpoQuis, MOJyYeHHE BBIIUCOK, CMEHAa MapoJisi U
np.).

IInarexnas TpaH3aKnus MHUIMMpPOBaHHOE KJIMEHTOM COOBbITHE, MPHUBOJSAMIEE K
¢buHaHCOBOM omnepauuu (NMEpeBOJbl, IUIATEXH, IOTalIeHHEe
KpenuTa U 1p.).

Nuuupent CoObITHE, OTMEUEHHOE B CHUCTEME KaK KaK I10/I03pUTEIbHOE
WM MOIIEHHUYECKOE.

Kiment [ToTpeburens  ychayr, MperoOCTaBISAEMbIX  (UHAHCOBBIM
MHCTUTYTOM C ITOMOIIIBIO PA3JINYHBIX KaHAJIOB 00CITY>KHBaHUSI.

IMonpa3nenenue CtpykTypHOE TmOapa3zeieHne (UHAHCOBOTO HHCTUTYTA,
MPEA0CTABIISAIONIECE YCIYTH

OuneHka pucKa, CKOpMHT Onenka peiictBuili KimeHTa B YHMCIIOBOM  BBIPA’KEHUH,
OIpENIENSIONIEM HACKOJIBKO JaHHas ONepaius OTINYaeTcsl OT
TUNOBBIX onepauuil Kinuenrta. 3HaueHHe pacCUMTHIBAETCS
Cucremoii u  gBisieTcs  IMOKas3aTeleM  BEPOATHOCTH
MOILIEHHUYECKUX JIecTBUM B oTHOIeHU Kimmenta. Meronuka
pacuerta siBisieTcs KoH(UIeHuanbHON HHPOpMaIHE.
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Smart Fraud Detection,
CucremMa

Ceccus

CeccHuoHHBIE JaHHBIE
Beabplil ciucoK

YépHblid CIUCOK

BO

TABJIULA 2. COKPAIIEHUSI

KommexkcHas cucrema O6H3py>KeHI/ISI MOIICHHUYECTBA B
pc€aJibHOM  BPEMCHHM  MCTOAOM  adHaJIM3a  IMOCTYIAOMUX
TpaH3aKL[I/II71 B PA3JIMYHBIX KaHAJIaX O6CJ'Iy>KI/IBaHI/IH KJIMCHTOB

[ukn  omepaumii  oOMeHa  JaHHBIMH, OECHpPEPHIBHO
BBINOJIHAIOUIMNICA OT MCTOYHMKOB 3allPpOCOB K KOHEYHBIM
00BbeKTaM M HUMEIOMMKA HEeKui 00O0O0IaouMid MpHU3HAK
(uneHTH(UKATOP) U KOHEUHBIN pe3yJIbTar.

JlanHble epeaaBaeMbie B paMKax OJHOM CECCHH.
Crincok 3aBe1oMO TOOPOCOBECTHBIX MOJTy4yaTesei miarexa

Cnucok, coepkanuil peKBU3UTHI MOILIEHHUKOB. Pa3Hble
THUIIBI CIIUCKOB OTIIMYAIOTCS 110 HA3HAYEHUIO U CTPYKTYpe
PEKBU3HUTOB

JlucrtaHnimoHHOE OAHKOBCKOE 00CTy)KMBaHUE — OO
TEPMHUH ISl TEXHOJIOTUH MPEAOCTABICHHSI OAHKOBCKHUX YCITYT
Ha OCHOBAHHUH PACIIOPSIKCHHM, TIEPEIaBaEMbIX KIUCHTOM
ynaneHHo (To ecTh 0e3 BUu3uTa B 0aHK), YaIlle BCero ¢
HCII0JIb30BaHNEM KOMITBIOTEPHBIX U TeIe(h)OHHBIX ceTei

Cokpamenne Pacmmmgposka

AAA Advanced Adaptive Authentication

191 ba3a nanHbIX

AAA Policy Policy

AAA _Scheduler Scheduler

DBSave Database Save

SFD Smart Fraud Detection

AbO JluctaHmoHHOE OaHKOBCKOE 0OCTYKUBAaHNE
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2. ADMUHUCTPUPOBAHUE CUCTEMDI

MecTo yCcTaHOBKH JUCTpUOYTHBA 110 yMoirdanuto /opt/sfd.

B nuctpulyTrBe mpUCYTCTBYIOT CIEIYIONIME MalKd HEOOXOIUMBIE ISl aMUHHCTPUPOBAHUS

CHUCTCMBI:

e  apps — B NO/AMNANKAaX PACIIOJI0KEHBI jar (haiiibl MoTyIeh

e admin — CKpUIITHI YIPABICHHUS MOTYJISIMA

e profile — cogepxut B cebe cieayroIune MOIaNKi B KOTOPBIX PacIioIaraloTcs:
o config — koHpuUrypaunoHHbie (aibl
o log — moru paboTel MOy ICH

o geoip — 6a3a GeolP

2.1 YnpasneHua NpUAOKeHUAMU

I[JISI YIIpaBJICHUA MIPUITOKCHUAMU HUCIIOJIB3YIOTCS CKPHUIITHI, PACIIOJIOKCHHBIC B ITAIIKC admin.
B nazpanun KaXJA0ro CKpHUIITa MIPUCYTCTBYCT UMA NIPUIIOKCHUA, K KOTOPOMY OH OTHOCUTCA.

CKpunThl HauuHaromMecss Ha NOJe_ HWCHONB3YIOTCSA JUIS  YIOpaBACHHEM MPHIOKCHHH Ha
JIOKAJIBHOM Y3JI€, 3aKaHUMBAIOIIMECS HA _MYME MCIIONB3YOTCS AJIs1 YIIPABIEHUEM ITPUII0KEHUSIMU

Ha BCEX y3JIax Kiacrepa.
Bce ckpunThl B kKauecTBe apryMeHTa TpeOyIoT O/IHY UX KOMaH/:

e start — 3amycTUTh IPUWIOKEHUE

e StOp — OCTaHOBUTH IPUIIOKEHUE

e restart — nepe3amycTuT IPUIOKEHUE

e kill — youts nporecc npuoxenus

e VErsion — oToOpa3UT BEPCHIO MPHIIOKESHUS

e status — oToOpa3uT COCTOSHUS MPOIIEecca MPHIOKEHHS

B nuctpulyTrBe OCTYNHBI CIEAYIONINE CKPUITHI:

e AdvancedAA_DBSave _mgmt.sh

Crpaununma 5|15
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e AdvancedAA _mgmt.sh

e AdvancedAA Policy_ mgmt.sh

e AdvancedAA_Scheduler_mgmt.sh

e ExtendedRuleEngineAsync_mgmt.sh
e node_AdvancedAA_DBSave.sh

e node_AdvancedAA_Policy.sh

e node_AdvancedAA_Scheduler.sh

e node_AdvancedAA.sh

e node_ExtendedRuleEngineAsync.sh

2.2 KoHdurypaumoHHble painnbl

Bce kondurypamuonnsie daiiel HaxoasaTes B nanke profile/config.

Buytpn kaxmoro xoH(UTrypannoHHOTO ¢ailla HAXOAWUTCS OINUCAaHWE OCTYIHBIX B HEM

1apaMeTpoB.

Crincok KOH(UTypaMoHHbIX (DaiiIoB M UX MpelHa3HauYeHHE:

env.conf apaMeTpsl CPEIbl HCIIOTHEHUS

afd_eea_config.properties mapametpsl punoxkenns ExtendedRuleEngine
ignite-eea-calc-config.xml napaMeTphl Kiactepa ignite npunoxenust ExtendedRuleEngine
afd_aaap.properties napameTpsl npuiokerns AdvancedAA Policy
ignite-aaap-config.xml napameTpsl Kinactepa ignite npunoxenust AdvancedAA Policy
afd_config.properties napameTphl npuiokerus AdvancedAA

ignite-cache-config.xml nmapameTphl Kiactepa ignite npunoxenus AdvancedAA
afd_db_save.properties napameTpsl npuiokerus AdvancedAA_DBSave
afd_scheduler.properties napameTpsl npuiokenus AdvancedAA Scheduler
ignite-scheduler-config.xml napameTpsl Kinactepa ignite npunoxenus AdvancedAA Scheduler

2.3 JlornposaHue

Bce daitnel 1oros Haxomsates B mamnke profile/log.
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2.3.1. lor pannbl CTaHAAPTHBIX NOTOKOB ONEPALMOHHOMN CUCTEMDI

Jlor ¢aiinbl HaumHarommecss Ha Stderr * u stdout * comepskat B ceOe BBIBOA CTaHIAPTHBIX
MIOTOKOB OIEPAIMOHHON cHcTeMbl. [laHHbIe (ailyibl CO3MAIOTCS HA KXl 3alyCK M B CBOEM

HMCHU UMCIOT HAMMCHOBAHUS IIPUIJIOKCHUA U ATy 3allyCKa.

2.3.2. lor ¢annbl npunoxenua Extended Rule Engine

afd-eea.log — ocHOBHOI (haiis JTOTOB IPUIOKEHHUS.
afd-eea-stat.log — ¢aiin cratucTuky pabOTHI MPHUIOKEHHSI
afd-eea.gc.log — dhaiin cratuctuku padotsr garbage collector B mpunoxenunn
[TapameTpbl MOHUTOPHHTA:
e Hammuwme crpok tuna ERROR B ¢aiine afd-eea.log
o @aiin afd-eea-stat.log, crpoxkm cratucruku EEA SERVLET — mnokassiBaioT Bpems
00pabOTKK TpaH3aKIUi MPUIIOKEHHEM, OT MPUEMa 3ampoca J10 OTIPABKH OTBETA I10 HEMY.
e @aiin afd-eea-stat.log, crpoku craructuku AFD_SENDING — moka3siBaeT cymMMapHOe
BpeMsi O0paOOTKM TpaH3aKIHMi MOCHEAyImUMUA MoaylsaMu cuctembl  (AAA,

AAA _Policy), Bkirouast OTIIpaBKy 3ampoca 1 MoJydeHne OTBETa.

4.1.1. Nor dannbl npunoxeHua Advanced Adaptive Authentication
afd-front.log — ocHOBHOI# (aiin JTOroB MPHIOKESHUSL.
afd-front-stat.log — ¢aiin craTucTrky pabOTHI MPUITOKESHUSI
afd-front.gc.log — daiin cratuctuku padbots garbage collector B mpumoxennu
[TapameTpbsl MOHUTOPHHTA:
e Hammuwme crpok Tuna ERROR B ¢aiine afd-front.log
e @aiin afd-front-stat.log, crpoku cratucruku PROC_EVENT - moka3siBaloT Bpems
00pabOTKH TpaH3aKIUI MPUIIOKEHHEM, OT MpUEMa 3ampoca 710 OTIIPaBKH OTBETA 110 HEMY.
e @aiin afd-front-stat.log, crpoku cratucrukn AAAP_REQUEST — moka3ssiBaeT Bpems
00paboTku TpaH3akiuii MogayineM cuctemMbl AAA_Policy, BkiIrouast OTIIpaBKy 3ampoca

NOJIy4EHUE OTBETA.

4.1.2. Nor ¢amnbl npunoxeHua Policy

afd-aap.log — ocHOBHOIA (haii TOTOB MPHUIIOKEHUS.
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afd-aap-stat.log — ¢aiin crarucTrKH pabOTHI MPHITOKCHHS
afd-aap.gc.log — daiin craructuku padotsr garbage collector B npunoxenuun
[TapameTpbsl MOHUTOPHHTA:
e Hamunuwue crpok Tuna ERROR B ¢aiine afd-aap.log
o @aiin afd-aap-stat.log, crpoku craructukn REQUESTS ALL — moka3siBaioT Bpems

00pabOTKH TpaH3aKIMi TPUIIOKEHUEM, OT MpUEMa 3arpoca 0 OTIPABKU OTBETA 110 HEMY.

4.1.3. Nor ¢ainbl npunoxeHua Database Save

afd-db-save.log — ocHOBHOI#1 (haiist JIOrOB MPUIIOKEHHUS.

afd-db-save -stat.log — daiin craTrucTHkm pabOTHI IPUIOKEHUS
afd-db-save.gc.log — ¢aiin craructuku padotsr garbage collector B mpunoskeHuu
[TapameTpbsl MOHUTOPHHTA:

e Hammuwme ctpok Tuna ERROR B ¢daiine afd-db-save.log

4.1.4. Nor ¢annbl npunokenna Scheduler
afd-scheduler.log — ocHoBHOI (haiin JIOrOB PUIIOKESHUSI.
afd- scheduler.gc.log — daiin craructuku padotsr garbage collector B npunoxenuu
[TapamMeTpbl MOHUTOPHHTA:
e Hamnuue crpok Tuma ERROR B ¢aiisne afd-db-save.log

e Pa3 B cyrku Hanmmuue crpoku: «Offline tasks finished successfully»

2.4 O6HosneHue Hasbl GeolP
HUcnons3zyemas B npunoxenun Advanced Adaptive Authentication 6a3a npuBsizku ip-aapecoB u
PEATLHOI0 MECTOPACIIONIOKEHHUS, TPEOYET MEPHOMIECKOTO OOHOBIICHHUSL.

Jlns storo Heobxomumo (aiin ¢ HOBOW Bepcuedt 0asbl momoxkuth B profile/gecip u B
koH(purypanmonnom aiiie afd_config.properties B mapamerpe geoip.profile.active.fileName

IpornucaTh UMsI HOBOTO (aila.

B teuenun 5 MUHYT HOJIKCH HpOH3OI>iTH HUMIIOPT HOBOM 0a3bl B MPUIIOKCHUC, U B 3 TOT MOMCHT

crapsblii (aitn nepemectutcs B manky profile/geoip/archive.
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2.5 PaboTa ¢ N1aHUPOBLLMKOM

Jlns 3amycka npuioKeHus:

e [lepeiitu o CCBLITKE http://server_name:port_number/AAAScheduler, rie

server_name:port_number- uMs xocTa ¥ HOMep HOpTa BaIero CEepBEpa TA€ YCTAHOBIICHO

npuinoxxerne AAA_Scheduler.

e BrmonHuts Bxoa B Cucremy.

Bxopn

admin| ‘

Boiitn

B neBoit wactu (1)OpMLI PpacIioJIOKEHa 3aKJIaJika - HpOI.IC,[[ypBI IJIaHUPOBIIUKA

MnaHMpoBLLMK

(®) npoueayps nnannposumka

4.1.5. lMpoueaypbl NNaHMPOBLLUKA

IIpu BbIOOpe MeHIO «IIpoleaypbl NMIAaHUPOBIIMKA» B MPaBOW YacTH (GOpPMBI OTOOpaxkaroTCs

AOCTYIIHBIC MTPOUCAYPHI INIAHUPOBIITHKA.

Crpanuma 9|15


http://server_name:port_number/AAAScheduler

FUZZY

LOGIC

LABS Cucrema oOHapY)KCHHS U TIPEIOTBPAICHIS] MOIIICHHUYECKNX TpaH3akmui «Smart Ftaud Detection»

Mpoueaypbl NIaHWPOBLLIMKA

- {ng"ﬂi“e EELEDI

¥ VaaneHe yCTapeBLIMX A3HHEIX
¥ O6HoeneHme crinckos
ﬁ Kanmbpoexa

'l} ObHoBNEHWE Npodng

¥ Pacuer fepesa

3anmycTUTh OPOLEAYPY MOXKHO C TIOMOIIbIO KHONKHM HANpPOTUB KaXJAOH Mpouenyphl -

«3amycTuTh».

HpI/I HaXaTuM KHOIIKH <<3aHy0TI/ITL», €CJIM 'y npoueaypbl €CTb JOCTYNHBIC IMapaMETpPhbl JOJIKHO
MOSABJIATBCA OKHO, KyJda HJAaHHBIC MAapaMETPbl MOXHO BBCCTU U 3allyCTUTH NPOLCAYPY, MHAYC

MIPOUCXOAUT 3aITyCK TIPOLIETYPHI.

MapameTpsl 3anycka 3aga4un x

3. DKcnayaTauua cCUcCTeMbl

3.1. [poBepKa NpaBUIbHOCTY GPYHKLUMOHNPOBAHMA CUCTEMDI

[IpoBepka npaBUIIBHOCTH (YHKITMOHUPOBAHUS CHCTEMBI IIPOBOJIUTCS TIO CIICIYIOIINM OCHOBHBIM

napaMmerpam, nepeuncieHHbM B Ta0mnuie.

TABJUIA 3. [IPOBEPKM CUCTEMBI

IIpoBepka Pe3syabrTatr

IIpocmoTp sKypHajia J{oJDKHBI OTCYTCTBOBATh cooOIeHus 00 ommobkax. [Ipu Hammunm

CHCTEMHBIX COOOIIeHHH omMOOK B CHCTEMHOM >KypHaJ€ IO KOAY OIMUOKH BBISCHUTH
MIPUYMHY U BBIMIOJTHUTH PabOTHI IO €€ YCTPAHEHHUIO.

OcmoTp cocrosinust [Ipy HanTM4YMM CUTHAIM3AIMU O HEKOPPEKTHOW paboTe IMCKOB

AHCKOBOI'0 MAaCCHBA JUCKOBOTO MaccHhBa, 3aMEHHTh mpoOjemMHbli muck. Ha
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pPEKOMEHyeMOM 000pY/ZI0BaHUM OCTaHOBKHM BCETO JHUCKOBOTO
MacCHBa IIPU 3TOM He TpedyeTcs..

Konnunuonep 1nomKeH HCHOpaBHO paboTaTh, TeMmIeparypa He
Beimie 20°C. B mpoTHBHOM ciy4yae OCTaHOBUTH paboTy u
IIPOM3BECTH PEMOHT KOHIUIMOHEPA HIIU €T0 3aMEHY.
Bentunatopsl  Bpamarorcs  0e3  MOCTOPOHHMX IIyMOB. B
IPOTUBHOM Cily4yae IIPOM3BECTH 3aMeHy BeHTuwiATopoB. Ha
PEKOMEHIyeMOM 00OpYIOBaHMM €T0 OCTAHOBKM JJIsl 3aMEHBI HE
TpedyeTcs.

Kananel gocTtyna K XpaHWIHILY AaHHBIX (QYHKIMOHUPYIOT Oe3
omn6Ook. Ilpu BbIXOne M3 CTPOs WIM HEKOPPEKTHOW pabote
MPOM3BECTH HEOOXOIUMBIE paOOTHI 0 YCTPAHEHHUIO HEMOJIA/IOK.

IIpoBepka TemMmepaTypHOro
pexxuMa

HpOBepKa BEHTUWJISITOPOB

IIpoBepka
XPaHWJIHILY

aocTyna K

3.2. [lepeyeHb NPOPUAAKTUYECKMX MEPONPUATUI

[Mopnepxanue GpyHKIIMOHUPOBAHHS CUCTEMBI TPEOYET MPOBEICHNUS €KEAHEBHOM MPODUITAKTHUKH,

NepeveHb padOT KOTOPOH npuBeneH B Tabmure 2.

TABJUIUA 4. [IEPEYUEHb PABOT ITPU BBIIIOJIHEHUU EXEJJHEBHOM MPO®UITAKTUKH

Onucanue padot

MOHUTOPUHI TEMIIEPATYPHOIO peKUMA

B CEPBEPHLIX MMOMEICHUSAX

IIpoBepka HOPMAJIbHOM padoThl

BEHTHJISITOPOB OXJIAKIEHHUS CEPBEPOB

MOHHMTOPHHT KYPHAJOB CHCTEMHBIX
cOOBITHIA
IIpoBepka HAJMYASA cBO0OOJHOTO

AUCKOBOI'0 MPOCTPaHCTBAa

JeiicTBHSA IPH HATMYUM HAPYLICHU I

[Ipu HapyIIeHUN TeMIIEPaTypPHOTO PEKUMa IPOBEPUTD U

IIpH HEOOXOIMMOCTH 3aMEHUTH KOHIUITHOHE.

IIpu HapymeHun paOOTHl BEHTWJIATOPOB 3aMEHUTH

BCHTUJIATOP.

[Tpy HamuuKM OMMOOK B CUCTEMHOM >KypHaje MO KOy
OMKMOKY BBISICHUTH IPUYHHY M BBIITOIHUTH paOOTEHI IO €€

YCTPaHEHHIO.

I[Ipu HemocTaTke MecTa Ha JUCKE PEKOMEHIYETCS
YIAJIUTh HEHYXKHBIC JUIS JaNbHEUIIeH padoThl (haiiibl.
Ecnu 3Tt0 He pemmt mpobiieMy C MECTOM Ha JHCKE,
HEOOXOJUMO IMPOBECTH PabOThl IO HapaI[UBAHHIO

JUCKOBOI'O MpOCTpaHCTBa XpaHUJIUIIA JaHHBIX.

ITocaenoBaTeIbHOCTh BBIIIOJIHEHUS pa60T npu eXKeIHEBHOM HpO(I)I/IJ'IaKTI/IKC HC Ba’XHa. I[aHHBIe

pa6OTLI MO3BOJIAIOT CBOCBPCMCHHO BBIABIIATH HpCI[aBapHﬁHBIC CUTyallud U MUHHUMU3UPOBATH

MPOCTOM  CUCTEMBI U

COOTBETCTBYIOT

MOCJICA0BATCIIbHOCTD BBIMIOJIHCHUS OITMCaHa B pa3Jiclic ((HOpMaﬂBHBIfI PEXKUM».
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3.3. BoccTaHoBneHWe paboTocnocoOBHOCTU CUCTEMDI

OCHOBHBIMH orncpanursaMu Ipouecca BOCCTAHOBIICHUS SABJIAIOTCA:

ODUKCUPOBaHWE W PErHCTpalys MpoOJIeMbl — aIMUHUCTPATOP (UKCHUPYET HEKOPPEKTHYIO
paboTy MOIYJISI HITU BCEH CHCTEMBI B IIETIOM, TIQJICHHE CUCTEMBIL;

AHamm3 W kiaccupukanus mpobdIemMbl — aIMUHUCTPATOP MPOBOAWT MOAPOOHBIN aHAIN3
npoOJIeMbl ISl BBISBJICHHSI MPUYMHBI BO3HUKIIETO COOS, UCIONB3YyS HHCTPYMEHTBI ISt
JTUATHOCTHKY U JIOTH cucTeMbl. Onipenernser 00aacTh (MporpaMMHast WU arapaTHas 9acTh),
KOTOpasi OTBEYAET 32 BOSHUKINUI COOM JIJIsl TAbHEHIIIEr0 ero yCTpaHeHUs;

[Touck peuieHus — aMHHUCTPATOPOM OCYIIECTBISETCS MMOUCK PEIICHHSI TPOOJIEMBI;
[lpuMeHeHHe pelieHus] — aJAMUHUCTPATOPOM OCYIIECTBIISCTCS MPUMEHEHHE HaMJICHHOTO
pENICHUS TSl BOCCTAHOBIICHUS] pa0OTHI CHCTEMBI,

TectupoBaHKe CUCTEMBI ITOCIIE IPUMEHEHHUS PEIICHHUS — aJIMUHICTPATOPOM OCYIIIECTBIISCTCS
TECTUPOBAHUE CHCTEMBI MTOCIIC TIPUMEHECHUS PEILICHHS TSl TIPOBEPKU YCTPAHEHUS TIPOOIEMBI
U KOPPEKTHOTO (DYHKIIMOHHUPOBAHUS CUCTEMBIL;

MOHHUTOPHHT M KOHTPOJIb COCTOSTHUSI CHCTEMbI B TCUEHHUE W TIOCJIC PEIICHUS TPOOJIEeMbI —
QIMHUHHCTPATOPOM OCYILECTBISIETCS MOHUTOPUHT U KOHTPOJb COCTOSIHUSI CUCTEMBI B
Mpoliecce penieHus npooaeMsl (K mpuMepy, eciii c00il mpou3oIes B OAHOM U3 MPUIIOKEHUN
CUCTEMBI, MPU 3TOM JIPYTHe MPWIOKCHHUS (DYHKIMOHUPYIOT KOPPEKTHO, HO HEOOXOIAMMO
KOHTPOJHMPOBATh PabOTy NaHHBIX MPUIOKEHHUH, T.K. IPUMEHEHHUE PEIICHUS JJI1 YCTPAHECHUS
BO3HUKIILIET0 cOOST MOXKET MOBIHUATH HA UX KOPPEKTHYIO padoTYy), a TaK ke MOocie 3aBepIIeHuUs
paboT TO BOCCTAHOBJICHHIO CHCTEMBI JUISI HWCKIIOYEHUS TOBTOPHOTO BO3HHKHOBCHHS

AHAJOTHYHBIX COOEB.

Ha PUCYHKEC 1 IMPpUBCJICHA CXEMa ITpo1eCcCa BOCCTAHOBJICHUA pa6OTOCHOCO6HOCTI/I cuctembl. Ha

HEM M300pa)ke€Ha MOCJIEI0BATEILHOCTh JEHCTBUNM MPU BOCCTAHOBIEHUHU PaOOTOCIIOCOOHOCTH

cucTeMbl. Tak >ke MOKHO OTMCTUTDH, YTO NPOUECCC KOHTPOJIA U MOHUTOPHUHTA COCTOSAHHUA CUCTCMBI

MMPOUCXOAUT IMOCTOAHHO MapaJIJICIIBHO C pa60TaMI/I MO0 YCTPaHCHUIO C60$I, a TaK K€ IMPOAO0JIZKACTCs

MOCJIC 3aBCPUICHUA pa60T 1O BOCCTAaHOBJICHUIO paGOTBI CUCTCMBEI. HpezmonaraeTcs[, 4qTO €CJIM B

MpoIlecCeé MOHUTOPHHTa W KOHTPOJS pPabOThl CHCTEMBI TIOCJI€ BOCCTAHOBJIECHUS OyIeT

3apukcupoBaHa Moj00Has WK WHasg mpoliema, Mpolecc YCTpaHeHUsl cOosi OyleT MOBTOPEH C

MOMCHTAa KHaCCI/I(I)I/IKaI_II/II/I HpO6JICMLI.
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QuKkcuposaHue U
peaucnpayusi
rpobieve|

AHanuz u
Knaccudukauusi
rpobrievs!

A

Ibuck u npumeHeHue Kom b U

MOHUITDPUH2
COCITDAHUA
cucremvel

(ucriorHeHue)

TecrruposaHue
CUCITEMBI 110CTIe
MPUMEHEHUST
peueHust

BasepueHue
rpouyecca
80CCITRHOB/IEHUST
cucTems!

4. TpeboBaHMA K NepcoHany

4.2. CoctaB M KBanudPuKauMAa nNepcoHana, [AOMNyCKaemoro K
9KCn/lyaTauum cUCcTemy.
YuciaeHHoCTh U KBa.HI/I(I)I/IKaI_II/ISI nepcoHajia JOJI’KHA OBITH I[OCT&TO‘-IHOﬁ JJIs1 BBIIIOJIHEHHUS BCEX

byHKIMA W 3a7ad, BO3JIOKEHHBIX Ha cucteMy. llpenmaraercss oOCTyXKMBAIOMUKA TEPCOHAI

cucreMy (hOpMUPOBATh Ha OCHOBE CYIIECTBYIOILErO IIEPCOHAA.

OcHOBHBIC poiit 1 (I)yHKI_II/II/I I10 SKCIUTyaTallu CUCTEMBI TPCACTABJICHBI B Ta6J'II/II_Ie 1.
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TABJUIA 5. OCHOBHBIE POJIU Y ®YHKIIUU 1O DKCIITY ATAIIMN CUCTEMBI

Ne n/m Ha3zpanmue poJsin

1 AnmMuHHCTpaTOp
BBIYHCIUTEIBHBIX CUCTEM

2 AnMUHHCTpaTOp CUCTEM
XpaHEeHUs JTAHHBIX u
PE3EPBHOTO KOIMPOBAHHS

3 AMHHHCTpATOP cetn

nepeaayn AaHHbIX

OcHoBHbIE pyHKINH

eIUHHIL

MOHUTOpPUHT U yOpaBieHue obOopynoBanuem u 1

ImporpaMMHBIM obecrieueHrEM cepBepHOﬁ IIOACHUCTCMBI.

Ananus roKasareiei MIPOHU3BOIUTEIHLHOCTH,

JIMATHOCTHKA 000pY/TOBaHUSL.

BiaumogeiicTBre co CITy:K00M MOICPIKKH MOCTABIIHKA

Y TIPOU3BOIUTEIIS 000PYT0BaHMUSL.

MonepHu3zanus 00opyznoBaHu, YCTaHOBKa

oonosiennii I10.

MOHUTOPUHT W yHOpaBieHHEe o0opyaoBaHueM u 1
MPOrPaMMHBIM 00ECIICUCHUEM CETEH XPaHCHUSI, CHCTEM

XpaHeHUsl.
Opranuzanysi pe3epBHOTO KOIMPOBaHUS JaHHbIX.

Ananus roKazaresein MPOU3BOAUTEIHHOCTH,

JIMArHOCTHKA 000PYI0BaHUS.

BianmogeiicTBre co ciry:k001 OIEPIKKH MTOCTABITIKA

u pousBoauTens obopynosanus u I10.

MonepHu3zauus o0opynoBaHus, YCTaHOBKa

oonosirennii I10.

MOHUTOpPUHT W yOpaBieHue obopynoBanueM u 1

nporpaMMHbIM o0ecreueHUEM CETH nepeaadyun JaHHbIX.

AHanu3 MoKazaresen MIPOM3BOAUTEIHHOCTH,

JIMarHOCTHKA 000PYI0BaHUS.

BianmogeiicTBre co ciry:k001 OIEPIKKH TOCTABITIKA

1 Tipou3BoauTels ooopymaoBanus u I10.

Monepau3zanus 000pyHOBaHHS, yCTaHOBKa

oOHoBirennii I10.
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4.3. MopAnoK NPOBEPKM 3HAHUIA NEPCOHaNa M AONYCKa ero K pabote

[IpoBepka 3HaHWUN aJAMUHUCTPATOPOB MJIs BBHIMOJIHEHMS] YKa3aHHBIX pPadOT JOJHKHA
MIPOU3BOJIUTHCS B paMKaXxX MPOBEICHUS aTTECTAlM COTPYAHUKOB MPEANPHUATUS HA COOTBETCTBUE
3aHMMaeMOl JOJDKHOCTH M TP IIpueMe Ha paboTy. B arrecTanimoHHbIe KOMUCCHM OpTaHU3aIlNH
JOJKHBI OBITh BKJIFOYEHBI COTPYIHHUKH, OOJajaromue IOCTATOYHOW KBaTM(UKAIUCH st
OCYIIIECTBIICHUS TAKOU MMPOBEPKHU.

Jlomyck Kk paboTe OCYIIECTBISAETCS MO Pe3yJibTaTaM aTTeCTalluu.

Texauueckoe 00CTYy)KMBaHUE JOJDKEH INPOBOAWTH KBATH(HUIMPOBAHHBINA IEPCOHA,
NPOIIEAINI CIeNUaTU3UPOBAHHOE O0Y4YEeHHE, AONMYIICHHBIH COOTBETCTBYIOUIMM TOPSIKOM K
poBeJeHUIO paboT Ha anekTpoycTanoBkax 10 1000B u numMeronuii kBanmuUKaUMOHHYIO TPYIITY
0 3JIEKTPOOE30MaCHOCTH HE HIXKE TPEThEH.

DKCIUTyaTallMOHHBIN U 00CITY>KMBAIOIINN IEPCOHAI JOJIKEH UMETh BBICILIEE WJIU CPEIHEE
TEXHUYECKOEe 00pa30BaHNE U MPONTH CIIEHUAIBHYIO MTOJTOTOBKY B COOTBETCTBYIOIIEM 00beMe Ha
JTare OMBITHOW SKCIUTyaTaluu KoMiuiekca. [loaroroBka nomkHa BKIIOYATh B ce0sl MOTy4YEeHUE
HABBIKOB IOJI30BATEILCKON PabOTHI ¢ OOIIMM M CHEUHMATBHBIM MPOrPaMMHBIM OOecTieYeHUEM
APM B 00beMe BBIpaOOTKH HABBIKOB TOJIIICPKAHKS HX paO0OTOCTIOCOOHOCTH.

[lepconan, oOcmyXUBarOUIMI TEXHUYECKHUE CPEACTBAa KOMIUIEKCA, MO KBAIU(DUKAIUU
JOJKEH  COOTBETCTBOBATH  TPEOOBAaHUSAM, TMPENBSABISEMBIM  HM3TOTOBUTENSIMH  CPEJNICTB

BBIYHCIIMTEILHON TEXHUKH.
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