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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHIS] MOIICHHUYECKUX TpaH3aknui «Smart Fraud Detection». Onncanue

IIpOoLIecCCoB

BeegeHue

HasHayeHne gokymeHTa

ﬂOKYMeHT COAEPXKUT OIIMCaHHME€ OCHOBHLIX IIPpOLECCOB, O6eCHe‘{I/IBaI-OHH/IX Ho,a,uepx(aﬂﬂe

JKU3HCHHOI'O IIMKJIa Cucremsbl

HEHUCTIIPaBHOCTEH,

BBIJABJICHHBIX B

(Smart Fraud Detection), B TOM umcle yCTpaHCHHE

X0A€ OKCIUlyaralnuu  IIporpaMMHOIO O6€CHC‘I€HI/I5[,

COBCPHICHCTBOBAHUE IIPOIpaMMHOIO O6€CH€‘ICHI/I5[, a TaKXe I/IH(l)OpMaI_II/IIO 0 II€pCOHAJIC,

HE00X0IMMOM 151 00ECTICYCHHU ST TAKOW TIOICPIKKH.

TEPMUHbI U COKPaLLEHUA

TabunAa 1. TEPMUHEI

Tepmun
Advanced Adaptive
Authentication
Advanced Adaptive

Authentication Policy
Smart Fraud Detection,
Cucrema

ExtendeRuleEngine

Nunuaenr

CoObITHE (TPaH3aAKIHA)

CeccnoHHasi TpaH3aKUIMA

CeccuoHHBIC JaHHBIE

TAbnlA 2. COKPAIEHUA

Onucanue
[IpunoxeHne OLEeHKH PUCKOB

[Tpunoxenne pabOTHI C IPaBUIIAMH

KommrekcHas cucreMa O6H8.py>KeHI/I$I MOIICHHHNYCCTBA B
pPCAIIbHOM BpPCMCHU MCTOA0M aHaJIin3a MOCTYyIIaroImurXxX
TpaHSaKI_II/Iﬁ B PA3JIMYHBIX KaHaJIaX O6CJ'Iy>KI/IBaHI/I$I KIIMCHTOB

[Tpunoxenne 006pabOTKK TpaH3AKIUI

CO6I)ITI/I€, OTMCYCHHOC B CUCTEMC KaK KaK IMMOAO3PUTCIIbHOC NI
MOIICHHHUYCCKOC.

NuunuupoBaHHOE KIUEHTOM JIGHCTBHE, 110 BBITOJHCHHIO
IUTATEKHOM WM HE TUIATS)KHOW ONepaluyd B JIOOBIX KaHalax
00CITyKUBaHUSI.

MHuuupoBaHHOE KJIMEHTOM COOBITHE, HE MPHUBOISIIEE K
(GUHAHCOBBIM omepanusM (BXOJ B CHUCTEMYy, HW3MEHCHHE
HACTpOeK PO IS, TOJTyUeHHE BHITUCOK, CMEHA TapoJis | Ip.).

JlanHbIe IepeaBaeMble B paMKax OJTHOW CECCHUHU.

Coxpamenne Pacummgposka

AAA Advanced Adaptive Authentication
AAA Policy Policy

AAA_ Scheduler Scheduler

DBSave Database Save

SFD Smart Fraud Detection
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHIS] MOIICHHUYECKUX TpaH3aknui «Smart Fraud Detection». Onncanue
MPOLIECCOB

JABO JucranninonHoe 6aHKOBCKOE 00CTy)KMBaHUE

bl baza nanHbIxX
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CucreMa oOHapy X EHUsSI M TTPEIOTBPAIIEHUS] MOIIICHHHYECKUX TpaH3aknuid «Smart Fraud Detectiony. Onncanue
IIPOLIECCOB

OnucaHne npoueccosB, obecneymsalolnUX noaaepHaHme

XU3HEHHOro umkna Cnucremol

AAMWHUCTPUPOBAHUE CUCTEMbI

HaCTpOVIKa YPOBHA /IOTMPOBAaHUA B NPUNOXKEHUAX
Hacrpoiika ypoBHs J0THpOBaHUs BBITTONHIETCS B (haitax koHpurypanuu logback™®.xml

<logger name={HanMeHOBaHue Jiorepa} level={ypoBens sorupoBanus} additivity={}/>

YpoBHHU JIOTUPOBAHUS:

ERROR — 3anmceIBaet B )KypHai ToJIbKO cooOmenus ypoBHs ERROR.

WARN — 3anuceiBaeT B xKypHal TOJIbKO cooOmieHust ypossit WARN u Bbiire.
INFO — 3anmceIBaet B xKypHaJ TOJIBKO cooOmieHus ypoBHs INFO u BeIe.
DEBUG — 3anucsIBaeT B xypHai TojibKo cooOieHus ypoHs DEBUG u Bbiiue.

TRACE — 3anuchIBaeT B )KypHal Bce COOOIIEHHUS Jorepa.

YpoBHU COOOIIECHU:

ERROR — BeInonHeHue 3ajauu He ObU10 3aBeplieHo. PaboTocnocoOHOCTh MPUITOKEHUS

ObLIa 3aTPOHYTA JMOO0 MpHIIOKEHUE HEe padoTaeT. TpedyeTcs HEeMEIJIEHHO BMEIIATEIhCTBO.

WARN — npou3omuio HenpeaBHIeHHOE COObITHE, HO PaO0TOCIIOCOOHOCTh PUIIOKEHUS B

LIEJIOM He 3aTpoHyTa. HemeuieHHOro BMeIaTenbcTBa He TpedyeTcs.

INFO — npowu3sonuio HopMalibHOE COOBITHUS JUTSl JAHHOTO MPHIIOKEHHS.

DEBUG — nonpo6Has napopmaius o "HGOPMallMOHHBIX TOTOKAaX B MPUIIOKEHUH.
TRACE — nosnnast uapopmanus 000 BceM MPOUCXOASIIEM B TPUIIOKEHHH.

B Tabnune Huxke nepeduciieHbl KOHQUTYypallMOHHbIE (ailyibl Ajii HACTPOWKH ypOBHEH

JIOTUPOBAHUA:
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Cucrtema oOHapY KSHHS U MPEIOTBPAIICHIS MOIICHHNIECKUX Tpan3aknuii «Smart Fraud Detection». Onncanne

HPOIIECCOB

®Dajiyn koHpuUrypauuu

Ha3zunauenue

logback.xml

daiin HacTpoiiky norupoBanus npuioxenus Advanced Adaptive

Authentication

logback-aaap.xml

daiin HacTpoliku JiorupoBanus npuiiokeHuss Advanced Adaptive

Authentication Policy

logback-db-save.xml

®ailnn HacTpOWKH JOrupoBaHus MpuiioxxkeHuss DBSave

logback-eea.xml

®aiin HacTpoiiku JorupoBanna ExtendededRuleEngineAcync

logback-scheduler.xml

®aiin HacTpoliku Toruposanus npuioxenus Advanced Adaptive
Authentication Scheduler

KoHourypaumnoHHbie pannsi

Bce xondurypanmonnsie daiiinbl HaxoasaTcs B nanke profile/config.

BHYTpI/I Kaxxaoro KOH(i)I/IpraI_[I/IOHHOl"O (1)2117[.]'[21 Haxo4UTCA OIMMCAHUC HNOCTYIIHBIX B HEM

apaMeTpoB.

Crniucok KOHGUTypaoHHbIX (HaiIoB U UX MpeTHa3HAuUCHHE:

env.conf
afd_eea_config.properties
ignite-eea-calc-config.xml

afd_aaap.properties
ignite-aaap-config.xml

afd_config.properties
ignite-cache-config.xml
afd_db_save.properties
afd_scheduler.properties
ignite-scheduler-config.xml

napaMeTpbl Cpeibl UCTIOIHEHUS
napametps! npuioxenus ExtendedRuleEngine

rapaMeTpbl KJIacTepa ignite TIPUIOKEHHUS
ExtendedRuleEngine

napametpsl npunoxkenus AdvancedAA Policy

napameTpsl KJlactepa ignite HPUIIOKEHUS
AdvancedAA Policy

napameTtpsl npuioxenus AdvancedAA

napaMmeTpsl kiactepa ignite npunoxxeHuss AdvancedAA
napametpsl npunokenus AdvancedAA DBSave
napametpsl npunoxkenus AdvancedAA Scheduler

napameTpsl KJjactepa ignite MPUIOKCHHUS
AdvancedAA Scheduler
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Cucrtema oOHapY KSHHS U MPEIOTBPAIICHIS MOIICHHNIECKUX Tpan3aknuii «Smart Fraud Detection». Onncanne
IIPOLIECCOB

3anyck NpUNoXeHUn

Jliist 3armycka NpriIoKEeHUH epelTH B anKy /opt/atm/admin/ ¥ BBITOJHUTH OMH U3 CKPHIITOB.
CHUHTaKCHC UCTIONB30BAHUS CKPHIITA: ./UMA_CKPUNMA Napamemp

PexomeHnoBaHHBI TOPAIOK 3amycka npuioxenui: AdvancedAA, AdvancedAA Policy,

AdvancedAA DBSave, AdvancedAA Scheduler, ExtendedRuleEngineAsync.

Ckpunitsl node *.sh UCTIONB3YHOTCS IS YIIPABJICHUS OT/ICNIBHBIM MTPUIOKEHHEM Ha HOJIE Ha
KOTOPOM 3aIyCKAETCsl CKPHIIT.

Cxpuntsl * mgmt.sh HCIIONB3YIOTCS VTS YIPABICHUS OTACIBHBIM MPUIIOKEHHEM Ha BCEX
HOJaX, IJIe OHO YCTAaHOBJICHO (Ha ocHOBaHMU (aitna HacTpoiiku env.conf).

Ckpunr send_all.sh ucrionps3yercs s 3amycka Bcex MPUIIOKEHUH Ha BCeX HOAAx (Ha
OCHOBaHWU (aitra HacTpoiiku env.conf).

ITapaMeTpbl CKPUIITOB:

e start — 3amyCK IPUIIOKEHUS

e stop — mITaTHas OCTAaHOBKA MPUIIOKECHHS

e kill — skcTpeHHas OCTaHOBKA MPUIIOKEHUS

e status — oTOOpa)kaeT cTaTyC MPUIIOKEHUS

e restart — pecTapTyeT HPHUIOKCHUE

e version — 0TOOpakaeT BEPCHIO YCTAaHOBJIEHHOTO MPUIIOKEHHUS.
CHuCcoK CKPUNTOB YIPaBICHUS MPUITOKECHUIMHI

e AdvancedAA DBSave mgmt.sh

e AdvancedAA mgmt.sh

e AdvancedAA Policy mgmt.sh

e AdvancedAA Scheduler mgmt.sh

e AFD Ul mgmt.sh

e ExtendedRuleEngineAsync_mgmt.sh
e node AdvancedAA DBSave.sh

e node AdvancedAA Policy.sh

e node AdvancedAA_ Scheduler.sh

e node AdvancedAA.sh

e node ExtendedRuleEngineAsync.sh

e send all.sh
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Cucrtema oOHapY KSHHS U MPEIOTBPAIICHIS MOIICHHNIECKUX Tpan3aknuii «Smart Fraud Detection». Onncanne
IIPOLIECCOB

e sync nodes.sh
O6HosneHue 6asbl GeolP

Hcnonszyemas B mpunoxkenuu Advanced Adaptive Authentication 6a3a npuBs3Ku ip-aapecoB

" p€AJIbHOI'0O MECTOPACIIOJIOKCHM, Tpe6yeT IEpUuoaANICCKOro OOHOBJIEHHS.

st sToro HeoOxomumo daitnm ¢ HOBOM Bepcuell 0Oa3zbl monoxuTh B profile/geoip u B
KoHuryparronHom ¢aiine afd config.properties B mapamerpe geoip.profile.active.fileName

MPOIKCaTh UMsI HOBOTO (aiina.

B TeueHne 5 MUHYT 10OJKEH IPOU30UTH UMIIOPT HOBOM 0a3bl B IPUIIOKEHHUE, U B ITOT MOMEHT

cTapslii (paiin mepemecTuTcs B namnky profile/geoip/archive.

MpoBepKa NPaBUAbHOCTU GYHKLUMOHNPOBAHUA CUCTEMDI

HpOBCpKa IMPaBHUJIbHOCTHU (1)YHKIII/IOHI/IpOBaHI/I$I CUCTCMbI TPOBOAUTCA 110 CJICAYIOIINM

OCHOBHBIM I1apaMeTpam, rnepeurcieHHbM B Tabmoune.

TABJIHIA 3. [IPOBEPKH CHCTEMAI

IIpoBepka PesyabTar

IIpocmorp s)KypHaja J[OJDKHBI OTCYTCTBOBATh COOOIIECHUs 00 omubkax. [Ipy Hammanm

CHCTEMHBIX COO0LIEeHUIT OIMMOOK B CHUCTEMHOM >KypHalieé MO KOJIy OIIMOKHU BBISICHHUTH
IIPUYMHY U BBIIOJIHUTH pabOThI IO €€ YCTPaHEHHUIO.

Ocmotp cocrosinusi [Ipu HamMYMKM CUTHANM3ALMU O HEKOPPEKTHOM paboTe AMCKOB

JHUCKOBOI'0 MacCUBa JTMCKOBOTO MacCWBa, 3aMEHUTh MNpoOsieMHBIM nuck. Ha

pPEKOMEHyeMOM 000py/JI0BaHUHM OCTAaHOBKHM BCETO JHUCKOBOTO
MaccHBa MpU ITOM He TpedyeTcsl.
IIpoBepka TemnepatypHoro KoHIuiuoHep IOKEH HCIpaBHO paboTaTh, TemIeparypa He

pexuma Boimie 20°C. B mnpoTHBHOM cilydae OCTaHOBUTH paboOTy H
IIPOU3BECTH PEMOHT KOHAMLIMOHEPA UM €T0 3aMEHY.
IIpoBepka BeHTHJISATOPOB Bentunsatopsl BpamairoTcss 0€3 NOCTOPOHHMX IIyMoB. B

MPOTUBHOM ClIy4a€ IIPOM3BECTH 3aMEHy BeHTWJIATOpoB. Ha
PEKOMEH1yeMOM O0OpYy/JI0BaHUU €0 OCTAHOBKHU JJISl 3aMEHBI HE

Tpebyercs.
IIpoBepka aocryna k Kananel noctyna K XpaHMIHMINLY JaHHBIX (QYHKIMOHUPYIOT Oe3
XPaHUJIHIY ommbOok. [Ipum BBIXOZE M3 CTPOS WM HEKOPPEKTHOH pabore

IIPOM3BECTH HEOOXOAUMBIE PAOOTHI M0 YCTPAHEHHIO HEMOJIAI0K.
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Cucrtema oOHapY KSHHS U MPEIOTBPAIICHIS MOIICHHNIECKUX Tpan3aknuii «Smart Fraud Detection». Onncanne
IIPOLIECCOB

MNepeyeHb NPOPUNAKTUYECKUX MEPONPUATUN

[Momnepkanue  (QYHKIMOHUPOBAHUS  CHUCTEMBI  TpeOyeT TPOBEACHHUS  €KETHCBHON

npoUIaKTUKH, TIepeueHb paboT KoTopoi npuseaeH B Tabuure 2.

TABaHIA 4. [IEPEYEHB PAFOT I[P BBIITOJTHEHHH EXXEJHEBHOW I[TPODUTAKTHKH

Onucanue padot JelicTBMA IpY HAJTUYUM HAPYIIEHU I

MOHUTOPUHT Temneparypuoro Ilpu HapymeHun TeMIEpaTypHOro pexXHUMa
peKHMa B CepBePHBIX MOMeEIeHUsIX TPOBEPUTh U TMPH HEOOXOJUMOCTH 3aMEHUTh

KOHIUIIHOHEP.

IIpoBepka HopmaabHOil padoTbl [lpu HapymeHunu paboThl BEHTUISITOPOB 3aMEHUTH

BEHTUJISITOPOB OXJIAKIeHUs] BEHTUJISATOP.

cepBepoB

MoHUTOPHUHT skypHaiaoB [lpu Hanmuyuy ommuOOK B CHCTEMHOM KypHale 1Mo
CHCTEMHBIX COOBITHH KOy OMIMOKW BBISICHUTH NPUYHHY WU BBIIOJHUTH

paboTEHI 1O €€ yCTpaHEHHIO.

IIpoBepka Hanumuusi cBOGOAHOro IIpu HegoOCTaTKe MeCTa Ha JUCKE PEKOMEHYeTCs
JAMCKOBOIO MPOCTPAHCTBA YIAIUTh HEHY)XHble Uil JAajbHeWled paldoThl
¢aitner. Ecniu 510 HEe pemmT npobiieMy ¢ MECTOM
Ha JUCKe, HEOOXOAMMO IPOBECTH paldOTHI IO
HapaluBaHUIO JIMCKOBOTO IIPOCTPAHCTBA

XpaHWJIAIIa JaHHBIX.

[TocnenoBaTenbHOCTh BBIMOJHEHHUST Pa0OT MpH €XKEAHEBHOM NpOQHIAKTUKE HE BaXKHA.
JlanHbple pa0OThl TO3BOJIAIOT CBOEBPEMEHHO BBIABIATH IpelaBapuilHble CHUTyallMd U
MHHMMHM3HAPOBaTh IPOCTOM CHCTEMBI M  COOTBETCTBYKOT HOPMAJIBHOMY  PEXUMY
(yHKIMOHUPOBaHMSI, MTOCIIEI0BATEILHOCTD BBIIIOJIHEHUS onucaHa B pasjaene «HopmanbHblii

PEKUMD.

BocctaHoBNneHMe paﬁOTOCHOCOﬁHOCTM CUCTEMDI

OCHOBHBIMHU OornepanriaMu MMpouecca BOCCTAHOBIICHUSA ABJIAKOTCA:
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Cucrtema oOHapY KSHHS U MPEIOTBPAIICHIS MOIICHHNIECKUX Tpan3aknuii «Smart Fraud Detection». Onncanne
IIPOLIECCOB

e QDUKCHPOBAHUE U PETHCTPALUS MPOOJIEMBI — aIMUHUCTPATOP (PUKCUPYET HEKOPPEKTHYIO
paboTy MOyl UJTK BCEil CUCTEMBI B 1I€JIOM, ITaJICHUE CUCTEMBIL;

e AHamu3 u knaccudukanys mpodieMbl — aJIMUHUCTPATOP MPOBOIUT MOAPOOHBIN aHAN3
poOGIeMbl sl BBISIBJICHUS] MPUYMHBI BO3HUKIIETO cOOS, UCIONb3Ys] MHCTPYMEHTHI AJIs
JTMAarHOCTHKH U JIOTW cuctembl. Ompenenser o6iacTe (porpaMMHas WIHM armaparHas
4acTb), KOTOpasi OTBEYAET 3a BOSHUKIINN COOM AJIs JaJIbHEHNIIIETO €ro0 yCTPaHEHMS;

e [louck pemeHust — aAMUHUCTPATOPOM OCYIIECTBIISECTCS IOUCK PEIICHUS TPOOIIEMBI;

e [IpumeHeHue penieHUs — aAMUHUCTPATOPOM OCYILIECTBIISIETCA MPUMEHEHHE HalJIEHHOTO
peleHHs U1 BOCCTAaHOBJICHUS Pa0OThI CUCTEMBI;

e TectupoBaHue CHUCTEMBl TIOCIE MPUMEHEHHS pELIEHUS —  aJIMUHUCTPATOPOM
OCYIIECTBISETCSI TECTUPOBAHUE CUCTEMBI I10CIIE NMPUMEHEHUS! PEIIEHUs JUIsl IPOBEPKU
yCTpaHEHUs MPOOIEMBbI U KOPPEKTHOTO (PYHKIIMOHUPOBAHUS CUCTEMBI;

e MOHUTOPHUHT U KOHTPOJb COCTOSIHUSI CUCTEMBI B T€UEHHE U TOCJE PElIeHHs IPOOIeMbl —
aJIMMHHUCTPATOPOM OCYIIECTBIIIETCS MOHUTOPHUHI W KOHTPOJIb COCTOSIHHSI CHCTEMbI B
mporiecce pemnieHus: mpoOjemMbl (K MpUMeEpy, €cilu cOOW MPOM30IIe]l B OJHOM W3
MPUIIOKEHUN CUCTEMBI, TP 3TOM APYTUE MPUIOKEHUST PYHKINOHUPYIOT KOPPEKTHO, HO
HE00X0IMMO KOHTPOJIMPOBATH pabOTy MaHHBIX NPUIOKEHUH, T.K. IPUMEHEHNUE PEIICHUS
JUISL yCTpaHEeHHsI BOSHUKILIETO cO0sl MOKET MOBIIUATH Ha UX KOPPEKTHYIO paboTy), a TaK ke
mociie 3aBepiieHus] paboT MO BOCCTAHOBJICHHUIO CHUCTEMbI ISl UCKIIOYEHHS] TOBTOPHOTO

BO3HHUKHOBEHUS aHAJIOTHMYHEIX COOEB.

Ha pucynke 1 npuBenieHa cxema mporecca BOCCTaHOBIIEHUS paboTocnocoOHoCTH cucteMbl. Ha
HEM H300pakeHa IMOCJIeI0BATEIbHOCTh IEUCTBHUM MPU BOCCTAHOBICHUH PabOTOCTIOCOOHOCTH
cucteMmbl. Tak ke MOKHO OTMCTHUTBH, YTO MNPOHECC KOHTPOJAd WU MOHUTOPUHIA COCTOSHUSA
CHCTEMBbI MPOUCXOAMT MOCTOSHHO MapauleiIbHO ¢ paboTaMu MO YCTpaHEHHIO cOO0sl, a Tak ke
POAOIDKAETCS TIOCie 3aBeplieHHs padoT MO BOCCTAHOBIEHHIO pPAaOOThl CHUCTEMBI.
[Ipenmnonaraercsi, 9To €ciid B MPOIECCe MOHUTOPUHTA U KOHTPOJS PabOTHI CUCTEMBI TOCIIE
BOCCTAHOBJIEHUS Oy1eT 3apuKkcupoBaHa o Jo0Has WK WHas IpobiieMa, Mpolece yCTpaHEHUs

c00s1 OyZIeT MOBTOPEH C MOMEHTA KJlacCU(UKaIMK TPOOIEMBI.
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CucreMa oOHapy X EHUsSI M TTPEIOTBPAIIEHUS] MOIIICHHHYECKUX TpaH3aknuid «Smart Fraud Detectiony. Onncanue
IIPOLIECCOB

QukcuposaHue U
peaucnpauusi
rpobiiemb!

AHanus u
Kraccudukayusi
rpobrievb!

A

Ibuck u npumeHeHue

peusHust
(ucriornHeHue)

Ko+nporib u
MOHUITDPUHE
COCITDSHUS
cucems|

A

TecrmuposaHue
cucITemb! riocre
MPUMBHEHUST
peueHust

BaeepueHue
rpouyecca
BOCCITRHOBIIEHLIST
cucrems!

A

Bo3moXxHble HEUCNPasHOCTU U MeTOAdbl UX YCTPaHEHUA

B ciyuae npo6siem co Bxosom B Web-unrtepdetic cieayer mpoBEpUTH ClIeayIONIEe:

1. BupryansHas mamuHa nonyuuia IP agpec:

a. [Ilocrne momHOI 3arpy3Ky CHCTEMBI HEOOXO MO BBECTH JaHHBIC MTOJIB30BATENS U
napoJib Ha OnepanuoHHyo cuctemy: root/2zJxSxI0nJJ6
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Cucrtema oOHapY KSHHS U MPEIOTBPAIICHIS MOIICHHNIECKUX Tpan3aknuii «Smart Fraud Detection». Onncanne
IPOLIECCOB

b. Bremonunuts komanny: ifconfig —a:

atm - VMware Workstation 16 Player - m} s

Player - - I% [D] @

ier 0 colli:

root@atm-01: "% _

c. IlpoBeputh MpaBMILHOCTH BBIAAHHOTO apeca, B CIIy4ae eclii aJipec He BhIAaH
numu ceTeBoit maTepdeiic B cocrossanu “DOWN” yerpaHuTh pobiaemy
CaMOCTOSITENILHO UM OOPATUTHCA B OANEPKKY Kommanuu «Da3z3u JIomkuk
JlaGe» 1st mOTy4YeHHs] KOHCYJIbTallUK.

2. 3amyck 6a3bl nanHbIx Cassandra:

a. Ilocne crapra nmpuiioKeHHUs, BBIIOIHUTh KOMMaHy «ps -ef | grep cassandray, B
pe3yNbTare BHIMOIHEHUS JOHKEH COIePKAThCS TEKCT:

atm <PID> </lama 3anycka> <Bpemsa pabomul> java ..........

b. B cnyuae ecnu npouecc He 0OHapy’KeH MPOAHAIU3UPOBATH JIOT:

/opt/apache-cassandra-3.11.0/logs/system.log
Ha nanuune ommboxk

3. B cnyuae, eciu npu cTapTe OJTHO U3 MPUWIOKEHUN cOOOITUT 00 ommbKe, HE0OX0IMMO
MIPOAHAITN3UPOBATH JIOTH:
/opt/atm/profile/log/afd-front.log

/opt/atm/profile/log/afd-eea.log
/opt/atm/profile/log/afd-aaap.log
/opt/atm/profile/log/afd-scheduler.log
/opt/atm/profile/log/afd-db-save.log

JIu6o MMpUCIIaTh UX HA aHAJIM3 B MIOAJACPIKKY KOMITAHUU «®a33u Jlomkuk JIaGcw.
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TpeboBaHuMA K nepcoHany

CocTtas u KBaﬂVld)VIKaLI,VIFl nepcoHana, A4oNyCKaeMoro K aKcnayatauumm

CUCTEMDI

OcHoBHbIe posid U GYHKIUH 110 SKCIUTyaTallud CUCTEMbI IIpeicTaBieHbl B Tabmuie 1.

TABJIHIIA 5. OCHOBHBIE POJIM U ®YHKIIUHU 110 SKCIIIVATAIIMH CHCTEMAI

Ne n/m Ha3zpanue poan

1 A nMuHHCTpaTOp
BBIUMCIIUTEIBHBIX CUCTEM

2 AnMuHHCTpaTOp cucreM
XpaHEHUs JTAHHBIX 17§
PE3EpPBHOTO KOMHUPOBAHUS

3 AnMuHHCTpaTOp CeTH

nepeaadyun JaHHbIX

OcHoBHbIE pyHKIIUM

MOHUTOPUHT W YOpaBlIeHHE OO0OpyIOBaHUEM U

MPOTPaMMHBIM 00€CTIeYeHHEM CEPBEPHOM TTOACUCTEMBI.

Ananus IoxKasarejei MTPOU3BOAUTEIHLHOCTH,

JTUATHOCTHKA 000pyIOBaHMUSL.

BzanmoeiicTBre co ciry:k00i OJAEPKKU MOCTABIINKA

Y IPOU3BOJIUTEISI 000PYA0BaHUS.

Monepauzanus 000pyTOBaHHMS, YCTaHOBKA

ooHosienui I10.

MOHHMTOPUHT H  yIpaBicHHE O0OpPYJOBaHUEM U
MPOrPaMMHBIM 00ECIICUEHUEM CETEH XpaHSHHUS, CHCTEM

XpaHEHUs.
Opranu3zanys pe3epBHOTO KOMUPOBaHMS JaHHbIX.

Ananuz roka3zaTenei MIPOM3BOAUTEIHLHOCTH,

JIMarHOCTHKA 000pYyIOBaAHMSL.

BzanmoieiictBue co ciry:k00i OJIePKKH MOCTABIINKA

U ipousBoauTest ooopymosanus u [10.

MognepHuzauus 00opyoBaHus, YCTaHOBKa

oonosirennii I10.

MOHUTOPUHT W yOpaBieHHE O0OpyIOBaHHEM U

nporpaMMHbBIM o0ecrieueHneM CETH nepeaavyu JaHHbIX.

Amnanus noxasarenein MIPOM3BOAUTEIHHOCTH,

JUAarHoCTHuKa 060py;[0BaH1/1;1.

KoanuectBo

1

1

eMHHIL
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B3anMopeicTBrE cO CITyK00H MOIACPIKKH IMTOCTABIITHKA

1 pou3BoauTens obopymoBanus u [10.

Monepauzanus 000opyTOBaHMS, YCTaHOBKa

o0nosienui I10.

MopAAOK NPOBEPKM 3HAHMI NEPCcOHaNa U AONYCKa ero K pabote

[IpoBepka 3HaHMI aJMUHUCTPATOPOB JJIS BBITIOJIHEHHS YKa3aHHBIX pabOT JODKHA
MPOM3BOJIUTLCA B paMKaxX TMPOBEICHUS AaTTECTAllMil COTPYJHUKOB TPEINPHUATHS Ha
COOTBETCTBHE 3aHMMAcMOW JIOJDKHOCTH W TpH TpueMe Ha pabory. B arrecranuoHHBIC
KOMHUCCUH OPTraHU3allid JIOJDKHBI OBITh BKIIFOUEHBI COTPYIHUKH, 00JIaIal0IIUe TOCTATOTHON
KBaJIM(DUKAIMEH ISl OCYIIECTBIICHUS TAaKOM MPOBEPKH.

Jomnyck k paboTe OCyIIECTBISETCS MO Pe3yJIbTaTaM aTTeCTalluu.

TexHUYeCKOe 0OCITYy)KHBAaHHE JTOJDKEH MPOBOJHUTH KBATH(PHUIIMPOBAHHBIA MEPCOHA,
MIPOIISAIINHN CIICIIMATU3NPOBAHHOE 00yUYCHHE, TOMYIICHHBIN COOTBETCTBYIOIIUM MOPSIKOM K
MPOBEJIEHUIO PabOT Ha 3nekTpoycTaHoBkax a0 1000B u umerommii kBanu(UKAIMOHHYIO
TPYMIy IO 3JeKTPOOE30MacHOCTH HEe HUXKE TPEThEH.

OKCIUTyaTallMOHHBIA ¥ OOCITY)KHBAIOIIMIA IEPCOHAN JIOJKEH MMETh BBHICIIEE WA
CpelHee TEXHHUYECKOe OOpa3oBaHME€ U  MPOUTH  CHCHHUAIBHYIO  IOJITOTOBKY B
COOTBETCTBYIOIIEM OOBEME Ha JTame OMNBITHOW JKCITyaTaluu Komiuiekca. [loaroroBka
JOJKHA BKJIIOYATh B ce0sl TMOJIy4eHHE HABBIKOB MOJB30BATENbCKOW pabOThl ¢ 0oOHIUM U
CHenUaIbHbIM TpOrpaMMHBIM obOecrnieueHreM APM B o00beme BBIPAaOOTKHM HABHIKOB
MoAJepKaHusl UX paboTOCIIOCOOHOCTH.

[Tepconain, obcayKUBaIONINK TEXHUYECKUE CPEJICTBA KOMIUIEKCA, 10 KBanu(pUKAIIUN
JOKEH COOTBETCTBOBAaThH TPEOOBAaHUSM, MPEIBSIBISEMBIM H3TOTOBUTEISIMH  CPEICTB

BEIYHMCIIMTEILHON TEXHUKH.

TexHn4YecKana noAaepsKka NpoayKTa

B nmanHOM paszenie mpuBEIEHO OMUCAHKE MOPSAIKA PETUCTPAMA U YCTPAHEHUSI UHIIUJICHTOB,

BO3HUKIIHUX Y 3aka3Juka.
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PernameHT ycTpaHeHUA HeMCnpaBHOCTEN B CUCTEME

3ampoc MOKeT OBITh HAIIPABJICH B CIYKO0Y TEXHUUYECKOU MOAIEPKKH OJHUM U3 CICAYIOIINX
CII0CO0O0B:

® [IOCPEICTBOM perucrpaunuu 3anpoca B Penmaiine
® [10 AJIEKTPOHHOM moyTe ¢ support@fzlabs.ru

3anpoc J0KEH COACPIKATh CIICAYIOIIUE CBEICHHUS:

e J1aTa U BpeMs 3ampoca;

e onucaHue 3anpoca;

e tun 3anpoca: Unuuaent, ledexr, Koncynbranunonnsiii 3ampoc (cm. ctp. 14).

® [PUOPUTET 3ampoca B COOTBETCTBUHU C KIacCH(PUKAIIUEH HACTOSIIETO MPUIOKECHHUS,

e 1o Mepe o0paboTku 3ampoca, TpH HEOOXOTUMOCTH, 3aKa34WK MPEAOCTABISICT

JIOTIOJTHATEBHYIO0 UH()OPMAIIHIO.

[Tocne peructpauuu 3ampoca OTBETCTBEHHBIH COTPYIHUK OTAeNa BHEIPEHUS U
COIIPOBOKACHUSI OpPTraHU3yeT pPadOTy IO YCTPAHEHHUIO 3asBJICHHOW MPOOJIEMBI B CPOKH,
COOTBETCTBYIOIINE KATETOPUH KPUTUIHOCTU. O BHIMOIHEHUH 3aIIpoca COTPYIHUK YBEIOMIISIET
3aka34uKa [yTeM HalpaBiIeHUs HHPOPMAIIMOHHOTO COOOIIEHUS Ha afpec ANEKTPOHHON MOYTHI
OTBETCTBEHHOI'O CO CTOPOHBI 3aKa3yHKa, COAEPIKAIlero YHHKAJIbHBI HOMep 3ampocy, H

OIMMCAHUC TTPHUHATBIX MEP.

Tunbl 3anpoca

Tun Onucanue

PaccnenoBanue/ | PaccnenoBanue — oOpaiieHre IO TOBOJY HEKOPPEKTHOW paboThl
Koncynbranust | nmporpammHoro obecneuenus. Ilo pesynabTatam paccieOBaHUS MOKET

ObITH 0opmiteH [ledexT.

OO6partenne coTpyaHrKa 3akazuuka 1o Bomnpocam BHeapeHHoro [10:

e lcnonb3oBanue BHeapeHHoro 10
e Peanuzanus TEXHUUYECKUX PEILICHUN
e [IpoBeneHue TEXHONIOTUYECKUX PaObOT
e Hacrpoiika BHenpenHoro I10 u cpeacTsa MOHUTOPUHTA
Nununent Jlroboe  oOpameHne  cOTpyaHMKA  3aka3yMka 1O  TOBOIY

HE3AIINITAHUPOBAHHOTO IIPEPBIBAHUA HJIM CHHXXCHUA KadCCTBa UT-
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Tun Onucanune

yclyTy, a Takxke cOoil anementa MT-undpactpykTypbl, B TOM 4ucie,
KOTOpBIN enie He okaszan BausHue Ha UT-ycayry.

[To cormacoBanuto cropon MHIUAECHT MOKET OBITH TIepeBeieH B JledexT.

Hedexr OO0pailieHre O MOBOJY BBISBIICHHOI'O HECOOTBETCTBUS MPOTPAMMHOIO

oOecrnieueHus YCTaHOBJICHHBIM TpeOOBaHUAM, omunoOKka B
¢ynkunonuposanuu I10.

MpUopUTETLI U CPOKM UCTIOHEHUA

[Ipuoputersl cOOBITUMH, B CBSI3U C KOTOPBIMU HANpaBJISIOTCSA 3arpochl, ONPEIEISIIOTCS B

COOTBCTCTBHUH C BAXXHOCTBIO (CpO‘IHOCTBIO), a TaKXKC UCXO0dsd U3 MacIITaOHOCTH €€ BIIMSHHA.

CYH_ISCTByeT TPU YPOBH BA’)KHOCTH:

«KputnyHas» — HEAOCTYMHOCTh (YHKIMOHAJIA TPHUBOJUT K IMPEPHIBAaHUIO pPabOTHI
CucreMsl;

«BBICOKas» — HEAOCTYIMHOCTH MO0 CYIIECTBEHHOE CHIDKEHUE JTOCTYITHOCTH (DYHKIIMOHAIIA
MIPUBOJIUT K yXyameHn0 CUCTEMBL;

«CpenHsiss» — HEIOCTYITHOCTh JIMOO CHUKCEHHE MOCTYIMHOCTH (DYHKIIMOHAJIA OKa3bIBACT

orocpeoBaHHoOe BiusiHUE HA CHCTEMBI.

YpoBHu BausHus MHIMAEHTa:

«A» (aBapusi) - MHnumeHT Ben€T K HENOCTYNMHOCTH (yHKIMOHANA PerieHuss u HOCUT
MAaCCOBBII XapaKkTep, 3aTparuBarommii oosnee 5% moap3oBaresei JaHHOTO (YHKIIMOHATIA;
«B» - HIuaeHT BenéT K HeIOCTYIMHOCTHA (DYHKIIMOHAA JIJISl OTJIEJIBHBIX MOJIb30BaTEICH
1100 00BEKTOB, YTO MPUBOIUT K HAPYIICHUIO OU3HEC-TIPOIIECCa;

«C» - MHnumeHT Ben€T K CHWKEHUIO JIOCTYMHOCTH (YHKIIMOHANA JUIS OTICIBHBIX
nonb3oBareneit mmbo cymrHocTed. Ilpum »TOM cymiecTByeT BpemMeHHOe (00XO0IHOE)
pelieHre, MOo3BoJIsAoNIee O00eCHedYuTh IPUEMIIEMbIl YPOBEHb (PYHKIIMOHHPOBAHUS

3aTpOHYTHIX HIIMAEHTOM OHM3HEC-TIPOLIECCOB U HE TPeOYIOIee BEICOKUX TPYA03aTpar.

BaxxHocTh/BIussHME

A B C

«KpuTnunas»

«broxkupyrommin» «BpIcokuin» «CpenHuit»
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«BbIcokas» «BrIcokuii» «Cpennuiin «Cpennuiin
«Cpennsis» «Cpenuuii» «Huzxuit» «Huskwniiy

[IpuMeHsrOTCS Clenyromue HOpMaTHUBbl 00pabOTKH 3arPOCOB:

o «baoxkupyomuii». Bpems peaknunm — 2 paOouux wyaca, HMHTEHCHBHOCTb OOMEHa

nH(opManuel — pa3 B AeHb (TOJIBKO B paboyue aHH),

e «Bpicokuii». Bpems peakunu — 4 pabounx yaca, ”HTEHCUBHOCTh OOMeHa nH(popMaruen —
pa3 B 3 s (TONBKO B paboune THH);

e «Cpeanuii». Bpems peaxiyu — 2 pabouux THS, HHTEHCUBHOCTh 0OOMeHa nH(popmMaruein —
pa3 B HEJEIIO;

o «Hu3kuii». Bpems peakuuu — 5 pabo4nx JHEH, HHTEHCUBHOCTH 0OMeHa nHpopMaren —

pa3 B MecsILL;
I'ne:

e Bpewms peakuuu — 3T0 BpeMs, HEOOXOAMMOE JIJIsl CTapTa 00CITyKUBaHUSI 3aripoca.
e llnTencuBHOCTH OOMeHa MHGOPMAIIUEH — 3TO YACTOTAa KOMMYHHUKAIUHN VIS JTOKATU3alUN
poOJIeMb! (MHIIMICHTA), BBIPAOOTKY TIIaHA MEPOTIPHUATHH 10 €€ YCTPaHESHUIO H/WITH, TIPU

HE0OX0IUMOCTH, TIOUCK 00X0MHOTO perieHwus (workaround)

HpI/I paspCIICHNA Nununenrta YCTAaHABJIIMBACTCA €TO IIPUYIMHA. OHHOﬁ U3 IIPpUIUH Munmunenra

MOXeT ObITh JledekT.

CneupanucTbl, 06ecneynsalolLMe TEXHUYECKYIO NOAAEPMHKKY

Texauueckas NoAACPIKKAa NMPOAYKTa OCYHICCTBIIACTCA CIICHUAIMCTAMU OTACTIA BHECAPCHUA U

COIIPOBOKACHUA. B o0s13aHHOCTH COTPYAHUKOB OTACIa BXOIAT:

L4 KOHCYJ'IBTI/IpOBaHI/Ie COTPYAHHUKOB 3aka3duka 1no BOIIPOCaM ONICPATHBHOTO UCII0JIB30BAHU

Perenns.

e Vcayrn 1o BOCCTaHOBIEHUIO paboTtocnocoOHoctn [IO B cpeme NpOMBIIUICHHON

AKCIUTyaTally nocie cOosl.

e Pazpemenne MununentoB u Jledhekros, cBI3aHHBIX ¢ paboTocnocoOHOCTRIO Perienust B

cpeae HpOMBIHlJICHHOﬁ OKCILTyaTaluu.
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e 3akpbiTHE pa3pelIeHHbIX WHIMIEHTOB, CBA3aHHBIX C PabOTOCIOCOOHOCThIO PemieHus B
cpezie MPOMBIIIJICHHON AKCILTyaTalluu, 1 MHQOPMUPOBAHHUE COTPYIHUKOB 3aKa3uuKa.
e ConpoBoxaeHue paloOT, CBSI3aHHBIX C OOHOBJIEHHEM CHCTEMBI 33aKa34MKOM B Cpele

HpOMBIHIJIeHHOI;'I OKCILTyaTaluu.

Jiia xax1oro 3aka3zdyrKa Ha3Ha4aeTcs OTBETCTBEHHBIN CIIEUATNCT U3 OT/EI1a COMPOBOKICHUS
U BHEJpPEHUs, KOTOPBIH KypHpyeT Bce OOpallleHHs U HECeT OTBETCTBEHHOCTh 3a HUX

CBOCBPCMCHHOC MCIIOJITHCHUC.

Ecmu 06pa1ueHHe 3aka3umka He yaaeTCsa peIIruTh CHJIaMH COTPYAHHUKOB OTAC/Ia

COIMIPOBOXACHWA U BHECAPCHHUA, K UX PCIICHUIO ITPUBJICKAIOTCA CIICHUATIUCTBI APYTIUX OTACIOB:

e AHanuTHuecKuil oraen — pazpadorka TexHuyeckux 3aJaHuii Ha HOBBIE JJOPAOOTKHU.
e Ortnen pa3paOOTKH — BeIEHUE HOBBIX Pa3pa0d0TOK U UCTIpaBIieHHE Ne(EKTOB.
e Ortnmen oOecrieueHnss KOHTPOJII KadyeCcTBa — TECTHPOBAaHWE HOBBIX JIOPaOOTOK U

ucnpanieHHbIX JledekTos.
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