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CDyIIKLU/IOII'dJ'[bIIbTe XapaKTCPUCTHKU CUCTCMbI

BeegeHue

HasHayeHne gokymeHTa

JIOKyMEHT COAEpKUT OMHCaHHE OO0Iee ONMHCAHUE CHCTEMbl OOHAPY>KEHHS M MPEJOTBPALCHUS

MoOIIIeHHHYecKuX Tpan3akuuii (Smart Ftaud Detection): apxurexTypa, nepedeHb MPHIOKEHHNA

CHCTEMBI, (bYHKI_II/IOHaJ'II)HBIe XapaKTECPUCTUKU CUCTEMBIL.

TepMUHbI N COKpaL,eHnA

TabiinnA 1. TEPMUHBI.

Tepmun
Advanced Adaptive
Authentication
Advanced Adaptive
Authentication Policy
Smart Ftaud Detection,
Cucrema
ExtendeRuleEngine

baunk-3kBaiiep

Bank-smMurteHnr
Beablid cniucok
JABO

HNunuaenT

Kapra

Kauent

MepuaHT

Onucanue
[IpunoxeHue O1eHKH PUCKOB

[Ipunoxxenue pabOTHI C MpaBUIAMH

KommrekcHas cucreMa O6H8.py>KeHI/I$I MOIICHHHNYCCTBA B
pCaJIbHOM BpPCMCHU MCTOA0M aHaJIu3a MOCTYyIIAaroIMrX
TpaHSaKI_II/Iﬁ B PA3JIMYHBIX KaHaJIaX O6CJ'Iy>KI/IBaHI/I$I KIIMCHTOB

[Ipunoxxenue 0OpabOTKH TpaH3AKIUI

CTOpOoHHSA KpeIUTHAs OPTaHU3alys, SBIAIOIIASACS YYaCTHUKOM
IIJIATEKHOW CHCTEMBI M OCYLIECTBIIAIONIAsl SKBAUPHUHT .

KpenutHast opranu3zaiiysi, BeITyCTHBIIAS MJIATEKHYIO KapTy
Crmcok 3aBeIoMO JI0OPOCOBECTHBIX MOJTydaTesiel miaTexa

JlucraHiMoHHOE OaHKOBCKOE 00CTyKUBAaHNE — OOIUN TEPMUH
JUISL TEXHOJIOTHH MpeAocTaBieHnss 0aHKOBCKUX YCIyT Ha
OCHOBaHUU PACIIOPSDKEHUH, ITepe1aBaeMbIX KITUSHTOM
yAaneHHo (To ecTh 0e3 BU3uTa B 0aHK), Yallle BCETo ¢
HCIOJIb30BAHNEM KOMIIBIOTEPHBIX U TeIe(POHHBIX ceTel

CO6I)ITI/I€, OTMCYCHHOC B CUCTEMC KaK KaK IMMOAO3PUTCIIbHOC NI
MOIICHHHUYCCKOC.

[lnactukoBas kaprta, npuUBsi3aHHAS K OAHOMY WJIM HECKOJIbKUM
pacuéTHRIM/UIEBBIM cueTaM B Oanke. Micnons3yeTcs nms
OIUIaThl TOBApOB M YCIIYT, B TOM 4yucie yepe3 MHTepHeT, a
TaKXe CHATUS HAJIMYHBIX.

HOTpe6I/ITCJ'IB YCIyT, MpeaOCTABIACMBIX (I)I/IHaHCOBBIM
HUHCTHUTYTOM C IIOMOIIBIO PA3JIMYHBIX KaHAJIOB O6C.]'Iy>KI/IBaHI/ISI.

Opranuzanys TOProBJIM U CEPBHUCA, TOPrOBO-CEPBUCHASI TOUKA
(TCT) - IOpuamueckoe muro, OO0 WHIAUBUAYATbHBIN
MpearnpuHUMaTenb, TMpUHUMAloniee OaHKOBCKHE KapThl B
KauecTBE Cpe/ICTBa OIUIaThl TOBapoB (YCJIyr) Ha OCHOBaHUH
JloroBopa »kBaWpuHra, 3akiO4eHHOro ¢ bankom win
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CDyIIKLU/IOH'dJ'[bIIbTe XapaKTCPUCTHKU CUCTCMbI

TepMmun

OlleHKa puUcCKa, CKOpUHI

ILnarexnas TPaH3aKI Ui

IHoapa3nenenune

Ceccus

CoObITHE (TPaH3AKLMA)

CeccnonHasi TpaH3aKIMS

CeccuoHHBIC JaHHBIE

YépHblil ClIMCOK

Onucanmne
YIOJIHOMOYECHHOW opraHu3anuei. [Ipennpustue MoKeT UMETh
OJIHy TOPTOBO-CEPBUCHYIO TOUYKY WJIHM CETh M3 JIBYX H Ooiee
TOPTrOBO-CEPBHUCHBIX TOUEK.

Ouenka pgedctBuii  KiumeHTa B YHCIOBOM  BBIPaKEHUH,
OTPEJIEIAIONIEM HACKOJIBKO JaHHAs OIepanus OTINYAeTCs OT
TUMNOBBIX omepanuid KiueHta. 3HaYeHUE pacCUUTHIBACTCSA
Cucremon u SIBIISICTCS IOKAa3aTelIieM BEPOSITHOCTH
MOIIIEHHUYECKHUX NEUCTBUM B oTHOUIeHuHn Kimnenra. MeTtoanka
pacuera sBIsieTCs KOH(PHUISHIIMATbHON HH(pOpMaIei.

WunnuupoBaHHOE  KIMEHTOM  COOBITHE, MpPHUBOZSAIIEE K
¢uHaHCOBOW omepanuu (NEpeBOABI, IJIATE)KH, IIOTAIICHHE
KpeauTa u mp.).

CrpykrypHOe mojpasjeneHue (UHAHCOBOTO  HMHCTHTYTA,
MPEIOCTABIISIONIEE YCIYTH

[ukn  omepamuii  oOMEHa  JTaHHBIMHU, OecnpepbIBHO
BBITIOJTHSIONUICS OT HCTOYHUKOB 3alPOCOB K KOHEYHBIM
o0bEeKTaM ¥ HMCIONIMH HEKWH O000OIIAIONUK  IPU3HAK
(upeHTH(UKATOP) ¥ KOHEUHBIH PE3yIbTaT.

I/IHI/IHI/II/IpOBaHHOG KIINCHTOM ﬂCﬁCTBHe, II0 BBIIIOJIHECHUIO
IUIATE)KHON WM HE IUIATSIKHOM Omepaly B JIIOOBIX KaHadax
00CITyKUBaHUSI.

VHUIMHUPOBAaHHOE KJIMEHTOM COOBITHE, HE MPHUBOAAIICE K
(UHAHCOBBIM omepanusM (BXOJ B CHCTEMY, HW3MEHEHHE
HACTPOCK MPOGHIIA, MOTyUECHHE BBITUCOK, CMEHA TIApOJIs U TIp. ).

JlanHbIe MepeaBaeMble B paMKax OJIHOW CECCHUHU.

Cnucok, coaepkaiuii peKBU3UThI MOIIEHHUKOB. Pa3Hbie TUIIBI
CIIMUCKOB OTJIMYAOTCS 110 HA3HAYEHUIO U CTPYKTYpPE PEKBU3UTOB

TABAHIA 2. COKPALEHHSA
Coxkpamenne Pacumm¢poska
AAA Advanced Adaptive Authentication
AAA Policy Policy
AAA_Scheduler Scheduler
DBSave Database Save
SFD Smart Ftaud Detection
AbO JluctaHmoHHOE OAaHKOBCKOE 0OCTYKMBaHUE
B/ baza nanHBIX
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HasHayeHue cncrtemol

Cucrema Smart Ftaud Detection mnpeaHazHaueHa [uisi aBTOMAaTH3AIlUU JEATEIBHOCTH
COTPYAHUKOB  (DMHAHCOBBIX  OpraHM3aliii 10  BBIABICHHIO M  IPEAOTBPALICHUIO

MOIICHHHUYCCKHUX TpaH3aKLII/Iﬁ B PA3JIMYHBIX KaHAJIaX O6CJ'Iy)KI/IBaHI/ISI KIIMCHTOB.

Cucrema sBISieTCS KOMIUIEKCHOM  CHCTEMOM  ayTeHTU(UKAUUK U OOHApyXEHHS
MOIIEHHUYECTBA, KOTOPAasl MO3BOJSAET IOBBICUTH YCTOMYMBOCTH CHUCTEM JIMCTAHIIMOHHOIO
o0cCITy>)KMBaHUs OaHKA K XUIICHUIO ICHEKHBIX CPEICTB IIPH MPOBEICHHUH IIJIATEXKEH Ha CTOPOHE
(uHAHCOBOW OpraHM3allid U TMPU MUHHMAaJIbHOM HETaTUBHOM BO3JCHCTBUM Ha KIMEHTOB

JaHHOT'O CE€pBHUCA.

O6I.I.IME nPUHUKUNbI CUCTEMbI

Cucrema OTCIICKUBAET IIOBCACHUC BHCIIHUX MoJib30BaTelieli B CCTH, O6H8.py>KI/IBaeT
MOAO3PHUTCIIBHBIC TpPaH3aKIIWKW, IIO3BOJIAACT KOHTPOJHWPOBATH COMHUTCIIBHBIC I[GflCTBPI?I B
PEKUME PCAJIBbHOI0 BPEMCHU W HNPHUHUMATH COOTBCTCTBYIOINHUEC MCEPBI JII YMCHBIICHHUA U

yCcTpaHeHHs YOBITKOB OT MOIIIEHHUYECTBA.
Pemenue no3BosseT:

® OTCJICKHUBATh, OOHAPYKUBATh U U3y4yaTh (DAKThl MOIICHHHYECTBA;

e 100aBUTh K NPUMEHIEMOH CHCTeMe ayTeHTU(UKAIMU KJIMEHTOB €Ile OJUH YPOBEHBb
0e301acCHOCTH;

® 3AIIUIIATHCS OT BO3HUKAIOIIUX YIPO3, TAKUX KaK aTaka «4elIOBEK MOCepeuHe» U TPOSHBI
«UeJIOBEK B Opay3epey, CHATUE CPEACTB 10 YTEPSIHHOW / YKpaJeHHON KapTe,

® UJISCHTU(UIIMPOBATH MOMBITKA MOIIIEHHUYECTBA 0€3 N3MEHEHUS MPUBBIYHBIX IS KITHEHTOB
CUCTEM U TIPOLIEAYD;

® OCYIIECTBIATH OBICTPYIO WHTETPAIMI0 CHUCTEMBI 0€30MacHOCTH B BHUJAE Pa3BEPHYTOTO
JIOKAJIbHO TPOTPaAaMMHOTO OOECHeYeHUs C MPUMEHSEMOW CUCTEMOW AMCTaHIIMOHHOTO

O6CJ'Iy>KI/IBaHI/I$I KJIIMCHTOB.

Crtpanuma 5|71



Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

lNpnnoxeHna cuctemsl

B pa3aciic IpuBCACHO OIMMCAHUE KOMIIOHCHT CUCTEMBI, KOTOPEIC YCIIOBHO MOXKHO pa3JaC/INTh

Ha JIB€ TPYyIIIbIL:

e VYyacTByromye B 00pabOTKe TPaH3aKIUU B PEKUME PEaIbHOTO BPEMEHHU:

o ExtendedRuleEngineAsync (EEA) — o0paboTtka Tpan3aknuii. WHTerpamus c
BHCIIHUMHU HWCTOYHMKAMH KApTOYHOTO KaHaja, OOOralieHue TpaH3aKIHH
CIpaBOYHON MH(OPMALIUEH, TOUCK KIHEHTA.

o Advanced Adaptive Authentication (AAA) —olleHKa pHUCKAa KpPOCC-KaHAIBHOTO
npoduis

o [Ilpunosicenue Policy (AAA_Policy) — npaBuna u cnucku. [IpoBepka TpaH3akuuu 1mno
CIUCKaM M TpaBuiIaM; (GopMHpPOBAHUE PACCUUTHIBACMBIX ITAPAMETPOB.

e Pabotaromue ¢ TpaH3aKIUsIMH TIOCIIE TOTO, KaK OHH MTOCTYTIST B CHCTEMY.

o Scheduler (AAA_Scheduler) — nnanupoBmUK. BpinonHenue odiaitH-3aqanui
nepecyeTa MOJCIIM U BHYTPUCUCTEMHBIX MPOIICTYP

o Database Save (DBSave) — XpaHeHH€e JaHHBIX MO MOCTYIAIOUUM TPAH3AKIUSIM.

ACI/IHXpOHHOC COXpaHCHHUC U OOHOBJIEHHUE JaHHBIX B BH

Bce mpuioskeHuMsI mpeACTaBISIOT M3 ceds jar (ain ¢ HabOpOM CKPHIITOB YNpAaBICHUS U

KOH(UTypaIoHHbIX (haityioB.

[Ipu HaMMYMKM HECKOJBKUX CEPBEPOB MPUIIOKEHHM, 000 MOAYIb MOXKET ObITh pa3BEPHYT B

KJIaCTepHOI KOH(pUrypauuu (0TKa30yCTOHUUBON U pactpeieIEHHOMN).

MpunoxeHne 0b6paboTKN TpaH3aKLUA

IIpnioxenne ob6padorku Tpan3akuuii (ExtendedRuleEngineAsync) — BeimosHsieT

cnenyromue QyHKIUU:

e [IpeoOpazosanue Bxonubix gaHHbIX (TCP (ISO 8583), JSON).

L4 cDOpMI/IpOBaHI/IC OTBCTOB C PCKOMCHIOBaHHBIM JEHCTBHEM BHEIIHEH CUCTEMBI B pcaJIbHOM

BpPEMEHH.
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MpunoxeHue Advanced Adaptive Authentication (oueHKa puckos)

Ipunoxkenne ouenku puckoB (Advanced Adaptive Authentication) - nuHaMHUYecKas
camooOydaemasi MOJIeJIb OIEHKH PHUCKA, aKKyMYJHMPYIOIAsi CXEMbl MMOBEICHUS KJIHEHTOB.
Monaynb npucBauBaeT KaKJIOW TpaH3aKUMU OLIEHKY pucka B auamnazone oT 0 go 1000. Yem
BBIIIIE OIIEHKA WJIM YPOBEHb PUCKA, TEM BBIIIE BEPOSATHOCTH TOTO, YTO TPAH3AKIIUS SBIISACTCS

MOILIEHHUYECKOH.

[Ipunoxenne Advanced Adaptive Authentication oCyIIeCTBIsS€T MOCTPOSHHUE MOJEIH
TUMIUYHOTO TOBEJCHUS KIIMEHTOB, BBIYHCICHHE OAJIOB PHCKA COOBITHI O TpaH3aKIUIX
KJIMEHTOB Ha OCHOBE MOJICJIM TUITMYHOTO TIOBEJICHUS KIIMEHTOB U MPUCBAUBACT TPAH3AKIIUSIM

BBIYMCIIEHHBIE OB pHUCKa.

[IpwiokeHne OIEHKM PHUCKOB C TEYCHHEM BpPEMEHH IMPOXOJUT OOy4YeHHE B Cpele
pasBepteiBanus. Advanced Adaptive Authentication nmomydaer HHPOPMALIUIO OT Pa3THYHBIX
HCTOYHUKOB, B TOM YHCJIEC OT ONEPATHBHOIO MPHJIOKCHUS 3aKa34KMKa, M BBIIOJHICT aHAIIU3
PHCKOB, YTOOBI ONpPEACIUTh BEPOSTHOCTh MOTCHIMAIBHOTO pPHCKA TpPaH3aKUUH. JTa

nH(popMaIus (KOTopasi TaKKe Ha3bIBaeTCs (haKTaMH) COIEPIKUT, HAIIPUMEp, CIETYIOIINEe CBEICHHUS.

e (CBefeHUs O KIMEHTCKOM KOMIIbIOTEPE, HAIIPUMED SI3bIK CUCTEMBI, pa3pellieHne dKpaHa U
4acOBOM I05IC.

e (Caenenus o Opaysepe, HalIpuMep, A3bIK Opaysepa, cTpoka user agent u 3arojaoBok HTTP.

e (Caenenus o [IP-agpece, Harmpumep Te, KOTOPBIE OMPENETAIOT MecTomnooxkeHue, [P-anpeca,
KOJIMYECTBO IOJIb30BaTesneil, HaOmonaembplx Ha [P-ampece, m mpoduib yctpoiicTBa
(cxopocTs).

e lcropuueckue maHHbBIE A yCTPOMCTBA, TAaKME KakK JaHHBIE O TOM, BUJENA JIU CHUCTEMA
ATM 5T0 yCTpOICTBO paHbllle U U3MEHSUINCH JIU CBECHHS 0 Opay3epe MoIb30BaTes.

e [Ipodwib u noBeaeHHUE MOJIB30BATENS, HAIIPUMEpP, KOJIMUYECTBO JHEN MOCIE MOCIEIHEro
BXO0/1a TI0JIb30BATEINS B CUCTEMY U KOJIMUECTBO JHEH I1OCIIE N3MEHEHNUS apoIsl.

e CBenecHMA O TpaH3aKLUUsAX, HApUMEP CBEIEHUS O Jare, BPEMEHU U IUIATEXE A
OTIPEAEIEHHOTO M0JIb30BATEI.

e CBeneHMS O MECTOMNOJOXKEHUH MOOMIBHOIO YCTPOMCTBa KOHEYHOI'O I10JIb30BaTEls,
HanpuMep JOJiroTa, IIMPOTa, BBICOTA M CKOPOCTb, KOTOPBIE MCIOJIB3YIOTCS AJIs

(YHKIMOHATBHOCTH OOHAPYKEHUSI MECTOIOJIOKEHHSI MOOUIBHOTO YCTPOUCTBA
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e VYcrpoiictBo \ oduc obcmyxuBanusi, MCC-kona, nadopmaius no onepatopy oduca umu
KOHTAaKTHOTO 1ieHTpa, llompasmenenue o6OcmyxuBanus, TCT\ATM\POS-tepmunan

TpaH3aKLHUU.

MpunoxeHne AAA_Policy (npasuna cuctemol)

[Ipunoxxenue padotsl ¢ npaBmwiamMu (AAA Policy) ucmons3yercs 11 HACTPOMKH KOMIUICKTa
MPaBWJI U CIHCKOB, ONPEICISIONIMX KOHKPETHBIC NEHCTBUS CHCTEMBI B 3aBUCHMOCTH OT

3aIaHHbIX TapaMETPOB U PUCKOB.

Hcnonp30BaHne NPUIIOKEHHUS IO3BOJSET OpraHU3alUsAM CO3JaTh IMOJIMTHUKY YIPaBICHUS
pUCKaMH B COOTBETCTBUU C YHUKAIBHBIMUA TPEOOBAaHUSIMH OpPraHHM3alUi MO 00ECTICUCHHIO
O6esonmacHoctu.  IlpomymaHHBIE  TOJMTUKH  TO3BOJSIOT — MPENOTBPATHTh  BPEIHBIC
MOILIECHHUYECKHE ONEepallii U CBECTU K MUHHUMYMY KOJMUYECTBO OIIMOOYHBIX cpadaTbhIBaHUI.
Kaxnas mnomuTvka coJAepXUT HabOp NpaBWwil, ONPEAESAIOIINX JAEHCTBHs, KOTOpBIE

BBIITOJHAKOTCA B OIIPCACIICHHBIX 00CTOSITEILCTBAX.

MpunoxeHne AAA_Policy_Calculation (pacuet napameTtpos)

IIpunosxkenne padoTbl ¢ paccuuTbiBaeMbiMu mnapamerpamu (Calculation 2.0)
WCIOJIL3YETCSl JUISl pacyeTa 3HAYCHWH HACTPOCHHBIX JOIMOJIHUTEIBHBIX TapaMeTpOB B
oOpa0aTpiBaéMON TpaH3aKLHMKM Ha OCHOBE JAHHBIX TEKyIIEeW TpaH3aKUUHU WM HCTOPHUH

TpaH3aKLUN.

PaccuntanHble mapamMeTpsl HCHOJB3YIOTCS IIPU IPOBEPKE TPAH3AKIMU IIpaBUJIAMU B

npwioxkennn AAA_ Policy.

MpunoxeHne AAA_Policy_Dynamic

[Tpunoxenune AAA Policy Dynamic wucnonp3yercss st pabOThl C JUHAMUYECKUMH
oObekTamu pacyera. JlmHaMU4YecKuil 0OBEKT pacueTa MpeCcTaBIseT cO00 MacCHB JIaHHBIX,
(dhopMUpYEMBIX Ha OCHOBAaHHH BXOJSIIMX TPaH3aKUIUW, OTOOPAHHBIX MO 33aJJaHHBIM KIFOYam
o0BeKTa U mapameTpoB (punpTpanuu. B cucteme MOXHO cO3/1aBaTh COOCTBEHHBIE OOBEKTHI

XpaHEeHUs U pacyeTa 3HaYeHUil aTpudyToB

I[I/IHE[MI/I‘-ICCKI/IC 0OBEKTHI HUCIIOJIB3YIOTCA JIA pacdyeTra MAOIOJIHUTCIIbHBIX IIapaMETpOB B

npuioxxennu B AAAPolicy.
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

MpunoxeHne AFD_DATA_ANALYZER (reHepaTtop npasun)

[Mpunoxenne AFD DATA ANALYZER ucnonssyercs st GOpMUPOBAHUS TPABUII-TUIIOTE3
B (hopmaTe KOHCTPYKTOpA MPaBUJI HA UCTOPHUUECKUX JaHHBIX. ['eHepaTop MmpaBuil OCHOBAaH Ha
QJITOPUTME SBOJIIOLIMU TPAMMATHUYECKUX CTPYKTYp, OIMCAaHHBIX B HOPMaIbHON (opme

bakyca—Haypa.
I'enepatop npaBuit:

e (opMHUpYyeT HOBBII KOMIUIEKT IPaBUII,
® ONTUMH3UPYET IIPAaBUIIA-TUIIOTE3BI DKCIIEPTOB;

e nposepseT 3PPEKTUBHOCTD MPABUI 10 HCTOPHH.

MnaHMpoBLMK

I[JI?I MoAACPIKKHU CUCTEMBI B pa60qu COCTOSAHHU H€O6XOIII/IMO BBITIOJIHATD 06CJIy>KI/IBaHI/Ie,
MOHHUTOPHUHI' MW 3aJa4yd, CBA3aHHBIC C 0azaMu JaHHBIX. HHaHI/IPOBHII/IK IIO3BOJISACT
3aIVIaHUPOBATb U AIMUHUCTPUPOBATL BCC OTHU 3aa4M C IOMOLIIbIO GHHHOﬁ KOHCOJIM. MOXHO
YKa3aThb, KakKue 3aJla4n CJICAYCT BBIIIOJIHUTL, 4 TAKIKC 3a1aTh I[IaAPaMCTPhI KOH(I)I/Il"ypaI_II/II/I JUIA

3TOT'O BBIIIOJTHCHUA.

HJ'IaHI/IpOBH_II/IK CKCIHCBHO CO34acT (baﬁﬂbl KYpHaAJIOB IJIsA pa6OTBI CUCTCMBI 11O TIOHUCKY U

YCTPaHCHHUIO HCIIOJIAIOK.
CepBI/IC paciucanus NpeaoCTaBIIACT CIICAYOIINE BO3MOXHOCTHU!

¢ CTAaHJAPTHBIC UHCTPYMCHTHI AJId YIIPABJIICHUA 3aJaHUAMH CUCTEMEI;

® CO3JaHHE M BBIIOJHEHUE 3aJaHUN 110 3aI1pocy.

[lanens ympaBieHHs] CEPBHCOM pAaCIHCaHMsS MCIOJIb3YyeTCd Ui HEMEUIEHHOTO 3aIlycKa
3aJlaHui HE3aBUCHUMO OT MX YCTAHOBJIIEHHOTO rpaduka. OOBIYHO TaKkoe€ MPOUCXOIUT IpHU

BOCCTAHOBJICHUH WJIM TECTUPOBAHUU CHUCTEMBI.
Crnenyromye 3a1aHUs. MOTYT OBITH 3aIlyLIEHbI BPYUYHYIO:

e OddnaiinoBbIC 3a]aHUs, TAKHE KAK:
o YjaneHue ycTapeBIIUX JAHHBIX. Y IaJeHUE JAHHBIX, TOTEPSIBIINX aKTyadbHOCTb,

u3 bJ1. BemomnnseTcs mocpenctsom 3ampocos Delete.
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Cuctema oOHapYKCHHS U MTPEIOTBPANICHIS MOIIICHHNIECKAX TpaH3aknnii «Smart Ftaud Detection».
@DyHKIMOHAJIbHbIE XaPAKTEPUCTUKU CUCTEMBI

o OOHoBneHue cnuckoB. [IpoBOAUT aHANM3 JaHHBIX O COOBITHSX U BO3BPAIACT
CIUCOK 3HAUYeHMM. DTH CHUCKU 3HAYCHHM BIOCIEICTBUU HCIOJIB3YIOTCS Kak
MPEAUKTOPHI B BBIYUCICHHUAX Mojed. CITIMCKOB XpaHUTCS HECKOJBKO, HaIlpUMED,
crucok onacHbix IP-aapecos, cniucok noBepeHHsix IP-anpecos

o Kamubpogka.

o OOHnosnenue mpopus.

o Pacuer nepesa.

e (Co3gaHue UHIUIEHTOB.
e [lepeHoc pe30IOIUN JIsI BUTPHH.

e |[maHMpPOBIIMK BUTPHUH JaHHBIX.
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

CDYHKLI,MOHEU'I bHbl€ BO3MOXHOCTWN CUCTEMDI

dopmunposaHune npopunen n camoobyverHue

®opmupoanue npoduiei 1 caMooOydeHHEe BBIIOIHAETCS CIEAYIOIIM 00pa3oM:

o Ilonmydenue I/IHd)ODMaHI/II/I 0 CECCHMOHHBIX M INIATSKHBIX TpaH3akmugx. ATM moJIydacT

3arpoc ¢ MH(OpMAIMel O CeCCHOHHBIX M IUIATEKHBIX TPaH3aKIUK ¢ momouipio Web-
CEPBUCOB PA3TMYHBIMUA METOAAMMU:
o ANALYZE - 3anpoc Ha aHaJIN3 TpaH3aKIIUH;
o NOTIFY - wuHdopMHpOBaHWE CHUCTEMBI O BBIIIOJHEHUU TPAH3AKIUU IS
(bopmupoBaHUS IPOPHIIS.

o  ®opmupoanue npoduis (cM. crp. 11): cOop JaHHBIX 0 NecTBUAX KaueHTa. [lonydyeHHble

TaHHBIE, KOTOpbIE MEpeJaroTcs B CHUCTeMy B paMkax Fraud-ananmsa TpaH3akIuid,
COXPaHAIOTCS B cucteMe U GOpMUPYIOT MPOdIIb KIHeHTa / Tpoduib yCTPONCTBa, T.€.
BBITIOJTHSIOT KOHCOJMUAALIUIO TAPaMETPOB.

e Hopwmanuzamus moxenu. B mporecce BblumMcieHuss U OLEHKH pucka, AAA cobupaer

00JIBIIIOE KOJIMYECTBO MH(MOPMAIIUY U IPUMEPHO OI[CHUBACT PUCK YIS KAXKIOTO COOBITHSI.
VY 3TOil OLIEHKU HET JMMHUTa WIM IMara30Ha, TaK 4TO €ro BIOCIEACTBUU HOPMAIIU3YIOT,
4TOOBI «yJIOXKUTH» B AuamnasoH oT 0 1o 1000. HopmanuzoBaHHas OlleHKA YKE MOXKET OBITh
MCIOJIb30BaHa C IeNIbI0 CHIKEHUS KOd(DPUIIHEeHTa JTOXKHBIX cpadaThIBaHUHN 10 MUHIMYMa
c yuetoM mnpoduis / noBeneHuss KimeHTa u pe3yibTaTOB paccielOBaHUM, KOTOpbIE

IMPOBOAATCSA IO KITOAO3PHUTECIbHBIM / «MOIIICHHHYCCKUM> TPaH3aKIUAM.

CocTaBneHue npoduns KneHTa

CucremMa OTCJIC)KHBACT THUIIOBOE MMOBCACHUEC KIIMCHTOB B CTOPOHHHUX CHUCTEMAX, HaKallJIuBas
I/IH(l)OpMaIII/II-O (0) ﬂeﬁCTBHﬂX " onepanmiax KJIIMCHTOB, 3SHAYUMBIX C TOYKH 3PCHUA q)poz[-aHaJmsa.
Ha ocHoBe HakKoOILIEHHOM I/IH(I)OpMaI_[I/II/I IO TMOBCACHHUIO KJIIHMCHTOB COCTaBJIAIOTCA
CTaTUCTHYCCKHEC HpO(I)I/IJ'II/I KJIMCHTOB, UCITIOJIb3YCMbBIC B I[aJ'IBHeIZH.IeM IIpu NpOBCACHUUN (pr,[[—

aHaJIn3a IJIaTCXKHBIX onepaunﬁ.

Cucrema CTPOUT TUITOBYIO MOACIJIb TIOBECACHUA KIIMCHTA U IIPOBOJUT (I)pOJI-aHaJ'II/B Ha OCHOBC

CTaATUYCCKUX U NTUHAMUYCCKUX MMapaMCTPOB (BKJ'IIO‘IEUI, HO HE OFpaHI/I‘-II/IBa}ICB).

CraTtnyeckre mapamMeTphl:
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

THUT KaHAJIA;

IP/MAC-anpeca u ux reorpadus;

reorpauyeckoe MOJIOKEHUE KIMEHTa, OMNpeJesiseMoe 4epe3 CeTH MOOWJIbHOW CBSI3U
(Hampumep, UCIOJIB3YSl BO3MOKHOCTH 000PYI0OBaHMSI ONIEPATOPOB MOOUIIBHOM CBSI3H);
unentudukaTop ycrpoiicrsa (device ID);

IMSI aboHeHTa B ceTH MOOMILHOM CBSI3H;

HCIIOJIb3YEMBIC PECypChl (Hampumep, opaysep);

nH(OPMAIIMOHHBIN OTIIEYaTOK ycTpoiicTBa (devicePrint);

BPEMEHHON PEIKUM pabOTHI;

«YEpHBI» CIMHUCOK MOTy4YaTeseu;

KOJI TpaH3aKIIHH,

BO3pACT KJIMEHTA,

ID kimeHTa,

AOH,

[Togpazaenenue ooCITyKUBaHUS,

Nudopmanus no oneparopy odurca Win KOHTAKTHOTO LIEHTPA,

MCC-xox

TCT\ATM\POS-TepMuHan TpaH3akluu

JlMHaMu4YecKre mapaMeTphl:

TUMUYHOE BpeMsl Havaja paOoThl IMOJIb30BaTens (C y4EeTOM BPEMEHHOM 30HBI perMoHa
HaXO0X/ICHUs KIIMEHTa B MOMEHT NMPOBEACHUS ONepallnn);

CpelHee KOJMYECTBO OTKPBITHIX CECCUM Y KIIMEHTA;

MIOCJIEI0BATENBHOCTD (B T.4. Y4€T BO3MOXKHOCTH €€ peaiu3allii) U CKOPOCTh Nepexo/ia o

CCBUJIKaM Ha CTpaHHUIaX NPUJIOKEHUH U TIp.

Bce BBIIIICTICPCUYNCIICHHBIC ITapaMETPLI B (I)OpMaTe json—3anpoca NepeAaroTCs B IIPUITOKCHUC

AAA, KOTOpBIIl HaKalIMBaET MOJYYEHHYI0O MH(POPMALMIO U MCIOJB3yeT A JanbHenIen

OLCHKH.

BbluncneHme ypoBHeEN pucka

Monyns ouenku puckoB (Advanced Adaptive Authentication) ocymiecTBisieT MOCTpOEHHE

MOJACIN THUIIMYHOI'O TIIOBCACHUA KIIMECHTOB, BBIYUCICHUC OaiioB pUCKa COOBITHI O
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

TpaH3aKHUAX KJIIMCHTOB Ha OCHOBC MOJACIIN TUIIUYHOTO MOBCACHUS KIIMCHTOB W MMPHUCBANBACT

COOBITHSIM BBIYMCIIEHHBIE OAJITBI PUCKA.

Moyib OLIEHKH PHCKOB MPHUCBAaWBACT COOBITHIO YHUKAIBHBINA OaJll pucKa B AuanazoHe ot 0
1o 1000 (0 — muanManeHbI Oamn pucka, 1000 — makcumanbHbIN Oamn prucka). bamr pucka
BBIUUCIIACTCA 110 3HAYCHUAM PCKBU3SUTOB COOBITHA npu noMomu MOACIN TUIIUYHOTO
MOBEJICHHSI KJIMEHTOB— YeM OOJIbIIE Y COOBITHSI TPU3HAKOB OTIMYHBIX OT MOJICIA TUITHYHOTO

IIOBCACHUA KIIMCHTOB, TEM BBIIIC 0asa ero pHUCKa.

Jlis  TOCTpOCHHMST MOJENTW THIIMYHOTO TmoBeaeHus kimeHToB Advanced Adaptive
Authentication  ucmosb3yer  caMOOOydYaroIlHecs  MaTeMaTHYECKUE  BEPOSTHOCTHBIC

AJIT'OPUTMEIL.

Fraud-aHanus TpaH3aKkuUni

Cucrema OLICHUBACT COOBITHS IIpy IIOMOIIXU Ha6opa HaCTpanBa€MbIX IIPaBHJI, B PE3YyJIbTATC

4Cero Kaxxaomy COOBITHIO IMPUCBAUBACTCs OJHA U3 CIICAYIOIHUX OTMETOK!

®  (IOJO3pHUTEIbHAS) TPAH3AKIHS — €CITU COOBITHE COOTBETCTBYIOT XOTS OBl OJHOMY W3
3a/IaHHBIX B CUCTEME KPUTEPHUEB BBISIBICHUS MOIIICHHUYECTBA;
e (JIeruTUMHas» (MOJIMHHASA) TPAH3aKIMS — €CITU COOBITHE HE COOTBETCTBYIOT HU OJTHOMY

13 3aIaHHBIX B CUCTEMC KPUTCPHUCB BbIABJIICHNUA MOIICHHUYCCTBA.

AHann3 BBITOJIHICTCS CUCTEMOM ABTOMATHYECKU, B PCIKUMEC MAKCUMAJIIbHO HpI/I6J'II/I)KeHHOM K

peXKUMY peaTbHOTO BPEMEHH, IO MEPE MOTYUYEHUS COOBITUN O TPAH3aKIMIX KIIUEHTOB.
Cucrema OCylIECTBIISIET aHAJIU3 TIPU MIOMOIIH CIEAYIOIINX MEXAHU3MOB:

®  «UYCPHBIE» CITUCKH;
e «OeJpIe» CIIHCKU,
® CcTaTUYECKHe MMpaBuia;

® MOACIb TUIINYHOTO IMMOBCACHUSA KIIMCHTOB.

Mexanu3M aHanM3a Ha 0Oase CYCPHBIX» WA «OeINBIX» CIUCKOB IMpUCBanBaACT COOBITHIO
OTMCTKY <«IIOAO3PUTCIIbHAA») TpaH3aKOHsd, €CIN KakKue-1moo u3 PEKBU3UTOB ILJIATC)KHOI'O

JAOKYMCHTA IomnagaroT B ‘—IGpHBIﬁ WA OeJbIi CIIMCKH, OIIPEACIICHHBIC B CUCTEME.

MexaHu3M aHaIn3a Ha 0a3e CTaTHYECKUX IMpaBUJI OCHOBAH:
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

e Ha MpoBepKe OaIoB pHCKa COObITHA (HampUMep, eciau y COOBITHs Oay pucka OoJiblie,
4eM 3aJaHHOE B IIPaBWJIE IIOPOrOBOE 3HAYCHHE, TO €My IIPHUCBAMBACTCS OTMETKa
«TIOI03PUTENbHAS TPAH3AKIINA),

® Ha MPOBEpPKE 3HAYCHHH PEKBU3UTOB COOBITUS (HAampuMmep, €ciI B COOBITUH CUeT
HoJydaTensl IUIaTeXa OTHOCHTCS K cderaM (QelepalbHOro OrojKera, TO JaHHOU
TPaH3aKIWUU PUCBAMBAETCS] OTMETKA «JICTUTUMHAS ),

® Ha KOMOHMHAIIMM IPOBEPOK OAIJIOB PUCKAa W 3HAYCHUI PEKBU3UTOB COOBITHA (Hampumep,
eciM y COOBITHS Oaul prcKa M CyMMa I1aTexa OoJIbIle, 4eM 3aJaHHbIe I HUX B IPaBUIIC

IIOPOT'OBEIC 3HAYCHUS, TO EMY IIPUCBANBACTCA OTMETKA «KIIOAO3PUTCIbHAN TpaH3aKHI/I5[).

Mexanu3m aHaim3a Ha 0a3e MOAETH THIIMYHOTO ITOBEIEHHS KIMEHTOB BBIYUCISACT IS
KaX/0r0 COOBITHS YHUKAJbHBI Oajl pHCKa, OTpaKaloIMH BEpOSTHOCTh TOrO, YTO
TpaH3aKIMs SBISETCS MOILICHHUYECKOM. bamn pucka BbIpa’keH YHCIOBBIM 3HAYCHUEM B
nuanazone ot 0 1o 1000 (0 — muaMMaIBbHEIH 6ay pucka, 1000 — MakcuManbHBIN O0aJUT pUCKA).
Mexanu3m aHanu3a Ha 0a3e MOJENIM TUIMYHOTO MoBeAeHUs kimeHToB B ATM npucBauBaer
COOBITHIO OTMETKY «IOJI03pUTEIbHAS» TPAH3AKIIMS, €CIIM BEIUUCIIEHHBIN Oall prcka coObITUS

IPEBLIIACT 3aIaHHOC ITIOPOIrOBOC 3HAYCHUC.

Ha ocHOBannu HOJIy‘-ICHHOfI OLICHKH, HACTPOCHHLIX IMPAaBUJI U CIIMCKOB CUCTEMA OMPCACIISACT

cxeMy najibHeime o0paboTku. J{efCcTBUS MOTYT OBITH CIIETYIOIIMMH.

e Paspeminte (ALLOW) — mnpoBepka mnponuia yCHENIHO, pPa3pelieHO BBIIOJIHEHHE
TpaH3aKLHH.
e 3anperurts (DENY) — 3anpemnieno Boimonnenue tpanzakiuuu B AC EPUB.

e IIpuocranoButs (REVIEW) — nproCTaHOBUTE BBINOJHEHNE TPAH3AKIIMY JJO BBIICHEHHSI.

Ncnonb3osaHue npaswuji N CMMACKOB CUCTEMbI

B wuHTepdeiice cucTembl BBINONHSETCA HACTpOlKa KOMIUIEKTa TPaBUJI M CIIMCKOB,
ONPEIEAIOINX KOHKPETHBIE ACHCTBUSA CUCTEMBI B 3aBUCUMOCTH OT 3aIaHHBIX IIapaMETPOB U

PHUCKOB.

Hcnons30BaHne CHCTEMHBIX mapaME€TpoOB MU CIIMCKOB IIPpHU HaCTpOfIKe IMpaBUJI IO3BOJACT
CO31aBaTb YHUKAJIIbHBIC TIOJIUTUKH YHPABJICHUA PUCKAMHU, IMO3BOJIAKOIINUC «OTIOBUTH»

MOIICHHUYCCKUC IMapaMCTPhI.
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

[lepedyeHb MCHONMB3YyEMBIX CHCTEMHBIX IMapaMeTpoB sBseTcsa (puxkcupoBaHHbIM. [lapamerpsl
CIpyIIIMPOBaHbl II0 KaTEeropusM IO LEIeBOMY Ha3HadeHHro. Hampumep, B Kareroputo
«/leTanm cueta» BXOIAT TaKKe MAPAMETPBI, KaK «MMs KIIMEHTa, «9UCIIO THEH ¢ IEPBOro BXoAa

B CUCTCMY» U T.[.

[TpaBmiio OMUCHIBAET ACHCTBHE, KOTOPOE BBIMOIHSIECTCS B CITy4ae BOSHUKHOBCHHSI KOHKPETHOTO
tuma coobitusi. Hanmpumep, nerictBue «Otkasz» (Deny) MOXKET OBITh BBI3BAHO IS COOBITHS

«ITompiTKa BXoma» (Sign In), ecnu onenka pucka Baime 900.

KaxnoMy 1npaBuiy IpUCBAMBAETC  IPUOPUTET, KOTOPBIA  OIpENeNseT  IMOPSAOK
UCIOJIb30BaHUA. DTO 3HAYMUT, YTO HPABUJIO C HMPUOPUTETOM 3 OyJAeT BBIIOJHEHO paHbLIe
IpaBwiIa ¢ IpuopuTeToM 5. Kak TONbKO OJHO M3 yCJIOBUI IIPaBWJIa BBIIOJHEHO, IIPABUIIA C

HU3IIMM IPUOPUTETOM YK€ He 00padaThIBAIOTCS.

Jlnst Toro 4ToOBl MPaBHJIO OBLIO BBI3BAHO, JODKEH OBITH OMNpEIEiIeH HaOOp JIOTHYECKH
ONPEACIICHHBIX BbIpaKeHUI. BbIpaxkeHue SBISIETCS OCHOBHBIM COCTABJISIIOIIMM KOMIIOHEHTOM
omepaTopa M MOKET pacCMaTpUBaThCA Kak MepBas MOJIOBHHA YCJIOBHOTO oneparopa «Eciu-
To». Ecniu BeipaxkeHne BEpHO, TO JEHWCTBUE BBINOJHAETCA. BBIpaXKeHUs MOTYT COCTOSITh W3
JIOTUYECKH CBSA3aHHBIX (PAaKTOB, OlepaTopamMu U 3HaYeHUSIMU. HeKoTOpbie BhIpasKEHUS MOTYT

ObITh 00BenuHeHsI ¢ onepaTopamu OR mwiu AND.

Kaxxnoe npaBuiio MOKET COIEPKaTh HECKOJIBKO YCIOBHM, KOTOPBIE CBSI3aHBI IPYr C APYTOM
onepatopoM AND. Ecnu Bce yciaoBHsI BBIIOJHEHBI, TO MPABWJIO BBI3BIBAET ONPEACICHHOE
nencTere. [leficTBHe SBISAETCSA INMPENONPENCICHHBIM pPE3yJIbTaTOM, KOTOPBIA IPOUCXOIUT,
KOTJla YCJIOBHE BBINOJHEHO. J[eHCTBHS BBINOJIHAIOTCS TOJBKO TOTJA, KOTJa IIPaBUJIO B

cocTtosHuU «Padbouumity.

Tun peicrBus Onucanne

ALLOW BrInosHUTE TpaH3aKLIKIO

DENY OTKJIOHUTD TPAH3aKIUIO

REVIEW BpINOJHUTE TpPaH3aKIUMIO C€ TMOMETKOW «IIPOBEPUTH» HIIH
[IprocTaHOBUTH TPAH3AKILIMIO A0 3aBEPILICHUS KIIPOBEPKU»

Ha Pucynok. 1 nokaszan pabouunii mporiecc BBIINOJIHEHUS MTpaBUIa.
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

(]
=
E
0
) BhbinonHeHne cobbitus, Ans
[ KOTOPOro onpefeneHo
(&) npasuno
() Yes Ycnosune No
s BbINOMHEHO
g BEpHO?
=
(3
>
EcTb apyroe Ectb apyroe
BbIpaXeHue ¢ BbIpaXeHue ¢
3TUM 3TUM
ycnosuem? ycnosuem?
Yes
Yes
MpoBepuThb MpoBeputb
oneparop, oneparop,
o6beauHsIoLLnIA 06beAVHSIIOLLIA
BblpaXeHue BblpaXeHue
No
Onepatop U O Onepatop U CITEREE
paTep unm patop U
Ycnosue He Ycnosue He
BbINOITHEHO BbINOJTHEHO
CTb Apyroe
ycrioBue ¢
aTUM —
npaBunom?
No
(]
S
[} [eiicTBue He
'5 [eiicTBue cpaboTano cpa6orarno
S
Q
I

PrCyYHOK. 1 PABOYHH ITPOIECC BbIIIOJTHEHHA ITPABHJIA

B npumepe nokazaHbl pa3indHble KOMIIOHEHTHI, KOTOPhIE MOTYT 00pa30BaTh COCTOSHUS.
O6pa3er 3amoaHeHUs BeIpakeHus B Cucreme:

e Bripaxenue: Eciau KoIM4YecTBO THEH C MOCIIEIHEN CMEHBI aIpeca PaBHO J.
e Kareropus: PekBu3uThl cuera.

e [lapamerp: KonnuecTBo nHEN MOCiE MOCIEIHEN 3aMEHBI aipeca (LIeJI0€ YHUCIIO).
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

e Omneparop: PasHo.
e 3HayeHue: 5.
[TonpoOHee 0 HacTpoiiKaxX MPaBUII U CIIUCKOB , a TAKXKE UCIIOJIb3YEMbIX CHCTEMaXx MapameTpax

onucaHo B PykoBojicTBe monb3oBatesns (YIpaBieHUue IpaBUiIaMu).

MpocTaHOBKa pe3ontoLnit

[lo pesynpTaTam aHanmu3za ©U OOpaOOTKH TpaH3aKIHUM B CUCTEMaX OOCITYKHBAIOIINUX
noapasaeneHuil (corpyaHukamu KoHTakTHOro neHTpa, oduiiepamMu 0€30MacHOCTH U T.X)
BBITIOJIHSIETCS. MPOCTAHOBKA PE30IONUNA TpaH3akiusM B cucreMe. lloib3oBaTenb MOXKET

IMPOCTABUTb MOXKCT BBIHCCTU CICAYIOINE TUIIBI pe30n}0111/1171 I10 TPAaH3aKIUH B CUCTCME:

e [Ipu3HAHHO MOJJIMHHBIM.

e BeposTHO MOAJIUHHBIN.

e [lono3peHne Ha MOIIIEHHUYECTBO.

L] HOI[TBep)KIleHHOG MOIILICHHUYCCTBO.
e HemnssecrtHo.

e IIpwioxenus

Poau cucrtembl

Jlnst pa®oThI B CUCTEME KaXKJIOMY IOJIb30BaTEI0 HAa3HAYaeTCsl POJib B COOTBETCTBUU C €TI0
koMmmeTeHIMsIMHU. Posb npeacrasiser co0oil HAOOp AOCTYMHBIX MOJIb30BATEIO MPUBUIIETUI

T10 BBITIOJHEHHUIO ONPEACIICHHBIX IEUCTBUI B CUCTEME.

IIo YMOJMaHUKO B CIIPABOYHUKE HACTPOCHLI )II/ICTpI/I6YTI/IBHLIe poiin, HCAOCTYIHBIC IJId

YIQJIEHMs], HO JOCTYIIHBIE /Ul PEAAKTUPOBAHUS.

TAbBIHIA 3. POJIN CHCTEMBI 110 YMOJIYAHUIO
HasBanue ponu Onucanue
AJIMHUHHCTPATOP [Tons30Barens, BBITIOJIHSIFOLIU I byHKIIUN
agMuHUCTpaTopa cucteMsl. [loap30BaTesib UMEET JOCTYII K
MOJIYJISIM:
e VYmpaBiieHUE JOCTYIIOM.
e [lmaHMpOBIIMK.

e CrnpaBOYHUKH.
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

Anaantuk AHTH(pPOA Ilonp30oBarens MNaHHOW pOJIM  BBIIOJHSIET HACTPOUKY
MpaBWJI ¥ OCYLIECTBIISIET MOHMTOPHHI MOCTYNAIOIIUX
TpaH3akuii AuTudpon.
Ilosp30BaTens UMEET JOCTYN K MOLYJISAM:
e VhpasieHHE IPaBUIAMU
e VIpaBieHHE UHIUICHTAMU.
e CrnpaBOYHHUKH.
Anamntuk Kommiiaenc [Tonp3oBarenb JaHHOW POJM  BBINOJIHAET HACTPOMKY
IpaBWI M OCYIIECTBIISIET MOHMTOPHMHI IOCTYIAIOIIUX
Tpan3akuui Komiaenc
[losib30BaTens UMEET JOCTYN K MOJLYJISAM:
e VipasieHHE IpaBUIIaMU
e VIpaBieHHE UHIUICHTAMU.
e CnpaBOYHUKH.
Omneparop Autudpon [Tonp3oBarens OU3HEC-TIOIpaA3ICICHUS, OCYIIECTBIISIONINI
MOHUTOPHHT ¥ aHAJIU3 TpaH3aKuuid AHTUPOA.
Ilosp30Barens UMeET JOCTYN K MOJYJISAM:
e VipasieHHE IpaBUIIaMU
e VIpaBieHHE UHIUICHTAMU.
Omneparop Kommniiaenc [Tonp30Barens OU3HEC-MOAPA3ENEHHS, OCYIIECTBISIFOILU I
MOHMUTOPHHTI ¥ aHanu3 TpaH3akuui KomruiaeHe
[Tosnp30BaTens UMEET JOCTYN K MOJTYJISIM:
e VYmpasieHHE PaBUIAMH
e VmpaBieHUE UHIUJICHTAMU.
Ayautop AHTH(poj Ponb antudpon xonrponepa cuctemsl. IIpocmorp nro0oit
nH(popMaluy B cUcTeMe 0e3 IIpaBa pel1akKTUPOBaAHUS
[Tosnp30Barens UMeET JOCTYN K MOILYJISAM:
e VipaBieHHe IpaBUIaMU
e VIpaBieHHUE UHIUICHTAMU.
Aymntop Kommiiaenc Poinp xommmaeHe KoHTposiepa cucteMsl. [IpocmoTp mr060it
nHpopMalMy B cucteMe 0e3 mpaBa pe1akTHPOBAHUS

[Tonb30Barens UMEET JOCTYN K MOJTYJISIM:

Crpanunna 18|71



Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

e VmpasieHHE IPaBUIAMU

e VhpaBJICHHE UHIIMJICHTAMH.

padmyeckun nHTepdenc nonb3osartens

I'paduueckuii mHTEepdelic mnpeacTaBiaseT coOOH aBTOMAaTH3MPOBAHHOE paboyee MecCTo

MOJIb30BATEJIs 110 paboTe C CUCTEMON.
SA3bIk uHTEpdEiica CUCTEMBI:

e Pycckuii (10 yMOI4aHHUIO).

e  AHMIHACKUHA.

.-'H" :
[lepextoueHne BHIMOIHIETCS B IPAaBOM BEPXHEM YIJIy 110 KHONKE i .

Bce PEKUMBI CUCTCMBI CITPYTIIUPOBAHBI 11O MOAYJISIM B COOTBETCTBUU C UX Q)YHKHI/IOHEU'ILHLIM

Ha3Ha4YCHUCM.

TAbIHIA 4. HABUTALIMA T10 [TPHITOKEHHUIO
Monayab Hasnayenue
CnpaBoyHMKH Monaynbs pabOThl CO CIPaBOYHHKAMH CHCTEMBI. TaKUMHU
KaK: THIIbI TPAH3aKLUHI, KypChl BAJIOT, KOJbI TPaH3aKLUH,
CTPaHbI [10 PETUOHAM U T.[I.

YupasiieHue 10CTyIOM Moynbs HACTPONKH YyNIPABJIEHUS TOCTYIIOM:

e (CnpaBOYHMK IOJIb30BATENEH.

e CrnpaBOYHUK MOAPA3ACICHUM.

e Pomu

e Busyanuzanuu mapameTpoB U AOCTYIA K JAHHBIM.

YnpasJiieHue npaBuIaMu Monynb paboThl ¢ IpaBUIaMH U CIIUCKAMU:

e VYmpasieHHE PABUIAMH.

e VIpaBleHHE CIUCKAMHU.

e JlomonHUTENBHBIE NAPAMETPBI TPAH3AKLIUI
e JluHaMHU4eCKHEe OOBEKTHI pacyera

e ['eHepaTop mpaBUI

YnpasJ/ieHue MHIHAEHTAMU  Moysib pabOTHI C TPAH3AKIMSIMU U UHITUICHTAMU:
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

e AHaJIM3 TpaH3aKIMUH.
e PaccienoBaHue UHIUACHTOB.
o (CMCHEI II0JIb30BaTEIICH.
e OryeThl
e OT4eThl O paCIUCAHUIO
IlnanupoBIIUK Mopayne paboOThl C 3aJaHUSMH, BBIMOJHSIOIMIUMHUCS TI0
pacnucaHuio (IJIAHUPOBIIMK), a TakKe CIOCOOBl HUX

HAaCTPOWKHU U yIPABJICHUS

[MpunoxeHnAa

CuctemHble TMNbl TpaH3aKLI,I/|l\;I

CucreMHble THOBI TpPaH3aKIUi, JOCTYMHBI A7 pabOThl B CHUCTEME HACTPaUBAIOTCS B
koH(puryparmonnom ¢aiie. B Tabnwime mnpeacraBieH NepedeHb BO3MOXKHBIX THITOB

TpaH3aKLIHN.

TABJIMIA 5. CHCTEMHBIE THITBI TPAH3AKLIUH

Tun Tpanzakuuu Onucanue
SESSION_SIGNIN Bxox B cucremy\ayreHTH(UKALMS KIHEHTa
FAILED_LOGIN_ATTEMPT Heynaunslii BXxom\ayTeHTHQHKALINS KIIMEHTA B CUCTEMY
ENROLL Knuent peructpupyercs
UPDATE_USER KnuenTt usMensieT JaHHbIE
CREATE_USER Job6aBneHne HOBOro KIMEHTa
ACTIVATE_CARD AKTHBaNys KapTsl
OPEN_NEW_ACCOUNT OTKpBITHE CUETA
REQUEST CREDIT [Tonydenue cornacus Ha BblJIauy KpeauTa
ADD_PAYEE KnuenT noGasiisieT HOBBII MIa0JIOH
EDIT_PAYEE Knuent penaktupyer mabion
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.

CDyIIKLU/IOH'dJ'[bIIbTe XapaKTCPUCTHKU CUCTCMbI

Tun Tpanzakuun
PAYMENT
DEPOSIT
CHANGE_LOGIN_ID
CHANGE_EMAIL
CHANGE_PHONE
CHANGE_ADDRESS
CHANGE_PASSWORD
CHANGE_LIFE_QUESTIONS
CHAT_LOCK

CHAT_ESTIMATE

FAILED CHANGE_PASSWORD _

ATTEMPT
CHANGE_ALERT_SETTINGS

CHANGE_AUTH_DATA
VIEW_STATEMENT
REQUEST_STATEMENT _COPY
REQUEST _NEW_CARD
REQUEST_NEW_PIN
USER_DETAILS
WITHDRAW
CARD_PIN_CHANGE
CHANGE_CARD
CHECK
CLIENT_DEFINED

EXCHANGE

Onucanne
Coznanme miarexa
Co3nanue 3auncnenus (IPUXOIHOMN Omepainu)
W3meHeHue 1oruHa KIHeHTa
W3MeHeHue 31eKTPOHHOI 0 ajipeca KIUEeHTa
N3menenue temedoHa KIueHTA
N3smenenue agpeca KIueHTa
N3MeHeHue naposisi KIIueHTa
Knnenr wusmenser BOIIPOCHL / OTBETHI Ha CCKPETHBLIC
BOIIPOCHI
BriokupoBka MecceHmKepa
OrneHKa MecCeHKepa
[TompITKa M3MEHEHUS TAPOJIS HE yJalach
KnueHnT u3MeHsier HacTpoHKH HH(GOPMHUPOBAHUS
KnueHT u3MeHseT CBOM ayTeHTH(HMKALMOHHBIC JaHHbIE:
HOMeEp TeJie)OHA, CEKPETHBIC BOMPOCHI / OTBETHI
KnueHnt wuHHMIMupoBam 3ampoc O MPOCMOTPE HCTOPUU
oIepaLuy, IPOCMOTPa HCHOJIHEHHOTO JOKYMEHTA
3ampoc Ha MOJy4YeHHE BBITUCKH
BeltyCk HOBOI KapThl
Knuent nannmuposan 3amnpoc Ha Beimyck HoBoro IIMH-kona
KnueHT nHUImupoBat 3ampoc JIOTHHA U MaposIs
CHsTHE HAJIMYHBIX 110 KapTe
N3menenune PIN-koza kapThl
H3meneHune napaMeTpoB KapThl
[IpoBepka napameTpoB

HOHOJ’IHI/ITCHLHLIC TpaH3aKIUN

BamtoTHO-00MEHHBIE OIepalui ¢ HATHYHBIMU
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

KomMnneKT cTapToBbIX NpaBu

10

11

SIM ID B yepHOM
CIIHCKE

Hardware ID B
YEPHOM CITHCKE

Cyer momyyaTens
B YEPHOM CITUCKE

Kapta
HOTy4daTess B
YEepHOM CITHCKE

Howmep Ttenedona
HOJTydaTess B
YEPHOM CITUCKE

QIWI  komenex
IOy YaTeIst B
YepHOM CITHCKE

NWH nony4yarens
B YEPHOM CIIACKE

JloBepeHHbIil cuet
MOJTyYaTens

Bricokas olneHka
pUcKka Ha HOBOIO
MOJIy4aTens

Kpynusrit
IepeBos Ha
HOBOTO
HOTy4daTess

Kpynnas omarta
YCIIyT Ha HOBOTO
MOJTyYaTenst

TAbsIHIIA 6. CITHCOK ITPABHII.

Bce coObrTus

Bce coObrtus

Bce PAYMENT

Bce PAYMENT

Bce PAYMENT

Bce PAYMENT

Bce PAYMENT

Bce PAYMENT

Bce PAYMENT

PAYMENT ->

EXTERNAL,
EXTERNAL SB

PAYMENT ->
SERVICES

ECJIN

(Ceenenus 006 yerpotictee \ SIM ID B ciiucke SIM
ID: 9epHbIii CTUCOK)

ECJIN

(Cemenust 06 yctpoiictee \ Hardware ID B
cniucke Hardware ID: 4epHBIH CITUCOK)

ECJIN

(ITomp3oBatenbekne  ¢aktel \  Kaprta (cder)
nosrydatersi B cnmucke Caer moiydaTelns: YepHbIH
CIIHCOK)
ECJIN
(ITonmp3oBatenbckue Qakter \  Kapra (cuer)

nonyyarens B cmmeke Kapra nomywaress:
YepHBII CITUCOK)

ECJIN

(ITomp3oBatennckue ¢axtel \ Homep Ttenedona
nony4yarens B cmucke Homep Tenmedona
HOJTy9aTeNIs: YSePHBIH CIIHCOK)

ECJIN
(ITonp3oBatenmsckue Qaktel \  Homep QIWI
kouienbka B cnueke QIWI kowenek: yepHbIit
CITUCOK)
ECJIN

(IToms3oBatenbekue daktel \ UMH monyvarens B
cnucke VIMH nomyyatens: YepHbIHA CIIHCOK)
ECJIN

(CBenenus o nonyyarene miarexa \ Homep cuera
nonyyatenss B cmmcke  [loBepeHHBIM  cueT
MOJTyJaTesl)

ECJIN

(Omenka pucka \ OreHka pucka Boabine wim
paBHO XXX)

u

(Cemenust o momydatene rmiarexa \ Cpok (B
JIHSAX), B TE€YEHHE KOTOPOTO IOJIydaTelb MaTexa
cBs3aH ¢ kiueHToM PaBHo 0)

ECJIN

(Omuenka pucka \ OmneHka pucka Bboabme mim
paBHO XXX)

u

(CBenenust o mnonyudarene marexa \ Cpok (B
JIHSX), B TEYEHHUE KOTOPOTO IMOJydyaTelb IulaTexka
cBs3aH ¢ kueHToM PaBHo 0)

u

(CBenennst o tpanzakuuu \ CyMma TpaH3aKIU{
Boabsme nian paBHo XXX)

ECJIN

(Onenka pucka \ Onenka pucka boJbiie wian
paBHO XXX)

u

(CBenennst o mnomydarene mmarexa \ Cpok (B
JTHSX), B TEYCHHE KOTOPOTO MONydaTelb IUlaTeka
cBs3aH ¢ kueHToM PaBHo 0)

DENY

DENY

DENY

DENY

DENY

DENY

DENY

ALLOW

REVIEW

REVIEW

REVIEW
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

12

13

14

15

Ormnata
Hogoe
YCTPOUCTBO Ha
HOBOTO
MoJIy4aTens

YCIIyT.

ITepeBon. Hogoe

YCTPOMCTBO Ha
HOBOTO

MOy YaTest
Ormnata YCIIyT.

HoBrbll kueHT Ha
HOBOT'O
noJxyvarens

ITepeBon. Hossii
KJIMCHT Ha HOBOT'O
TOJTy9aTeNst

PAYMENT ->
SERVICES

PAYMENT >
EXTERNAL,
EXTERNAL SB

PAYMENT ->
SERVICES

PAYMENT ->
EXTERNAL,
EXTERNAL SB

u

(CBenenunst o tpanzakuuu \ CyMma TpaH3aKIH{
Boabme nan paBao XXX)

ECJIN

(Ouenka pucka \ OneHka pucka boabuie wim
paBHO XXX)

u

(CBenennst o mnomydartene marexa \ Cpok (B
JHAX), B TE€YEHHE KOTOPOTO MOIyJaTelb MIaTexa
cBs3aH ¢ kueHToM PaBHo 0)

41

(Cemenus o Tpamzakiyu \ CymMMma TpaH3aKIHH
BoJjbuie niau paBao XXX)

41

(Ceenenus 00 ycrpovictee \ Cpok (B OHAX) C
MEpBOr0  HCIHOJIB30BaHUSl JTAHHOTO MOOHJIBHOTO
ycTpoiicTBa MeHbIlle HJIM PABHO 2)

WJIn

(Cpox (B mOHSX) C TEPBOTO HCIOJIBL30BaHUS
JAHHOTO HMHTEpPHET YCTpoicTBa MeHbIle WJIH
paBHoO 2)

ECJIN

(Onenka pucka \ OneHka prucka boJibiie wiu
paBHO XXX)

u

(CBenmenust o moirydarene miarexxa \ Cpok (B
JTHSX), B T€YEHHUE KOTOPOTO MOoJydyaTeib IulaTexka
cBs3aH ¢ kiueHToM PaBHo 0)

u

(CBenenunst o tpanzakuuu \ CyMma TpaH3aKIH{
Boabme nan paBao XXX)

u

(CBenmenust 00 ycrpoiictBe \ Cpok (B IHAX) C
MIEpBOTO HCHOJIb30BaHUS JTaHHOTO MOOMIBHOTO
ycrpoticTBa MeHbIIIe WJIH PaBHO 2)

Wi

(Cpox (B mHAX) C TEPBOTO HCIOIB30BAHUI
JJAaHHOTO HUHTEpPHET ycTpolcTBa MeHbIe WM
paBHo 2)

ECJIN

(Ouenka pucka \ OrneHka pucka Boabine wim
paBHO XXX)

u

(CBenenust o mnonyudatene miarexa \ Cpok (B
JIHAX), B TE€YEHHE KOTOPOTO IOJydaTelb MaTexa
CBsI3aH C KITMCHTOM M eHbIlle WM PaBHO 1)

nu

(CBenennst o tpanzakuuu \ CyMma TpaH3aKIU{
Bosbme mau paBao XXX)

nu

(CBenenus o kMeHTe, cyeTe u kapte \ Yucino qaeit
C TIEPBOTO BXOJa B cUCTEMy MeHblIlle M1 PABHO
10)

ECJIN

(Onenka pucka \ OneHka pucka BoJibiie wiu
paBHO XXX)

u

REVIEW

REVIEW

REVIEW

REVIEW
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHUS MOIIICHHMYECKNX TpaH3akmuid «Smart Ftaud Detectiony.
OYHKIIMOHATILHBIE XaPAaKTEPUCTUKU CUCTEMBbI

16 Perucrpanus PAYMENT ->
MOOMIIBHOTO EXTERNAL,
mpmwioxeanss U EXTERNAL SB,
mepeBox  Mexny SERVICES

CBOMMMU CUCTaAMU

KOMNAeKT CTapTOBbIX CNUCKOB

TabinunA 7. CIIMCKH.

Cuer mosyyartessi: YepHBIH
CIUCOK

Kapra MoJIy4yaTeJif:
YepPHbIH CIHCOK
Homep TeaedoHa
MOJIy4aTesIs: YepHbIii
CIIMCOK
QIWI komenek: 4epHbIH
CIIMCOK
IP: yepHBIii CIHCOK

: YepHbIH
CIIMCOK

HNHH nonyyarensi: CIHCOK
Ha0I0eHus

BUK \ SWIFT nosayuareJsi:
CNIMCOK HA0JII01eHusl
BIN mnouy4yarens:
Ha0II0AeHus
Hnentndukarop KiaueHra:
CIIMCOK HA0JII01eHusl
JdoBepeHHbIH
noJiy4yareJist

CIIUCOK

cuer

String
String

String

String

IP anmpec
String

String
String
String
String

String

(CBenmenust o moirydarene mmiarexxka \ Cpok (B
JIHSX), B TE€YEHHE KOTOPOTO IOJIydaTelb MaTexa
CBSI3aH C KIIMeHTOM MeHbIIe HJIH paBHO 1)

u

(CBenenunst o tpanzakuuu \ CyMma TpaH3aKIH{
Boabme nin paBao XXX)

u

(CBeneHnus o KIIMEHTE, cdeTe U kapte \ Uucno qHei
C TIEPBOTO BXOza B cucteMy MeHblle W1 PABHO
10)

ECJIN

(Ouenka pucka \ OmeHka pucka boabuie uiam
paBHO XXX)

41

(ITonp3oBatennckue daktel \ KonnyecTBo nHel ¢
MOMEHTa pPErHCTpalui HOBOTO  MOOHMJIBHOTO
npuinoxeHus MeHbIe HId paBHO 1)

u

(ITonmp3oBatenbckue daktel \ CymMma onepaiuii
kinueHTa 3a cyTkd B MOBILE u WEB Bouibuie
Wi paBHO XXX)

41

(ITonp3oBaTtensckue pakTsl \ KomrraecTBo MUHYT €
MOMEHTa TIepeBOJja MEKAY CBOMMH CUYETaMH
Menbie uian paBuo 120)

Crnucok CIIOXHX C4eTOoB  <IyCTO>
MoJTyyaTesnen

CIucoK «IIOXUX» KapT noiyvyarened — <mycro>
Crucoxk «IIOXHUX) HOMEpPOB  <ITyCTO>
Tene(h)OHOB TMOTyJaTeei

QIWI xomenex: YepHBIA CITIUCOK <IIyCTO>
UYepHslii criucok IP anpecos <mycTo>
CIHCOK «TTOXUX <mycro>
CIHCOK  «IIOI03PUTENIBHBIX) <IyCTO>
Crmcok  «mopmo3purenbueix» BUK \  <mycro>
SWIFT Ganka mosy4areins

Cnucox  «nogo3putensHbix» BIN  <mycro>
0aHKa rmoJryJaTens

Wnentndukarop KIMEHTa: CHHCOK —<ITyCTO>
HaOJIro e

Crnucok JIOBEPEHHBIX C4eToB  <IyCTO>
HnoIyJarenen

REVIEW
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Cuctema oOHapYKCHHS U MTPEIOTBPANICHIS MOIIICHHNIECKAX TpaH3aknnii «Smart Ftaud Detection».
@DyHKIMOHAJIbHbIE XaPAKTEPUCTUKU CUCTEMBI

B naHHBIA CHHCOK BXOHAT CcYeTa

OXO/KETHBIX OpTaHU3aIIH:
HaJIOTOBBIE, TOCYapPCTBEHHBIE OPTaHbI
U T.OL
PuckoBnbie NOCTABIIMKH = String PuckoBble MOCTaBIIMKY yCIyT <mycTo>
yeayr
SIM ID: 4yepHbIii CIHCOK String SIM ID: gepHsbIil cIUCOK <mycTo>
Hardware ID: d4epubli String Hardware ID: uepHblii cincok <mycTo>
CIHCOK
Ilono3purenbHbIe String ITomo3purensHbiit HoMep mocTaBuiyka — <mycTto>
TMOCTABIIMKH yeJayr yeiyr Unarepuera u3 GeolP
HNnTepHeTa
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Cucrema oOHapyXKSHHS U TIPEIOTBPAICHIS] MOIICHHUYeCKNX TpaH3aknuid «Smart Ftaud Detection». @yHKIIMOHAIEHBIE XapaKTEPUCTHUKH CHCTEMBbI

CTpyKTypa 3anpoca cepsuca 06paboTku cobbITUIM BceX KaHanoB 0b6cnyKnBaHUA

Baok JSON ITapamerp Onucanue
JSON

< CALL CENTER
< OTHER

< ISSUER\

< WEB

< MOBILE

< SMS

< WEBKIOSK
< MESSENGER
< BRANCH

< BRANCH

- version Ucnonszyemas sepcust JSON mporokona
Koncranra 2.1
event actionType Unentndurarop Meroa, KOTOPBIN TpeOyeTcs BBIIOIHUTE BO Hpo- M MMMMMMMM M
MOHHUTOPHHTE
Bo3mosxHbIE 3HaUECHUS:
ANALYZE - ananu3 TpaH3akuuu
NOTIFY - undopmupoBanue o TpaH3aKIHN
UPDATE - o6HOBIIeHHE HHPOpMAIIH TI0 paHee 00paboTaHHON
TpaH3aKIUH
event channel Tun kaHana cBsA3U, Yepe3 KOTOPBIM OCYIIECTBISETCS CBA3b KIUEHTA C M MMMMMMMMM
0aHKOM
Bosmosxurie 3HaueHns: ISSUER, WEB, MOBILE, SMS, WEBKIOSK,
CALL CENTER
WEB, MOBILE, SMS, WEBKIOSK, CALL CENTER, ISSUER,
ACQUIRER, BRANCH, MESSENGER, OTHER
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Cucrema 06Hapy>}<eHm{ U NIPCAOTBPALICHHUA MOILICHHUYCCKNUX TpaHﬁSaKHVIﬁ «Smart Ftaud Detection». q)yHKL[I/IOHaHBHBTC XAPAKTCPUCTHKU CUCTCMBbI

Baok JSON ITapamerp Onucanue 5
&
JSON ; ¢ 7 o ,
b g 88 2 oz
i 3 S % &0 0
= = - »n Z Z' =
D(RA A ,», A O @ bz
niE QS H Z oA é é P =
L. 2 2 & 2 U 2 @8 &0
event subchannel JomomauTensHas nHGOpManys 00 UCTIOIh3yeMOM KaHajle IepeIadn O O O 0O 0O 0o O o o o
JAHHBIX
event type Tun coObITHS M MMMMMMMM M
Crucok 38adenuil B [Ipmioxkenuu 3. Tunsl coObITHN cepBrca 00paboTKH
COOBITHIA BCEX KaHAJIOB 0OCTYKHBAHUS
event subtype KnuenTckoe nmoco0biTre M MMMMMMMM M
event eventDescrip  Ommcanue M MMMMMMMM M
tion
event timestamp Bpemsadopmuposanus SOAP-3anpoca B popmate ISO 8601: YYYY- M MMMMMMMM M
MM-DD HH:mm:SS.mmm
event.provider = orgName Oprasun3zanusi, K KOTOpOW NPHUHAUICKHUT I10JIb30BaTENb B cUcTeMe (Qpoj- M MMMMMMMMM
MOHHUTOPHHTA.
event.provider = areald Tep.6ank \ @unnai, K KOTOPOMY MPUBA3aH KIUCHT O O 0O OO0 O o o o o
event.consume  id Wnenruduxarop kiueHTa M MMMMMMMM M
r
event.consume  login Jlorun knuenTa - M M- O O O O - O
r
event.consume = lastName damunus KIHEeHTa O 0O o0 O o O O O - O

r
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baoxk JSON

event.consume
r
event.consume
r
event.consume
r
event.consume
r
event.consume
r
event.consume
r
event.consume
r
event.consume
r

event.card

event.card

ITapamerp
JSON

firstName

patronymicN
ame

birthdate

idDocument
Type
idDocument
Number
clientSegmen
t

type

INN

cardnumber
cardSequenc

eNumber

Onucanne

Wwmsa xnuenra

OT4ecTBO KJIMEHTA

Harta poxxnenus KiveHra

Tun JOKYMEHTA KJIMCHTA

HOMep AOKYMCHTA KJIMCHTA

CerMeHT KIMeHTa

Tun xiuenra

MHH xnuenTa

Howmep kapTh! knuenra

[opsinkoBeIii HOMep KapThl (MTO3BOJISIOMINN MPUKPETUTD K OTHOMY CUETY

PAN HeckonbKO pa3nuyuHBIX KapT)

O ISSUER\

0)

O WEB

®)

© MOBILE
O sMsS

®)

®)

=

~
AR ;
8 zZ =z =
E|MUUZC‘
= @ oz Zi4
R O @« o
Lﬂ<@§§fh
2 U 2 @ @10
O o0 O o - o
O o0 O o - O
O o0 O o - O
O o0 O o - O
O o o o - O
O o0 O o - O
O o0 O o - O
O o0 O o - O
OMMM- M
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Baok JSON ITapamerp Onucanue 5
& .
JSON , v T o ,
b e 888 oz
-4 E - E Q| 2 O O 7
= = -z Z =
D(RA A ,», A O @ P
iR Q T B £ H ~ xfE
L. 2 2 & 2 U 2 @8 &0
event.card cardBIN BIN kapThI KIueHTa M O O O O O O O - 0]
event.card cardIssuerSy  ID miaTeXHOH CHCTEMBI SMUTEHTa KapThI © |[=|= |zl |2 = |= = |-<
stem
event.card issueDate Bpewms BbllTycka KapThl O - - - - - - - - -
event.card expireDate CpoK JIeHCTBHS KapThl M Il- |- |- [= |2 |- |- |- R
event.card cardIssuerld = ID smwuTeHTa KapTHI O - - - - - - - - -
event.card cardOwner Bnapenern xapt O |- |- |- |=|=|=1]-1- -
event.card cardcategory = Kateropus kapTsl O - - - - - - - -
event.card consumerCat  Kareropus kiaueHTa (4acTHbIH \ KOPIOPATUBHBIIA) O |- |- |- |- |- |-1]-1]- /|-
egory
event.card availableBala [locTynHblit GanaHc 10 KapTe O - - - - - - - - R
nce
event.card availableBala Bamtora goctymHoro 6anaHca mo kapre O |- |- |- |= |[= |2 1]-=1]- R
nceCurrency
event.card dailyLimit JIumurt no kapre O - - - - - - - - -
event.card dailyLimitCu Bamora ntumura 1o kapte O |- |- |- |- 1|-1|-1-1- 1-
rrency
event.card cardIssuerCo = Kop ctpaHsl sMUTEHTa KapThl o - - - - - - - - .
untry
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Baok JSON ITapamerp Onucanue 5
& .
JSON : % 7 .
2 e 882 =z
i 3 S % &0 0
= = - »n Z Z' =
D(RA A ,», A O @ bz
niE QS H Z oA é é P =
L. 2 2 % 2 U 2 @8 &0
event.card cardCity T'opon o - - - - - - - - -
event.card cardCurrency Bamora KoHTpakTa o - - - - - - - - -
event.card cardBrand KapTouHsiii mpoayKT o - - - - - - - - -
event.card cardType Tun kapTe o - - - - - - - - -
event.card Servicecode = CepBUCHBII KO KapThl M - - - - - - - -
event.call operatorLogi  Jlorun onepaTopa KOHTaKTHOTO IIEHTpa - - - - - M- M- -
n
event.call reverseNumb  Howmep Tenedona (AOH) - - - - - M- - - -
er
event.call IVRLastPoin ' Ilocnenuuii mynkt B [IVR 1o onepatopa - - - - - 0 - - - -
t
event.call VSPIndicator IIpu3Hak oOpartiieHus: COTpyIHHUKA odrca - - - - - 0 - - - -
event.call callCenterTe  TeppuTopHaibHas IUIOMIAAKA OIiepaTopa - - - - - 0 - - - -
r
event.call requestStartT ~ Bpems perucrpanuu oOparieHus - - - - - 0 - - - -
ime
event.call requestEndTi = Bpems 3aBepiienus peructpanuu oOpaiieHus - - - - - 0 - - - @ -
me
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Baok JSON ITapamerp Onucanue 5
& .
JSON ; ¢ 7 o ;
b e &8Pz
i 3 S % &0 0
= = - »n Z Z' =
D(RA A ,», A O @ bz
niE QS H Z oA é é P =
L. 2 2% 2 J 2 @a @0
event.call resolutionAn = Pe3omronust ¥ KOMMEHTapHit - - - - - 0 - - - -
dCommend
event.call numberDiale = Homep, Ha KOTOpBIH TO3BOHKI KIIUEHT - - - - - 0 - - - -
d
event.call authScheme = Cxema ayreHTH(UKAINN - - - - - 0 - - - -
event.call blockReason = IIpuunHa 610KUPOBKH - - - - - 0 - - - @ -
event.call secretWordF = CueTunk HEyCIHENIHBIX MOMBITOK Ha3BaTh KU - - - - - 0 - - - -
ailedCount
event.call skillGroupTr = KonmuecTBo nepeBo1oB BbI30Ba ONEPATOPOM HA APYTYIO CKHJUI-TPYIILY - - - - - 0 - - - @ -
ansferCount
event.call trivialSecret  IIpusHak TpuuansHOro KU - - - - - 0 - - - -
WordIndicat
or
event.deviceRe = devicePrint OtneuyaTok ycTpoiicTBa u3 http-3ampoca web-kimeHTa - M- - - - - 0 O -
quest Hudopmariiusi, coOpaHHasi CKPUIITOM js
event.deviceRe deviceToken Cookie. [Tapamerp mepenaercsi B OTBETE Ha MPEABIAYIIAN 3aIIPOC B - o - - - - - 0 0 -
quest Cookie paMKax CEeCCHU M yCTaHABIMBACTCS HA YCTPOBE.

[Tone onuuonansHo A kanana WEB Toibko B cilydasix, KOra moJs He

MOTYT OBITh MOJIYy4YCHBI:
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baoxk JSON

event.deviceRe
quest
event.deviceRe
quest
event.deviceRe
quest
event.deviceRe
quest
event.deviceRe
quest
event.deviceRe
quest
event.deviceRe
quest
event.deviceRe

quest

ITapamerp
JSON

mobileSdkD

ata

ip

userAgent

httpAccept

httpAcceptLa
nguage
httpAcceptC
hars
httpAcceptE
ncoding

httpReferrer

Onucanne

- I[TockobKy KyKa MOXET MPOTYXHYTh MJIM KJIMEHT BIEPBBIC 3aX0IUT B
JbO, 1o oT knMeHTa 3HaueHue He npuzaet, JJbO nanHoe mone oTnpaBUT
HE3aTI0THEHHBIM.

HNudopmanius 0 MOOUIIBEHOM yCTpOiiCcTBE

HNudopmanus cobupaetcs ¢ ucnonb3noBanreM SDK Oubnmorexku
Bremnnii [P-agpec ycTpoiicTBa KIMEHTA

3nauenue 3aromnoBka User-Agent u3 http-3anpoca web-kimueHTa
[Mapamerp http-accept u3 http-3ampoca web-ximenTa

[Mapametp http-accept-language u3 http-3anpoca web-kinuenra
[Mapametp http-accept-charset u3 http-zanpoca web-kimeHTa

[Mapametp http-accept-encoding u3 http-3ampoca web-kinenTa

3Hauenue 3aronoBka Referer HTTP-3anpoca

ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

OTHER

=
=5
S5 7z = =
=R ON
<3 2 z 7z
223 5
O = M m!
- - 0 0O -
- - 0 O -
- - 0 O -
- - 0 O -
- - 0 O -
- - 0 O -
- - 0 O -
- - 0 O -
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baoxk JSON

event.messeng

er
event.kiosk

event.kiosk

event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk

event.kiosk

event.kiosk

ITapamerp
JSON

ID

atmID

atmOwner

branchCode
postalCode
region

area

city
placeType

street

streetNumber

building

address

isOperationC

ardless

KUId

Onucanne

Wnentudukatop MecceHmKepa

YHHUKaNbHBIN HACHTH()HUKATOP YCTPOHCTBA
FI - coOcTBeHHOE CTPOICTBO OaHKa;
OTHER - uyxoe yctpoiicTBo nns banka
OO6cmy>xuBarolee OTIeICHIe
ITouToBBIN HHIEKC

PernoH, B koTopom ycTanoBieHo YC
Paiion, , B koTopoM ycTaHoBieHO YC
I'opon, B koTopom yctanoBieHo YC
Tum HaceneHHoro MyHKTa

Yuna

Homep noma

Kopmyc /cTpoenne

Anpec CBOOOTHBIN CTHIIb

[Ipu3Hak npoBeneHus onepanuii 6e3 NpeabsIBICHNs KapThl

Howmep xaccororo y3na (KY)

ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

© £

© 0 o o o o o o o o O

CALL_CENTER

< MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk

event.kiosk

event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk

event.kiosk

ITapamerp
JSON

VSPid
atmVendor
atmModel
atmPlace
YCType
cashln
currencyExc
hange
merchList
dateOpen
dateClose
workTime
cardTypes
closed
phone
phoneCode
instTypeNam

(&

Onucanne

BnyTpeHnHee otaenenue
[Ipoussogurens YC

Mogens YC

Mecto ycranoBku YC

Tun YC

Hannune moxyns npuemMa HaIMYHBIX

[Ipu3Hak Hamu4uust 0OOMEHa BaIIOTHI

MepuaHT

[ara perucrtpanuu

Jarta O10KUpOBKU

Pexxum noctynHoct

Tun 06cmyKUBaeMBbIX KapT
[Tpu3Hak OIOKMUPOBKH

Kon mexnyroponnoit cBszu
Tenedon conpoBoKACHHS

Crioco6 ycTaHOBKH

' ISSUER\

WEB

' MOBILE

© O O o O o0 ©0 O O

SMS
© O O O O O OWEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk
event.kiosk

event.kiosk

event.kiosk

event.kiosk

event.kiosk

event.kiosk

event.kiosk

event.kiosk

event.kiosk

ITapamerp
JSON

instLoc
cashinAcc
cashinPay
serviceOrg
latitude

longitude

instPlaceCatl

d

accessName

orgNameCyr

INNOrg

KPPOrg

KIOOrg

prGeo

scoring

Onucanne

IMonpoOHOE onMcaHne MECTa yCTaHOBKU

[Ipuem HaTMYHBIX HA CUET KapThI

[IprieM HATMYHBIX JUTSI OIUIATHI YCIYT

Opranusaiys, Ha TEPPUTOPUHU KOTOPO# ycTaHoBieH OankoMat/UTT
[ITupoTa MecTa yCTaHOBKH B Tparycax

Jlonrora MecTa yCTaHOBKH B Ipajycax

Kareropus YC

HocTtynHocTh

HaunmenoBanue opranuzamnuu 311

WNHH opranuzarmmm, KoTopas Ha cBoeil TeppuTopuun ycranoBuia Y C s
BBIJIAYH 3apIIIaThl U JPYTHUX ONEpaluil COTPYIHUKOB

KIIIT opranmu3anuu, KOTOpas Ha CBOel TeppuTopuu ycrtanosuna Y C s
BBIIAYY 3apIIIaThl U JPYTHUX ONEpaliil COTPYIHUKOB

KHMO opranusanmu, kKoTopas Ha cBoel TeppuTopuu ycrtanosuia Y C s
BBIIAYM 3apIIIaThl U JPYTUX ONEPAliil COTPYIHUKOB

[IpusHak ycTaHOBKH '"reomMapKeTHHT"

Ckopunrossiii 6ain YC

' ISSUER\

WEB

' MOBILE

SMS
© O O O O O OWEBKIOSK

®)

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.kiosk

event.kiosk

event.kiosk

event.kiosk

event.kiosk

event.kiosk

event.sms

event.sms

event.sms

event.sms

ITapamerp
JSON

inOutATM _
Org
dtLastModif
SbStatusUS
Name
sbStatusUSC
ode
sbCondition
USName
sbCondition
USCode
phone numb
er
amount_othe
r_2days
amount othe
r 3days
amount othe

r_today

Onucanne

[lonpaznenenue, ocymecTBiIsIONIee 3arpy3Ky/BHITpy3Ky Y C

Hata nocnexanero nzmenenus YC

HaumenoBanue craryca YC

Kon cratyca YC

Hanmenoaunune cocrosiausg Y C

Kox cocrostans YC

Howmep Tenedona ornpaButens 3anpoca

Orutara 4y>koro TejaedoHa, cymma orepanui 2 JHs Ha3a

Omnara uy>xoro TenedoHa, CyMMa ornepanui 3 1Hs Ha3aj

Omnara qYyKO0ro Teﬂe(i)OHa, CcymMMa onepaunﬁ 3a CCI‘O,Z[HSIH_IHI/Iﬁ JCHb

ISSUER\

WEB

MOBILE

SMS
O WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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Baok JSON ITapamerp Onucanue 5
= .
JSON ; Xz = .
_ = s % = =
2 3 S Y a0 0ix
= = -z Z =
o ( M R, M - @ ! =
niE QS H Z oA é é P =
L. 2 2 % 2 U 2 @8 &0
event.sms amount othe Orwuiara gyxoro TenedoHa, CyMMa OIepannii 3a BYepaIIHui 1eHb - - - 0 - - - - - -
r_yesterday
event.sms amount p2p  P2P mepeBoabl, cymma oneparuii 2 1Hs Ha3aja - - - 0 - - - - - -
_2days
event.sms amount p2p  P2P mepeBoabl, cymma oneparuii 3 nHs Ha3axa - - - 0 - - - - - -
_3days
event.sms amount p2p | P2P mepeBojpl, cymma ornepaiuil 3a CErogHsIIHIN JeHb - - - 0 - - - - - -
_today
event.sms amount p2p  P2P mepeBoasl, cymma oneparuii 3a BUEpaltHUi JeHb - - - 0 - - - - - -
_yesterday
event.sms amount self = Ormurara coOcTBeHHOTO Tene(oHa KIIMEHTa, CyMMa orepanuii 2 qus Hazag, - - - O - - - - - -
2days
event.sms amount_self  Ormara coOCTBEHHOTO TejieoHA KIMCHTa, CyMMa OIiepaliuil 3 aHS Ha3a] | - - - 0 - - - - - =
3days
event.sms amount_self = Omnara coOcTBEHHOTO Tese)OHA KIIMEHTa, CyMMa OTlepaliuii 3a - - - 0 - - - - - -
today CETOIHSALIHUK IEHb
event.sms amount_self  Omuata coOcTBeHHOr0 Tene(oHa KIMEHTa, CyMMa onepanuii 3a - - - 0 - - - - ]- -
yesterday BYEPAIIHUI J1CHb
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baoxk JSON

event.sms

event.sms

event.sms

event.branch

event.branch
event.branch

event.branch

event.branch
event.branch
event.branch
event.branch
event.branch
event.branch

event.branch

ITapamerp
JSON

legit 45 day
]

phone max
ratio
phone_perce
ntile ratio
ActualAddre
ss

Branch
Office
DisplayNam
e

TerBank
OneHand
VipVSP
OperatorVSP
Position
Department

PersNumber

Onucanne

Ywucno nernTMMHBIX (DMHAHCOBBIX OIIEpAIMid KIIMEeHTa 3a 45 mHel B KaHaje

MBK

Bo ckonbko pa3 oruiata TesnedoHa 3a CeroAHSsIIHUN JeHb O0JIbIIe
MaKCHMaJIbHOT'O IIaTeXa

Bo ckonbko pa3 orutarta tenedoHa 3a CeroAHsIIHNEN JeHb OOJbIIIe
NEPUCHTUWIBHOT'O IIATCXKa

Anpec oduca hakTHIECKHIA.

Homep dunmana
Howmep oduca

OTto0parkaeMOe HAMMEHOBAHHE

Homep TeppuropuaibHOoro 6aHka
[MpusHak ogHOpYyKOTrO Oodurca (true/false)
[Tpusnax BUIT oduca (true/false)

®UO cotpynHuka oduca

Jl0mKHOCTD

[Nonpaznenenue

TabenpHBIN HOMEP COTPYTHUKA

ISSUER\

WEB

MOBILE

)
wn
o
£
N
=
z =
o -
O_
O_

=

=5
5.555;94
L
O = & @m0
- - 0 O -
- - M M -
- - M M -
- - 0 O -
- - 0 O -
- - 0 O -
- - 0 O -
- - 0 O -
- - 0 O -
- - 0 O -
- - 0 O -
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baoxk JSON

event.branch

event.branch

event.branch.h
ost
event.branch.h
ost
event.branch.h
ost
event.branch.h
ost
event.branch.h
ost
event.branch.h
ost
event.branch.h

ost

ITapamerp
JSON

RestrictedAr
eaType
RestrictedAr
eaName

HostName

ExtInTraffic
Volume
IntInTrafficV
olume
ExtOutTraffi
cVolume
IntOutTraffic
Volume
ExtDNSReq
uests
IntDNSRequ

ests

Onucanne

Tun moMereHust ¢ OrpaHUYC€HHBIM JOCTYIIOM

HanmenoBanue MMOMEUICHUA C OTPAaHUYCHHBIM JOCTYIIOM

ms xocrta B OaHke

Bremranii Bxomsmmii Tpaduk 3a mocieaare N MUHYT B OaiiTax

BryTpennuit Bxomsmuii Tpaduk 3a nociegaue N MUHYT B OaliTax

Bremmanii ncxonsamuii Tpaduk 3a mocnenare N MUHYT B OaiiTax

BuyTtpennuii ucxonusmuii Tpaduk 3a nocneaare N MUHYT B 6aliTax

KomnnuectBo BHemHux DNS 3anpocos 3a nocinennue N MUHYT

KomnnuectBo BHyTpeHHnx DNS 3anpocos 3a nociaennue N MUHYT

ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER

C BRANCH
OTHER

C BRANCH
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baoxk JSON

event.branch.h
ost
event.branch.h
ost
event.branch.h
ost
event.transacti
onData
event.transacti
onData
event.transacti
onData
event.transacti
onData
event.transacti
onData
event.transacti

onData

ITapamerp
JSON

ExtHTTPRe
quests
IntHTTPReq
uests
TrafficStatsl
nterval
clientTransac
tionld

amount

currency

CardholderA
mount
CardholderC
urrency
Replacement

Amount

Onucanne

KonunuectBo BHemHnx HTTP 3anpocos 3a nociegaue N MUHYT

KomnuectBo BryTpennux HTTP 3ampocos 3a nocneanrie N MUHYT

HHTepBan B MUHYTaX, 32 KOTOPBIM PEAOCTABIISAECTCS CTATUCTUKA 10

TpaduKy

Wnentnduxarop KTUEHTCKON TpaH3aKIUN

CYMMa II1aTe»Ka B BAJIKOTC IJIaTCXKa

Banrora mnatexa

CyMMa TpaH3aKII|H JepKaTesst KapThl B BAIFOTE SMUTEHTA

Bamrora cuera kiimenra

CYMMa peBepcnpOBaHHoﬁ TPAaH3aKIUU B BAJIFOTC TPAH3aAKIIUN

ISSUER\
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Baok JSON ITapamerp Onucanue 5
& .
JSON : % 7 .
2 e 882 =z
i 3 S % &0 0
= = - »n Z Z' =
D(RA A ,», A O @ bz
niE QS H Z oA é éf =
L. 2 2 & 2 U 2 @8 &0
event.transacti = ConversionR = Kypc nepecdera cyMMBI miaTexa B CyMMY TPaH3aKI[HH B BATIOTE o - - - - - - - - |-
onData ate SMUTEHTA
event.transacti = CashOutAm = Cymma BblaBaeMbIX HUTMYHBIX B POS-TepMuHamax o - - - - - - - - -
onData ount
event.transacti = schedule Pacniucanuie TpaH3aKIuii: - 0 0O 0O 0O O o o o o
onData IMMEDIATE— HemeaneHHbIH epeBo
SCHEDULED— 3aniaHnupoBaHO HA MO3JHUN CPOK
RECURRING— noBTOpsIOmMiicsS OepeBoy
event.transacti  executionSpe = CKOpOCTb TpaH3aKLHH: - 0 0O 0O O O O o o o
onData ed SEVERAL DAYS - B TeueHUM HECKOJIBKUX JHEH;
OVER NIGHT - B TeueHuu 01HON HOUH;
FEW_HOURS - B Te4eHHN HECKOIBKHX YacoOB;
REAL TIME - Tak cKOpo, KaK 3TO BO3MOXHO.
event.transacti = medium MeTtos niepeBojia CPEACTB MEXKTY MOJIb30BATEIEM U TIOTy4aTeIeM: - 0 0O 0O O 0O o o o o

onData

INTERNAL - nnaTexu KOHTpareHTy OCyHISCTBIISIOTCS B HaIll OaHK
WIRE - nnaTexu KOHTpareHTy OCYLIECTBIISIFOTCS B APYTOM POCCUHCKHIA
0aHK

INTL_WIRE - nitate:xu KOHTPareHTy OCYIIECTBIISIOTCS B 3apyOeKHBIH

0aHK
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baoxk JSON

event.transacti
onData
event.transacti
onData
event.transacti
onData
event.transacti
onData.payer
event.transacti
onData.payer
event.transacti
onData.payer
event.transacti
onData.payer
event.transacti
onData.payer
event.transacti

onData.payee

ITapamerp
JSON

payeeAmoun
t
payeeCurren
cy
payeeCurren
cyRate

number

numberlBA

N

name

routingCode

accountType

number

Onucanne

CyMMa maTexa B BaJIIOTE [TOIydaTes

Bamora nonyuaresns

Kypc nepecuera cymMsbl I1aTexa B BaJIIOTY IOIydaTess

Howmep cuera \ UnenTudukarop rmiarensinuka

Howmep cuera knnenTa B popmare IBAN

HaumenoBanue IJIaTCIbIINKa

BUK 06aHka cuera 1uiarenbliKa

Twurm cuera miaTenpIIKa

[pu onepanusix Mo BHYTPUOAHKOBCKHM CUETaM - THIT BHYTPEHHETO cUeTa

Howmep cuera \ Unentudukarop nmomyyarens

ISSUER\

O WEB

®)

© MOBILE

o

SMS

=
e

AR ;

oS8z £ E,
2 082 Jia
R O @« b
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2 O = @8 &!0
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- - - 0 - O
- - - 0 - O
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baoxk JSON

event.transacti
onData.payee
event.transacti
onData.payee
event.transacti
onData.payee
event.transacti

onData.payee

event.transacti

onData.payee

event.transacti

onData.payee

ITapamerp
JSON

numberlBA
N
name

routingCode

bankType

accountType

ownershipTy
pe

Onucanne

Howmep cuera nomygarens B popmare IBAN

HaumenoBanue nomyyarens

BUK 0aHka cuera noiaydaTens

Tun Oanka momydaTens:

OTHER _BANK - cuer, Ha KOTOPBIil OCYIIIECTBIISIETCS IEPEBO/I, B IPYTOM
OaHKe;

SAME BANK - cyer, Ha KOTOpBIA OCYIIECTBISETCA IEPEBOA, B "HaIeM"
OaHKe

Tum cyera momyyarens ruiaTexa:

BILLER - ucnonbe3yercs IIpH OIJIaTE CYETOB MEXY KIMEHTOM U
KOHTpareHTamu;

PERSONAL ACCOUNT - ucrons3yeTcst s IEPEBOIa CPEICTB MEKTY
JUYHBIMH cYEeTaM

[Mpu onepanusix Mo BHYTPUOAHKOBCKHM CUETaM - THIT BHYTPEHHETO cUeTa
Hampasnenue, B KOTOPOM MepeaaroTCs CpencTBa (IorydaTesn):

ME TO YOU - cyer, Ha KOTOPBIH OCYIIECTBIISETCS TIEPEBO/I,

O ISSUER\
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baoxk JSON

event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe

quest.atm

ITapamerp
JSON

id

Terminalld

merchantld

MerchantNa
me
subMerchant
Id
subMerchant
Name

MCCGroup

MCC

Onucanne

MIPUHAJICKUT KOHPAreHTy,

ME TO ME - cyer, Ha KOTOpBIN OCYIIECTBISIETCS IEPEBO,

MPUHAAJIC)KUT TOMY KC KIIMCHTY.

YHHUKaNbHBIN HACHTH()UKATOP YCTPOHCTBA

YHUKaIbHBIN HISHTH(PUKATOPTEPMHUHATIA

HanmeHnoBaHne/naeHTH(UKATOD BIIaeNblla TEpMUHATIA

Onrcanue/HaMMEHOBAHKE BJIaACJiblia TCpMHUHAJIA

Sub-Merchant ID

Sub-Merchant Name

Kareropust Merchant Category Code

Merchant Category Code

ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.deviceRe

quest.atm

event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe

quest.atm

ITapamerp
JSON

isFiOwner

AcquiringlIC

ForwardingIl
C
ReceivinglIC

AcquiringlC
ountry
TERMINAL
country
TERMINAL
continent
TERMINAL
city
TERMINAL

state

Onucanne

[IpuHaIeXKHOCTH YCTPOKCTBA:

- FI - coOcTBeHHOE CTpOIICTBO OaHKa;

- OTHER - uyxoe ycrpoiictBo s banka

Wnentuduxarop skBaiiepa

Unentndukarop OaHka, KOTOPHIN HepenaeT cooOIeHue

WneHTH(UKATOp HHCTUTYTA, TOJYYAIOLIETO 3aIpoC

Kon ctpansl 3xBaiiepa

Crpana pacroyioxeHus: ycTpoicTBa

KOoHTHHEHT cTpaHBI pacoNoKeHus yCTpoiicTBa

T'opon ycTpoiicTBa

Irar \ Paiton

< ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe

quest.atm

ITapamerp
JSON

TERMINAL
address

street

TERMINAL
Regionld
placeType

TERMINAL
Zip
VirtTerm

prGeo

vendorCateg

ory

language

Onucanne

Anpec ycTpoicTBa

Vuia, Ha KOTOPOH PacloyIOAKEH JaHHBIA TEPMUHAI

Peruon repmuHana

Tun HaceIeHHOro IMyHKTa PAacoIOKEHUS TEPMHUHAIIA

[TouToBEI UHAEKC YCTpOMCTBA

[Ipr3Hak BUPTYaIbHOrO TEpMHUHAIA

[Ipu3Hak ycTaHOBKH 'T€OMapKETHHT'

Kaxreropus BeHI0pa ycTpoiicTBa

S3bIK ycTpoHCTBa

O ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm
event.deviceRe
quest.atm.termi
nal
event.deviceRe
quest.atm.termi

nal

ITapamerp
JSON

cardEntryMo
de
PINEntryMo
de

cvvCheck

pinCheck
CVVverificat
ion

hostID

terminalBran

ch

terminalClas

N

Onucanne

Croco6 BBOIa HOMEpPa KapThI

Cnoco6 BBoga PIN

Pesynbrar nposepku CVV/CVV2

Pesynprat nposepku PIN

CVV2/4CSC results of verification

Wnentuduxarop cetu

ITonpasnenenue TepMuHana

Knacc Tepmunana

O ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER

BRANCH
OTHER

BRANCH
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baoxk JSON

event.deviceRe
quest.atm.termi
nal

event.deviceRe
quest.atm.termi
nal

event.deviceRe
quest.atm.termi
nal

event.deviceRe
quest.atm.termi
nal

event.deviceRe
quest.atm.termi
nal

event.deviceRe
quest.atm.termi

nal

ITapamerp
JSON

terminalPS

instPlaceCatl

d

terminalFI

terminalRetai

ler

instTypeNam

(&

terminal Time

Offset

Onucanne

[TmaTesxHas cucTeMa BIIaelblia TepMUHATA

Kareropus tepmunana

Hms WHCTUTYTAa-BJIaACiIbla TCPMHUHAIA

Hms BJIaACJiblia TCPMUHAJIA

Crioco6 yCTHOBKH T€pMHHAIA

PasHuna B MUHYTaxX TEpMHUHANIA U IPOLIECCUHTA

O ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER

BRANCH
OTHER

BRANCH
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baoxk JSON

event.deviceRe
quest.atm.termi
nal

event.deviceRe
quest.atm.termi
nal

event.deviceRe
quest.atm.termi
nal

event.deviceRe
quest.atm.termi
nal

event.deviceRe
quest.atm.termi
nal

event.deviceRe
quest.atm.termi

nal

ITapamerp
JSON

terminal Entr

y

terminalCont

actless

terminal Auth

orization

terminalLoca

tionFlag

CATlevel

ATMMoto

Onucanne

Bo3MoXHOCTH TepMHHAJA [TO BBOLY HOMEpa KapThI

Bo3MoxkHOCTH TepMHUHAIA IO OECKOHTAKTHOMY YTEHHIO HOMEpPa KapThl

Bo3MOXHOCTH TepMHHATA 10 TOAIEP’KKE YACTUIHON aBTOPHU3AIHH

®jar: Ha TCPPUTOPUHN OpTaHU3ALUHN WUIIU 3a TTPEACTIaMU

Cardholder-Activated Terminal

[Tpu3Hak npoBeaeHus onepannii 6€3 MpeabIBICHHS KapThl

O ISSUER\

WEB

MOBILE

SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER

Tpanuma 49|71



Cucrema 06Hapy>}<eHm{ U NIPCAOTBPALICHHUA MOILICHHUYCCKNUX TpaHﬁSaKHVIﬁ «Smart Ftaud Detection». q)yHKL[I/IOHaHBHBTC XAPAKTCPUCTHKU CUCTCMBbI

Baok JSON ITapamerp Onucanue 5
& .
JSON , v T o ,
/: = 8 3 % ==i=~g
2! 3 S Y a0 0ix
= = -z Z =
=2 (R 2 ,» B O ®n .=
niE Q9 5 H <4 H é é -
L. 2 2 & 2 U 2 @8 &0
event.deviceRe | atmModel Monens ycTpoiicTBa O - - - - - - - - -
quest.atm.termi
nal
event.deviceRe atmOwner Bnagener repmunana O |- |- |- |- 1|-1-1-"/1- -
quest.atm.termi
nal
event.deviceRe = atmPlace MecTo yCTaHOBKH yCTPOHCTBa O - - - - - - - - -
quest.atm.termi
nal
event.deviceRe branchCode  Kon moapasnenenus, KoTopoMy NPUHAIEKUT TEPMUHAI o - - - - - - - - -
quest.atm.termi
nal
event.deviceRe = accessName = JlocTymHOCTh TepMUHAIIA O - - - - - - - - R
quest.atm.termi
nal
event.deviceRe cashln Hamure Momyinst mpreMa Haln4HBIX O |- |- |- |- |- 1|-1]-/1]- /-

quest.atm.termi

nal
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Baok JSON ITapamerp Onucanue 5
& .
JSON , ¢ 2 o ]
/: = % 3 % ==i=~g
2! 3 S Y a0 0ix
= = -z Z =
o ( M R, M - E =
2= © 9 a2 @3 FiE
L. 2 2 & 2 U 2 @8 &0
event.deviceRe = currencyExc = Ilpu3nak Hammans oOMeHa BalfOTHI o - - - - - - - - |-
quest.atm.termi = hange
nal
event.deviceRe = workTime Pexxum moctynHocTH O |- |- |- |= |[= |2 1]-=1]- R
quest.atm.termi
nal
event.deviceRe @ cashinAcc [Ipriem HaMMYHBIX HA CUET KAPTHI O - - - - - - - - -
quest.atm.termi
nal
event.deviceRe = cashinPay [Iprem HanUYHBIX AT OIUIATHI YCIYT © = [z |2 |l |2 e |2 e |-<
quest.atm.termi
nal
event.deviceRe = cardTypes Tun o6cmyKMBaeMbIX KapT TepMHHATIA O - - - - - - - - -
quest.atm.termi
nal
event.deviceRe latitude [IIupota MecTa yCTaHOBKH B Ipajycax O |- |- 1|-1|-1]-1-/1-1- /|-

quest.atm.termi

nal
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baoxk JSON

event.deviceRe
quest.atm.termi
nal
event.deviceRe
quest.atm.termi
nal
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe

quest.pos

ITapamerp
JSON

longitude

scoring

POS

cardDataTer
minallnput
cardholderA
uth

cardCapture

operatingEnv
ironment
cardholderPr

€sence

Onucanne

Jlonrora MecTa yCTaHOBKH B Ipagycax

CKOpUHTOBBIH Oalll TepMHUHAA

POS Condition Code

POS Condition Code. Card data terminal input capability

POS Condition Code. cardholder authentication capability

POS Condition Code. Card Capture Capability

POS Condition Code. Operating environment

POS Condition Code. Cardholder presence

O ISSUER\

WEB

MOBILE

SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe

quest.pos

ITapamerp
JSON

cardPresence

datalnputMo
de
cardholderA
uthMethod
cardholderA
uthEntity
cardDataOut
put
terminalOutp
ut

PINcapture

PINServiceC
ode
PINServiceR

esult

Onucanne

POS Condition Code. Card presence

POS Condition Code. Card data input mode

POS Condition Code. Cardholder authentification method

POS Condition Code. Cardholder authentication entity

POS Condition Code. Card data output capability

POS Condition Code. Terminal output capability

POS Condition Code. PIN capture capability

PIN Service Code. Cepsuc nposepku PIN Ha cTopoHe T1aTgopMBI

PIN Service Code. Cepsuc nposepku PIN Ha cTopoHe miaTgopMsl -

pe3yjibTara pa6OTBI cepBHUCa

< ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe
quest.pos
event.deviceRe

quest.pos

ITapamerp
JSON

Partial Appro
val
PurchaseAm
ountOnly
RealTimeSu
bstantiation
MerchantSco
ringIndic
Final Authori
zationIndic

POSType

TerminalActi
veState
typeTransacti
on

mode

Onucanne

POS Extended Condition Code
Indicator
POS Extended Condition Code
Indicator

POS Extended Condition Code

POS Extended Condition Code

Indicator

POS Extended Condition Code

Kareropus POS-repmunana

Cratyc TepMuHana

Kareropus POS-tpan3akiiun

Pexnm npueMa TpaH3aKIIun

. Partial Approval Terminal Support

. Purchase Amount Only Terminal Support

. Real-time Substantiation Indicator

. Merchant Transaction Fraud Scoring

. Final Authorization Indicator

O ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.deviceRe
quest.pos

event.deviceRe
quest.pos

event.deviceRe
quest.EIComm
event.deviceRe
quest.EIComm
event.deviceRe
quest.EIComm
event.deviceRe
quest.EIComm
event.deviceRe
quest.EIComm
event.deviceRe
quest.EIComm
event.deviceRe

quest.EIComm

ITapamerp
JSON

clerk

mobile

EClIndicator

CPIndicator

S3D-CAVV

S3DAuthenti
cation
S3DMerchan
tID
S3DVerificat
ion

S3DSupport

Onucanne

Knepx

[Mpu3Hak MOOHIBFHOTO TEpMHUHATIA

Electronic Commerce Indicator

Card Presence Indicator

3D-Secure Data. CAVV

3D-Secure Data. Authentication Results Code

3D-Secure Data. Merchant Tran. Id.

CAVYV verification result

ConepKUT BO3MOXKHOCTh TEpMUHAINA 10 noaaepkke 3-D Secure

O ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.deviceRe
quest.EIComm
event.deviceRe

quest.EIComm

event.deviceRe
quest.EIComm
event.deviceRe
quest.EIComm
event.deviceRe
quest.EIComm
event.deviceRe
quest.EIComm
event.deviceRe
quest.EIComm
event.deviceRe
quest.token

event.deviceRe

quest.token

ITapamerp
JSON

CVV2Data

CardValidati
onCodeResul
t
SecurityProt
ocol
CardholderA
uthentication
UCAFIndicat
or

UCAF

TransactionX
ID
DeviceType

TokenNumb

€r

Onucanne

Hamnaune CVV2

Card Validation Code Result: indicates the CVC 1, CVC 2, or CVC 3

result code

Security Protocol

Cardholder Authentication

UCAF Collection Indicator

UCAF

Transaction ID XID

Twun MOOHITEHOTO YCTPOWCTBA, C KOTOPOTO BBITIOIHEH 3aIIPOC

Homep Tokena

O ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe

quest.token

event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe

quest.token

ITapamerp
JSON

TokenReque
storID
tokenExpire
Date
TokenStorag
eType
PaymentApp
licationID
DevicelPadd
ress
WalletProvid
erTokenizati
on
WalletDevic
eScore
WalletAccou
ntScore
ActiveToken

Number

Onucanne

ID 3anpocuBIiero TokeH

CpoK aeiCTBUS TOKEHA

Cpena xpaHeHHUs! TOKCHA

Device ID

IP-anpec ycrpoiicTBa

Wallet Service Provider Tokenization Recommendation

Wallet Service Provider Device Score

Wallet Service Provider Account Score

Hucno cymecTByOIUX aKTUBHBIX TOKeHOB 17151 PAN, MC

O ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe

quest.token

event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe

quest.token

ITapamerp
JSON

DeviceLocati
on
MobileNumb
er
DeviceLangu
age

DeviceName

WalletProvid
erReasonCod
es

PANSource

TransactionC
ategory
VisaTokenSc
ore
VisaTokenD

ecisioning

Onucanne

['eorpadmyeckoe ox0KeHHE yCTPOUCTBA

Howmep win wacts HOMepa TenedoHa

Device Language, Visa

Haspanwme ycrpotictBa, VISA

Wallet Provider Reason Codes

PAN Source, Visa

Kareropus tpanzakuuu

3HaueHue OleHKH cTereHu pucka Visa (01-99), acconuupoBaHHOTrO ¢

BBIITYCKOM JJAHHOT'O TOKCHA

Pemenue Visa no BBITYCKY TOKEHA

O ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe

quest.token

ITapamerp
JSON

InactiveToke
nNumber
SuspendedTo
kenNumber
Walletldentif
ier
Transactionl
dentifier

PostalCode

CardholderA
ddress
CardholderN
ame
MessageTyp
e

Correlationl

D

Onucanne

Uunciio HeakTHBHBIX TOKeHOB y KimenTa (Apple-1D)

Yucno 3a010kupoBaHHBIX TOKeHOB y Kinenra (Apple-1D

Kon mporpaMmel Korenbka

WnenTrdukatop TpaH3aKUUHU C UCIIOJIb30BAaHUEM TOKCHA

Visa Verification Data - Postal Code

Visa Verification Data - Cardholder Address

Cardholder Name

Tum coobmenus, MC

VHUKaJIbHBIA HOMEP NOCJICAOBATCIBHOCTHU CCPUU 3alIPOCOB TOKCHU3ALIUN

O ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe
quest.token
event.deviceRe

quest. EMV

ITapamerp
JSON

AccountSour
ce
StandardVers
ion

ReasonCodes

TokenType

WalletAccou
ntID
MDEStoken

TokenAssura
nceLevel
AccountRan
ge
TerminaVeri
ficationResul

t

Onucanne

Merton Tokenuzanuu, MC (Primary Account Number Source)

Wallet Service Provider Tokenization Recommendation Standard Version

Wallet Service Provider Tokenization Recommendation Reason Codes

Tun 3anpammBaeMoro TOKeHa

Cardholder Wallet Account ID, Visa

Kareropus BupTyansHOro akkayHTa

YpoBeHB 10BEpUS K TOKEHY

Homep kapTs!l nnu uamna3oH

TerminaVerificationResult

O ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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baoxk JSON

event.deviceRe
quest. EMV
event.deviceRe
quest. EMV
event.deviceRe
quest. EMV
event.deviceRe
quest. EMV
event.deviceRe
quest. EMV
event.deviceRe
quest. EMV
event.deviceRe
quest. EMV
event.deviceRe
quest. EMV
event.deviceRe

quest. EMV

ITapamerp
JSON

TransactionD
ate
TransactionT
ype
AmountAuth
orized
TransactionC
urrencyCode
TerminalCou
ntryCode
TerminalCap
abilities
Terminal Typ
e
InterfaceDev
iceSerial
TransactionC

ategoryCode

Onucanne

TransactionDate

TransactionType

AmountAuthorized

TransactionCurrencyCode

Terminal Country Code

Terminal Capabilities

Terminal Type

InterfaceDevice(IFD) Serial Number

TransactionCategoryCode

O ISSUER\

WEB

MOBILE
SMS

WEBKIOSK

CALL_CENTER
MESSENGER
BRANCH
BRANCH
OTHER
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Baok JSON ITapamerp Onucanue 5
=4
JSON ; v £ 3 ]
b e 88 % =z
ME - E Q| 2 O O &
M = - @ Z Z =
D( A A o, M - @ I =
niE QS H Z oA é éf =
.2 3 5 B2 U > @mmiO
event.deviceRe = ApplicationV = ApplicationVersionNumber o - - - - - - - - -
quest. EMV ersionNumbe
r
event.deviceRe | CardholderV = Cardholder verification result o - - - - - - - - -
quest. EMV erificationRe
sult
Ha3HauyeHune
ext naatexa Ha3Ha4yeHue nnatexka - O O - o - - O O -
Kaccosbliit
ext CUMBO KaccoBblit cumBon - - - - - - - O O -
ext

brok ext numeer ¢opmar:

"ext" : [
{
"name" : "<[lapametp JSON>"
"value" : <3nauenue mapamerpa JSON>
5>
]
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CTpyKTypa oTBeTa cepsuca 06paboTKu cobbiTnin BceX KaHANOB 0BCAYKMBaAHUA

Baok IMapameTp Onucanue Tun Bo3moxkHbIe 3HAUEHUS 3anosiHenne 3amnoJiHeHHe
JSON JSON json I I
ANALYZE NOTIFY

- version Ucnons3zyemas Bepcust  String 2.1 Ha Jla
JSON nporokona

- eventld Numudukarop String Ha Ha
COOBITHS

- clientTransactionl = Wnenrudukatop String Ha Ha

d KIIMEHTCKOW TpaH3aKIHN

- consumerld Wnentuduxarop String Ha Ha
KIIMCHTa

- status PesynbTar onepanuu String  * ok — omeparus 3aBepiIeHa yCIEemHO Ha Ha

* eITOr — OTIepalHs HE BBITIOJIHEHA
- riskScore Crenens pucka Numbe = Ywucro ot myns no 1000 Ha Her

IMPUCBOCHHOC COOBITHIO r
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Baok

JSON

statusHeade

T

statusHeade

T

statusHeade

T

riskResult

IMapamerp
JSON

statusCode

reasonCode

reasonDescription

actionCode

Onucanune

Cratyc onepanuu

Bosee neransHOE

MOsAACHEHHE K status B
ClTyJae OIIMOKH HITH
MPENYHPEKICHUS
Crtpoxa ¢ onrcanuem

OIMOKH, IPETYTPEKACH

us
HeiicTBue
pPEKOMEHI0BaHNE

IIPaBUIIOM

Tun

json

Numbe

Numbe

String

String

Bo3Mmo:kHbBIE 3HAYCHUSA

* 300 — mpu 0OpabOTKE 3aMPOCOB BOZHUKIIH
MpeaypeKICHUS

* 500 — omeparus HE BHINOJIHEHA U3-32
CHCTEMHBIX OLIHOOK, OIMOKA MPHIIOKESHHUS
ATM, HE0OX0MMO OOPATUTHCS B CIYKOY

TEXHUYECKON MOANECPIKKHI

* 510 — omepartius He BBITOJIHEHA M3-32 OIIMOOK

3ampoca, JaHHbIE B 3aIIPOCE HEKOPPEKTHBL,
BO3MO’KHO, HEBEPEH CITHCOK Iepe1aBaeMbIX
9JIEMEHTOB.

1001, 1002,1051,...

He 3amonnsiercss 0TCyTCTBUS OMIMOOK HITH

NpeAyNpPEXACHUN

ALLOW - pa3pemuTs TpaH3aKIHIO
DENY - 3anpetutb TpaH3aKI1IO

REVIEW - oTripaBUTh Ha IPOBEPKY.

3anoJiHeHHne
1A
ANALYZE
Ha

(omuoHambH

0)

Ha

(onmmoHaIBH

0)

Ha
(ommmoHaIBH
0)

Ha

3anosHeHune
1A
NOTIFY

Ha

(ommuoHanbH

0)

Ha

(onmpoHAIBH

0)

Ha
(ommmoHanBH
0)

Her
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Baok IMapamerp Onucanue Tun Bo3moxkHbIe 3HAUEHUS
JSON JSON json
riskResult ~ Comments KommenTapuit ans String
CIIELHAINCTa
riskResult  ruleld Howmep npasuna String
riskResult  ruleName Ha3panue npaBuia String
riskResult  responseCode Response Code mis String | Ilepemaercs 3Ha4YeHWeE, 3alaHHOE IS IPaBHUIIA

DENY

Tunbl cobbiTMiM cepBrca 06paboTKM cobbITUIA BCEX KaHANOB 06CNYKMBaAHNA

Tun coobITHS

SESSION_SIGNIN

FAILED LOGIN_ATTEMPT
ENROLL

UPDATE USER

ACTIVATE CARD
OPEN_NEW_ACCOUNT

(ecmu ompeneeHo)

Onucanue

Bxon B cucteMmy\ayTeHTH(UKAIVS KITUCHTA
Heynauneiii BXom\ayTeHTHQUKAIHS KIHEHTA B CHCTEMY
Knuent peructpupyercs

KnueHnt usMenseT 1aHHbIE

AKTHBAIHsI KapThI

OTKpLITI/IC cyeTa

ACQUIRER

< XX X X BRANCH

3amojiHeHHe 3amnoJIHeHHue

AJIs1 s
ANALYZE NOTIFY
Ha Hert
Ha Her
Ha Her
Ha Her
=
G- R
== /M
O 2 = = © & z
X X X X
X X X X
X X X X
X X X X X
X X X
X X X
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Tun coobITHS

REQUEST CREDIT
ADD_PAYEE

EDIT PAYEE

PAYMENT

DEPOSIT
CHANGE_LOGIN_ID
CHANGE_EMAIL
CHANGE_PHONE
CHANGE_ADDRESS
CHANGE_PASSWORD
CHANGE_LIFE_QUESTIONS
FAILED CHANGE_PASSWORD ATTEMPT
CHANGE_ALERT SETTINGS
CHANGE_AUTH_DATA

VIEW_STATEMENT

REQUEST _STATEMENT COPY
REQUEST NEW_CARD
REQUEST NEW_PIN
USER_DETAILS

WITHDRAW
CARD_PIN_CHANGE
CHANGE_CARD

Onucanne
&
=
=
-
]
o
Q
<

[Tomyuenne cornmacus Ha BbIady KpeauTa

Knuent no6asiisieT HOBBIN 11a0JI0OH

KiueHt pegaktupyeT miabioH

Co3smanue miaTexa X

Coznanne 3a4nciieHus (IPUXOIHOM oTeparum) X

V3meHeHne noruHa KIMEeHTa

V3meHeHHe 3JeKTPOHHOTO ajpeca KINeHTa

N3menenue TenedoHa KIMCHTa

W3menenne agpeca KIneHTa

W3menenne maposs KINEeHTa

KineHT U3MeHseT BOIpOChl / OTBEThI HA CEKPETHBIE BOIPOCHI
[MombITKa M3MEHEHHS TTAPOJISL HE Y/Ialach

KnueHT u3sMeHseT HaCTpOMKH HHGOPMHUPOBAHUS

KnueHnt wn3MmeHseT cBoW ayTEeHTH(HMKAIMOHHBIE JaHHBIC:
Tesie)oHa, CEKPEThIE BOMPOCH! / OTBETHI

Knuent wHMOMUpoBam 3ampoc O INPOCMOTPE WCTOPUHM Omepanuy, X
IIPOCMOTPA UCHOJHEHHOTO IOKYMEHTa

3arpoc Ha MOyYeHHE BBITHCKI

HOMeEp

Beltyck HOBOM KapThl

Knuent nHMIIMHpOBa 3ampoc Ha Beimyck HoBoro [TMH-kona X
KnueHT HHAIUIPOBAT 3apOC JIOTHHA U AP0

CHsTHE HAIMYHBIX 110 KapTe X
N3menenne PIN-kozna kapTel X

H3meHeHue napaMeTpoB KapThl

MUB M M X M M X M X X M X X X X X BRANCH

~ CALL CENTER

=

MK R K X )X

ISSUER

X

=
>
2 2 = =
= = O @
X X
X X
X X
X X X
X
X X
X X
X X X
X
X X
X X
X X
X X X
X X
X X X
X X
X X
X X

)RR X
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Tun coobITHS

CHECK
CLIENT DEFINED
INTERNAL HOST

INTERNAL OPERATION
INTERNAL STAFF
EXCHANGE

CHAT_ ESTIMATE

CHAT LOCK

Onucanne

[IpoBepka napameTpoB
JlononHUTENBHBIE COOBITHS

WNndopmanns (Hanpumep, no Tpaduky) ¢ pabO4YMX CTaHUUA H
CEPBEPOB, UX 00CITYKHUBAFOIIIUX
Onepauun B oduce, He CBA3aHHbIE C KOHKPETHBIM KIIHEHTOM

Onepauuy NporycKHOM CUCTEMBI
BamoTHO-00MEHHBIE ONEPALH ¢ HATHIHBIMH

OrneHka Jauanora BHYTPEHHEW pHCK-MOAENbl0 OaHka  (KaHad
MESSENGER)
Broxuposka knuenta (kanan MESSENGER)

> » ACQUIRER

< X X BRANCH

XK

CALL_CENTER

<

> > ISSUER

-7
=
S a
S -
2 2 B 4
2 2 = =
> = o @&
X
X X X X
X
X X
X
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q)yHKHI/IOHaHI)HI)Ie XapaKTCPUCTUKHU CUCTEMBI

Mpumep 3anpoca cepsuca 06paboTkn cobbiTUA BCEX KaHaNoB

obcnymBaHUA

{
"version": "2.1",
"event": {
"actionType": "ANALYZE",
"channel": "WEB",
"subchannel™: "",
"type": "PAYMENT",
"subtype": "SERVICE",
"eventDescription”: "Onnata ycnyr",
"timestamp": "2019-12-26T14:33:00.000",
"provider": {
"orgName": "RETAIL",
"areald": "99"
¥
"consumer": {
"id": "1234567890",
"login": "1234567890",

"lastName": "Ivanov",
"firstName": "Ivan",
"patronymicName": "Ivanovich",

"birthdate": "1965-01-01",
"idDocumentType": "PASSPORT",
"idDocumentNumber": "1709345777",
"clientSegment": "PRIVATE",
"type": "PRIVATE",

"INN": "777700000001"

s

"card": {
"cardnumber": "4279380015000000",
"cardBIN": "427938"

s

"deviceRequest": {

"devicePrint": "{ \"userAgent\": \"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_1)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 Safari/537.36\", \"webdriver\":
\"not available\", \"language\": \"ru-RU\", \"browserLanguage\": \"not available\",
\"systemLanguage\": \"not available\", \"userLanguage\": \"not available\",

\"colorDepth\": \"24\", \"deviceMemory\": \"8\", \"hardwareConcurrency\": \"8\",
\"screenResolution\": \"1680,1050\", \"availableScreenResolution\": \"980,1680\",
\"timezoneOffset\": \"-180\", \"timezone\": \"Europe/Moscow\", \"sessionStorage\":
\"true\", \"localStorage\": \"true\", \"indexedDb\": \"true\", \"addBehavior\":
\"false\", \"openDatabase\": \"true\", \"cpuClass\": \"not available\", \"platform\":
\"MacIntel\", \"plugins\": \"5718c5b0e4804c02811d26cb3b867e9f\", \"canvas\":
\"aa037d66099657465db4243d71dad2c1\", \"webgl\": \"51e48e67034e22b5a4ce6883447d14f3\",
\"webglVendorAndRenderer\": \"ATI Technologies Inc.~AMD Radeon Pro 455 OpenGL Engine\",
\"adBlock\": \"false\", \"hasLiedLanguages\": \"false\", \"hasLiedResolution\": \"false\",
\"hasLiedOs\": \"false\", \"hasLiedBrowser\": \"false\", \"touchSupport\":
\"0,false,false\", \"javaEnabled\": \"false\", \"version\": \"3.2.19\"}",

"deviceTokenCookie": "el9ee2aledblbaeafacb®58e9d382cc4",

"ip": "185.13.35.106",

"userAgent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:35.0) Gecko/20100101
Firefox/35.0",

"httpAccept": "application/json",

"httpAcceptLanguage”: "ru-RU, en-US",

"httpAcceptChars": "UTF-8",

"httpAcceptEncoding": "gzip, deflate",

"httpReferrer": "http://172.16.35.81:8888/PhizIC/private/payments/confirm.do?id=25988"

¥
"transactionData": {
"clientTransactionId": "6f14654c-41b6-4880-96c5-014e57bb4343",
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"amount": 10000000,
"currency": "RUB",

"schedule": "IMMEDIATE",
"executionSpeed": "REAL_TIME",
"medium": "WIRE",

"payer": {
"number": "42301810000000000000",
"name": "Ivan Ivanov",
"routingCode": "0©44525225"

¥

Ilpayee": {

"number": "40702810000000000123",
"name": "000 Romashka",
"routingCode": "©44555555",
"bankType": "OTHER_BANK",
"accountType": "BILLER",
"ownershipType": "ME_TO_YOU"

}

"

"name": "Homep MobunbHOoro TenedpoHa KauveHTa",

"value": "4+79105555555"

"name": "Tun onepauun"”,

"value": "@101"

"name": "KaTeropua onepauun”,

"value": "SERVICES-OTHER"

"name": "BWK nonyuaTens",

"value": "@44555555"

"name": "C4yeT nonyyaTtena",

"value": "40702810000000000123"

"name": "WHH nony4aTtena",
"value": "123456789012"
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Cuctema oOHapYKEHHS U MTPEIOTBPANICHIS MOIIICHHNIECKAX TpaH3akunii «Smart Ftaud Detection».
q)yHKHI/IOHaHI)HI)Ie XapaKTCPUCTUKHU CUCTEMBI

Mpumep oTBeTa cepsBuca o06paboTkM cobbiTii  BCeX KaHanos

obcnymBaHuA

"version": "2.1",
"eventId": "Ob7a23e0fel4467094b60e3c06F57de9",
"clientTransactionId": "6f14654c-41b6-4880-96c5-014e57bbdeed",
"consumerId": "1234567890",
"status": "ok",
"riskScore": 0,
"riskResult": {
"actionCode": "ALLOW",
"ruleId": "o",
"ruleName": "fallback"

}

"version": "2.1",
"eventId": "25b4bb10d5b14f978390affd4d2b5d21",
"clientTransactionId": "6f14654c-41b6-4880-96c5-014e57bbdeef",
"consumerId": "1234567890",
"status": "ok",
"riskScore": 9,
"riskResult": {
"actionCode": "DENY",
"ruleId": "C8F14E27FF4F41659EE25735DDBB6CB6",
"ruleName": "YepHbln cnucok nonyvaTtenen"

}
¥

Mpumep 3anpoca cepsunca oTNpasKu Pe3onioLmit

"version": "2.1",
"eventId": "25b4bb10d5b14f978390affd4d2b5d21",

"clientTransactionId": "6f14654c-41b6-4880-96c5-014e57bbdeef",
"UpdateStatus": {

"actionCode": "DENY",
"checkType": "Antifraud"
}
}

MpuMep OTBETa CEPBMCA OTNPABKMU PE30NIOLMIA

"version": "2.1",
"eventId": "25b4bbl10d5b14f978390affd4d2b5d21",
"clientTransactionId": "6f14654c-41b6-4880-96c5-014e57bbdeef",
"return": "SUCCESS",
"ext": {

"CocToAHue TpaH3akuuu": "CANCEL"
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Cuctema oOHapYKEHHS U MTPEIOTBPANICHIS MOIIICHHNIECKAX TpaH3akunii «Smart Ftaud Detection».
DyHKIMOHAIbHBIE XaPAKTEPUCTUKH CUCTEMBI

Mpumep 3anpoca cepsruca 0bHOBAEHMA pe3ontoLnii

"version": "2.1",
"eventId": "59c60df30be0484£817557¢c28d13cche™,
"consumerId": "1234567890",

"timestamp": "2019-12-06T10:46:00.000",
"UpdateStatus": {
"resolution": "ASSUMED GENUINE",
"checkType": "ANTIFRAUD"
by
"ext": {
"IlprumHa yCcTaHOBKM cTaTyca'": "JIerMTMMHOCTBL TpaH3aKUuM nonreepxneHa'",
"CocrosHume tTpaH3akuum": "EXECUTE"

}

MpuMmep 3anpoca cepsica 06HOBAEHUA pe3oNtoLNiA

{

"version": "2.1",
"eventId": "59¢c60df30be0484£817557¢c28d13cc5he",
"return": "SUCCESS"
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