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Cucrtema oOHapY>KSHHS U TIPEIOTBPAICHIS MOMICHHNYECKUX Tpan3akiuii «Smart Ftaud Detectiony». MacTpyKIms

IO YCTaHOBKC

Beegenue

Ha3HayeHune ADOKYMEHTa

J_IOKYMCHT COACPIKUT IIOPAAOK ,Z[CflCTBPIfI 10 YCTAHOBKEC CHCTCMbI IJId HpOTHBO,I[GfICTBHS[

mormienandectBy (Smart Fraud Detection).

TEPMUHbLI U COKpaLLLEHUA

TabuA 1. TEPMUHEI.

Tepmun
Advanced Adaptive
Authentication
Advanced Adaptive
Authentication Policy
Smart Ftaud Detection,
Cucrema

ExtendeRuleEngine

bank-3kBaiiep

Bauk-smMmurTeHnr
Beanlii cnucok
ABO

Nunuaenr

Kapra

Kaunenr

MepuaHT

Onucanue
[IpunoxeHne OLEeHKHU PUCKOB

[Tpunoxenne pabOTHI C IPaBUIIAMH

KommnekcHass cucremMa oOOHapyKeHHMsI MOIIEHHHUYECTBA B
peaJbHOM  BpPEMEHHM METOJOM  aHaiM3a  MOCTYHAOIMIUX
TPaH3aKIU{ B Pa3IMYHBIX KaHAIAX 00CTYKHBAHUS KIHMECHTOB

[Tpmnoxxenne 0OpabOTKU TpaH3aKIUI

CTOpoHHSA KpeIUTHAs OPTaHU3alys, SBIAIOIIASACS YYaCTHUKOM
IIJIATEKHOW CHCTEMBI M OCYLIECTBIISAIONIAs SKBAUPUHT .

KpennrtHas opranusanys, BEITyCTUBIIAS TUIATEKHYIO KapTy
Criucok 3aBe1oMO TOOPOCOBECTHBIX MOJTyyaTesen miarexa

JluctaHnoHHOE OaHKOBCKOE 00CTY>KMBaHUE — OOIINN TEPMUH
JJIA TEXHOJIOTUH npeaoCTaBJICHUA OaHKOBCKHUX YCIIyT Ha
OCHOBaHUU PACMOPSIKEHUI, TTepeiaBaeMbIX KITUEHTOM
yIaJeHHO (TO ecTh 0e3 BU3MUTa B 0aHK), Yallle BCETO C
WCIOJIb30BaHUEM KOMIBIOTEPHBIX U TEIe(POHHBIX ceTel

C06LITI/IC, OTMCYCHHOC B CUCTEMC KaK KaK MMOAO3PUTCIILHOC NI
MOIICHHHNYCCKOC.

[InacTukoBas kapTa, IPUBSI3aHHASA K OTHOMY WJIM HECKOJIBKUM
pacyE€THBIM/IUIIEBBIM cueTaM B Oanke. Mcnomb3yercs st
OIUIAaThI TOBApOB U yCIIYT, B TOM 4Hcie yepe3 HTepHeT, a
TaK)Ke CHATUS HAJIMYHBIX.

[ToTrpebutens  yciyr, TNpeAoCTaBIIeMbIX  (HUHAHCOBBIM
WHCTUTYTOM C TTOMOIIBIO PA3IMYHBIX KAHAIOB OOCITYKHUBAHUSI.

Opranuzanys TOPrOBIH M CEPBHCA, TOPTOBO-CEPBUCHAS TOYKA
(TCT) - IOpunuyeckoe nuio, JU0O0 WHAWBHUIYATbHBIHA
MpeANPUHUMATENh, TPUHUMAroNnee OaHKOBCKHE KapThl B
KauecTBE CpEJICTBAa OIUIATHl TOBapoOB (yCIyr) HAa OCHOBAHHH
JloroBopa »KBaWpuHra, 3aKilO4eHHOro ¢ bankom wiun
YIOJTHOMOYEHHOU opranm3anueil. [Ipeanpusrue MoXeT UMeTh
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Cucrtema oOHapY>KSHHS U TIPEIOTBPAICHIS MOMICHHNYECKUX Tpan3akiuii «Smart Ftaud Detectiony». MacTpyKIms

IO YCTaHOBKC

TepMmun

OuneHka pucka, CKOpUHT

IlinaTtexkHasi TpaH3aKIUs

IMoapa3nenenue

Ceccus

CoObIiTHE (TPaH3aAKIHA)

CeccnoHHasi TpaH3aKUIMA

CeccHOHHBIE JaHHBIE

YépHblii cCIMCOK

TabinnA 2. COKPALJEHUA

Onucanue
OJIHYy TOPTrOBO-CEPBUCHYIO TOYKY WJHM CE€Th M3 JIBYX U Oojee
TOPrOBO-CEPBUCHBIX TOYEK.

Onenka pgeiictBuii  KineHTa B 4YKMCIOBOM — BBIPAXKEHHH,
OINPEACIAIONIEM HACKOJIBKO JaHHAs ONEpalus OTIMYAETCS OT
TUNOBBIX omnepauuii KimeHnta. 3HadeHHe paccuUThIBAcTCA
Cucremoi M sABIAETCS  IIOKAa3aTelIeM  BEPOATHOCTH
MOLICHHUYECKUX IEeUCTBUH B oTHOIIeHUM Kinnenra. Meronuka
pacuera sBJseTCs KOHPUIEHIIMAIbHON HH(DOpMaIHEH.

WunnuupoBaHHOE  KIMEHTOM  COOBITHE, MPHBOISIIEE K
¢uHaHCOBOW omepanuu (MEePeBOJbI, ITUIATEXKH, IOTAIICHUE
KpeauTa u 1p.).

CrtpykTypHOE ToOJApasaeneHre (HUHAHCOBOTO  HMHCTHTYTA,
MPEIOCTABIISIONIEE YCIYTH

Hukn  omepaumii  oOMeHa  JaHHBIMH,  OECIPEPHLIBHO
BBITIOJHSIOLIUIICS OT HCTOYHUKOB 3alPOCOB K KOHEYHBIM
O00BbEKTaM M HMEIOIIMH HEeKH 000O0IIalomMii  MpU3HAK
(uneHTu(dUKaTOP) U KOHEUHBIH PE3yNbTaT.

WHunmnpoBaHHOE KJIMEHTOM JICUCTBHE, II0 BBIIOJIHEHHIO
TUTATE)KHOM MM HE TUIATE)KHOW ONepalMy B JIOOBIX KaHalax
00CITy)KMBaHUA.

WunnuupoBaHHOE KJIMEHTOM COOBITHE, HE MPHUBOASIIEE K
(¢uHAHCOBBIM omepanusM (BXOJI B CHUCTEMY, HW3MECHEHHE
HACTPOEK MPOUIISL, TOTyIeHUE BHITICOK, CMEHA MapoJIs U Tp.).

I[aHHLIe nepecaaBacMbIC B paMKax 0)1HOI71 cecCuu.

Crnucok, cogeprKaliuii peKBU3UTHI MOLIEHHUKOB. Pa3Hble THUIIbI
CIIMCKOB OTJIMYAIOTCS IO HA3HAYEHUIO U CTPYKTYpPE PEKBU3UTOB

Coxpamenne Pacum¢poska

AAA Advanced Adaptive Authentication
AAA_Policy Policy

AAA _Scheduler Scheduler

DBSave Database Save

SFD Smart Ftaud Detection

JABO JucrantinonHoe 0aHKOBCKOE 00CTYKUBaHUE
bl ba3a mannbIX
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CucreMa oOHapyEHUsI M TTPEIOTBPAIICHHUS] MOIIICHHHYECKUX TpaH3aknuid «Smart Ftaud Detection». MuCTpyKITHS
110 YCTaHOBKE

TexHuyecKkure TpeboBaHMA K cocTaBy 0bopyaoBaHuA

MuHnManbHbIE Tpe60BaHI/I}I AJIs1 YCTAaHOBKH CUCTEMBI B ITPOMBIINIJICHHY0 SKCIITyaTalluIo:
CepBep NpUIIOKEHUM:

CPU : 4 core 2Mhz+

RAM: 32 Gb

HDD : 200Gb

OC : Debian, Redhat, CentOS, Alt Linux, Astra Linux
baza nannbIX:

CPU : 4 core 2Mhz+

RAM: 8 Gb

HDD: 1Tb

OC : Debian, Redhat, CentOS, Alt Linux, Astra Linux

TpebGoBanus 11 pa3BOpaYMBaHUs MPEAOCTABICHHON TECTOBOM CPEIbI:

Cpena pupryammsanuu: VmWare Workstation, VmWare Player, VmWare Fusion,
VmWare ESX.

CPU : 2 core 2Mhz+

RAM: 16 Gb

HDD : 22Gb

NHdopmauma o b,

Cuctema Smart Fraud Detection mosxeT pabotats ¢ oaHo#t u3 cieayronmx CYB/I:

e apache cassandra 3.11

e Oracle Database 1192 u HoBee

e PostgreSQL 12 u HoBee

TecroBblii 00pa3 CHCTEMBI, TPEIOCTABICHHBI IO CCBHUIKE https://www.fzlabs.ru/wp-

content/uploads/SmartFraudDetection3 5.zip paboraer ¢ CYBJI PostgreSQL 13.
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IO YCTaHOBKC

YctaHoBKa MO «Smart Fraud Detection»

TpeboBaHua K Bepcuam MO

HaumenoBanue

Bepcus

1 Java Environment

jok1.8.0_144

2 | Apache Cassandra Database

apache-cassandra-3.11.0

3 PostgreSQL Database

PostgreSQL 12+

JononHutenbHble HacTponku NO

Ne [ITO daii1 HacTPOEK HauvanbHas HacTpoiika | U3MeHEéHHasi HACTpPONKa
Apache |/opt/apache-cassandra- | read_request_timeout_in_ | read_request_timeout_in_
1 |Cassand |3.11.0/conf/cassandra.y |ms: 5000 ms: 10000
ra aml
Apache |/opt/apache-cassandra- | Write_request_timeout_in_ | write_request_timeout_in_
2 |Cassand |3.11.0/conf/cassandra.y |ms: 2000 ms: 60000
ra aml
PostgreS - max_connections = 10000
3 postgresql.conf
QL
Linux
max e - sfd soft nofile 1000000
4 open [etc/security/limits.conf <fd hard nofile 1000000
files
Linux
pending P - sfd soft sigpending 96289
5 signals [etc/security/limits.conf sfd hard sigpending 96289
count
MopAnoK AencTenit
Ne | leficTBus Cnenano
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Cucrtema oOHapY>KSHHS U TIPEIOTBPAICHIS MOMICHHNYECKUX Tpan3akiuii «Smart Ftaud Detectiony». MacTpyKIms

IO YCTaHOBKC

CkonpoBarts manku admin app db-deploy profile tmp u3 nmanku nmocraBku B

L joptisfar
PaGorel Ha B/]
2 | Bemmoaauth ckpuntel u3 nanku db-deploy
2.1 | Heobxoaumo miepeiiTu B TANKy co ckpunramu ~/db-deploy
29 3anosHUTh MapaMeTphl B KoHpurypamumonHoM (aite config.properties B
"~ | COOTBETCTBHH ¢ KOMMEHTAPUSIMU
2.3 | Banyctuth cKpunT 1o pa3BépreiBanuio bJ1: bash install.sh
3 | PaboThI Ha cepBepax MPUJIOKEHUH
4 | Hactpoiika koH(pUTYpalmoHHbIX (aiiioB B manke profile/config/
daiin env.conf 3a1ath mapamMeTpbl B COOTBETCTBUH ¢ KOMMEHTAPUAMH:
JAVA_HOME (npu ycranoske openjdk nupekropuio B KOTOpoi
yCTaHOBJICHA jaVa MOKHO OIpeIeInTh KoMaH 1ol update-alternatives --
display java. ITpumep: /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.292.b10-
1.el7_9.x86_64)
AdvancedAA HOSTLIST
AdvancedAA DBSave HOSTLIST
4.1

AdvancedAA Scheduler HOSTLIST
AdvancedAA_Policy HOSTLIST
AdvancedAA Policy_Calculation HOSTLIST
AdvancedAA Policy_Dynamic_ HOSTLIST
ExtendedRuleEngineAsync HOSTLIST

AFD DATA ANALYZER HOSTLIST
AFD_Ul_HOSTLIST
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Cucrtema oOHapY>KSHHS U TIPEIOTBPAICHIS MOMICHHNYECKUX Tpan3akiuii «Smart Ftaud Detectiony». MacTpyKIms

IO YCTaHOBKC

Daiinbl

ignite-data-analyzer.xml — xoudur Ignite kimacrepa IPUIOKEHHUS
AFD_DATA _ANALYZER

B Tere <property name="addresses"> B list HEOOXOANMO TMEPEUUCIUTH BCE
XOCTBI BXOJSIINE B KiIacTep npuioxeHus . [Ipumep:

<property name="addresses">

<list>
<value>hostname1:48500</value>
42 <value>hostname2:48500</value>
</list>
</property>
YKa3bIBaeMbIi TOPT IS KaXKI0TO KOH(HTa yKe €CTh B IPUMEPE 110 YMOTIYAHHIO
B KOH{wUre.
Tak e ero MOXHO B3SITh B YacTH:
<bean class="org.apache.ignite.spi.discovery.tcp.TcpDiscoverySpi*>
<property name="localPort" value="48500"/>
B ¢aiine afd_config.properties(kondur npunoxenus AAA) HeoOXOAMMO
3aIOJIHUTH MTAPAMETPHI:
* aaa.ignite.nodeL.ist - criucok cepBepoB BXosIHMe B Kiactep Ignite
npuiioxkeHus AAA
» cache.profile.backups - KonmnuectBo Gexamnos npoguiieii, koropsie
4.3 XPaHATCS B PacHpeeI€HHBIX KellaxX <= KOJIMYECTBO CEPBEPOB KiIacTepa
Ignite — 1
« cache.profile.def.maxSize - MakcuManbpHBIN pazMep NaMATH AOCTYITHON
1S Kom1a B Oaiitax u B KOHIE 100aBUTh L;
+ afd.aaap.tcp.hosts — xocTel rme ycraHoBieHO mpuinoxenue AAAP s
OTIPABKH B HETO 3aIPOCOB.
B ¢aiine afd_eea_config.properties(koudur npunokenns EEA) Heooxoaumo
3aIlOJIHUTPH MAapPaMETPHI:
44 . afq.dictionary.ignite.nodeList - CIIUCOK CEPBEPOB BXOJISIIUE B KJIACTEP
Ignite npunoxenus EEA
« afd.tcp.hosts — xocThI T11e ycTaHOBIIEHO NpuiiokeHne AAA it OTIpaBKU B
HETO 3alpocoB
B ¢aiine afd_aaap_config.properties(koudur mnpunoxenuss AAAP)
HEOOXOMMO 3aIOJHUTh MapaMeTpPhI:
* aaap.ignite.nodeList — crincok cepBepoB BXOJsAIKeE B KiacTep Ignite
4.5 AAAP

+ aaap.list.distributed.numBackups - KoauuecTBo OekamnoB 31€MEHTOB
CTIMCKOB, KOTOpBIE XPAHATCS B PACIpPENeIEHHBIX Kemax <= KOJIUYECTBO
cepBepoB Kiacrepa Ignite — 1
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Cucrtema oOHapY>KSHHS U TIPEIOTBPAICHIS MOMICHHNYECKUX Tpan3akiuii «Smart Ftaud Detectiony». MacTpyKIms

IO YCTaHOBKC

4.6

B ¢aiine afd_aaap_calculation.properties (koHpurypaoHHbii ¢aiia
npunoxenus AAAPC) 3anoqHUAT MapaMeTphl:
+ afd.ignite. maxMemoryBytes — MakCUMabHBII pa3Mep MaMsATH Ha JAHHOM
cepBepe KOTOPBI MOKET MCIONIB30BaTh Ignite KiacTep TaHHOTO
MPUIIOKECHUS
* aaap.ignite.nodeList — crincok cepBepoB BXOJsIIKeE B KiacTep Ignite
AAAPC
* aaap.list.distributed.numBackups - KonnuecTBo 6ekanoB 31eMEHTOB
CIHMCKOB, KOTOPBIE XPAHSITCS B pacHpeAeIEHHBIX KeIIax <= KOJMYECTBO
cepBepoB kimactepa Ignite — 1
*  aaap.calculation.history.numBackups -  KomudectBo  Gekaros
UCTOPHYECKUX JTAHHBIX, KOTOPBIE XPAHATCS B PACIPEICIEHHBIX KelIax <=
KOJIMYECTBO cepBepoB kiacrepa Ignite — 1.

4.7

B o¢aiine afd_aaap_dynamic.properties (kondurypairoHHbIi (aii
npuioxenus AAAPD) 3anoaHuTh mapameTpsl:
» afd.ignite.maxMemoryBytes — MakCHMabHBIN pa3Mep MaMsATH Ha TAHHOM
cepBepe KOTOPBI MOXKET MCIIONIB30BaTh Ignite KilacTep TaHHOTO
MPUIOKCHUS
* aaap.dynamic.ignite.nodeList — ciMCOK cepBEpOB BXOIAIINE B KIacTep
Ignite AAAPD
* aaap.dynamic.list.distributed.numBackups - KonudectBo Oekaros
9JIEMEHTOB CIIMCKOB, KOTOPBIC XPAHATCS B paCIPEICIEHHBIX Kellax <=
KOJIMYECTBO CepBEpOB Kiactepa Ignite — 1
* aaap.dynamic.elements.numBackups -  KomudectBo  Oekaros
UCTOPUYECKUX JTAHHBIX, KOTOPBIC XPAHATCS B PACIPEISIEHHBIX Kellax <=
KOJIMYECTBO CEpBEPOB KiacTepa Ignite — 1.

4.8

B ¢aiine afd_scheduler.properties (koHdpurypaunoHHblii Gaiin npuIoKeHNs
Scheduler) Heo6x01MMO 3aMIOTHUTE TapaMETPHI:
* scheduler.master.host — xocTHelim MacTep Hozbl npusoxkenue Scheduler;
» scheduler.ignite.nodeList - ciucok cepBepoB Bxoasmue B kinactep Ignite
Scheduler.
* scheduler.resolution.aaap.client.hosts — ecnu mpunoxenus Scheduler u
AAAP cTosIT Ha pa3HBIX CepBepax, TO TYT HEOOXOAMMO MEPEUHCIUTH BCE
cepepa AAAP, kak ykazaHO B KOMMEHTapU1

4.9

B ¢aiine dbconnection.properties Heo6xo1uMo IPOIHCATh HACTPOIKH
coeauHenus k mactep b/I:

jdbc.url= jdbc:postgresql://{server_db_hostname}/sfd}
jdbc.username={db_login}
jdbc.password={db_password}

JlonomHuTEIbHBIC ACHCTBUS

5.1

Coznatp KITI0Y JUIst yIIpaBJICHUS yepes ssh:
ssh-keygen -f /opt/sfd/profile/config/mgmt.key -q -N "
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Cucrtema oOHapY>KSHHS U TIPEIOTBPAICHIS MOMICHHNYECKUX Tpan3akiuii «Smart Ftaud Detectiony». MacTpyKIms
10 YCTaHOBKE

[Ipornucate Bo Bce cepBepa MyOIMUHYIO 4acTh KIIIOYa!

52 cat /opt/sfd/profile/config/mgmt.key.pub >> /opt/sfd/.ssh/authorized keys

BO3MOKHble HEUCMPABHOCTU U METObl UX YCTPaHEHUA

B ciryuae npo6iiem co Bxogom B Web-unrtepdeiic ciienyer npoBeputs cieayronee:

1. BupryanbHas mammna nonyuuia IP ampec:

a. Tlocre monHOM 3arpy3Ku CUCTEMBI HEOOXOIUMO BBECTH JJAaHHBIC TIOJIB30BATEINS U
napoJib Ha Oneparmonnyto cucremy: user/sfdrootXCB

b. Bemonuuts komanay: sudo ifconfig —a:

»oomtu

runs 0 frame 0
]
0 overruns O carrier 0 collisions O

userdsfd-3-5-demo: ™% _

C. IlpoBeputh npaBUIBHOCTH BBIJAHHOIO aJpeca, B CIIy4ae €cliy a/ipec HE BbIAAH WU
cereBoii naTepdeiic B cocrostanm “DOWN” ycTpanuTh mpodiemMy caMOoCTOSTETEHO
WM 00paTUTHCS B MOAAEPKKY KoMmnanuu «Paz3u Jlomxuk JIadcy 1uist monydeHus
KOHCYJIbTAI1H.

2. 3amyck 0a3bl JaHHBIX Postgres:

a. [locrne 3amycka BUPTyalbHOW MAIIMHBI, BBIIOJIHUTH O] FOOt koMaHy «Sudo
systemctl status postgresql-13», B pe3ynbTaTe BBITOJTHEHUS KOMAHIBI CPEIN CTPOK
cTaTyca JI0JKHA COAEPKATHCS CTPOUKA:!

Active: active (running)
b. B ciydae ecnu craTyc apyroi IpoaHaqIu3UpOBATh JIOT (Hailibl B:

Ivar/lib/pgsql/13/data/log/postgresqgl-*.log
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CucreMa oOHapyXEHHsSI M TTPEIOTBPAIICHHS] MOIIICHHHYECKUX TpaH3akuuid «Smart Ftaud Detection». MHCTpyKITHS
110 YCTaHOBKE

Ha Hanuuue omubok

3. B ciydae, eciu nipu ctapTe OJTHO U3 MPUWIOKEHUH COOOITUT 00 OmMMUOKH, HEOOXOIUMO
MPOAHATM3UPOBATH JIOTH:

lopt/sfd/profile/log/afd-front.log
lopt/sfd/profile/log/afd-eea.log
lopt/sfd/profile/log/afd-aaap.log
lopt/std/profile/log/afd-aaap-calculation.log
lopt/sfd/profile/log/afd-aaap-dynamic.log
lopt/sfd/profile/log/afd-data-analyzer.log
lopt/std/profile/log/afd-ui.log
/opt/sfd/profile/log/afd-scheduler.log
/opt/sfd/profile/log/afd-db-save.log

JIn6o npucnarh UX Ha aHANMKU3 B OAAEepkKy Komnanuu «Da33u Jlomxkuk Jladcy.

Mpunoxernue. YctaHoBKa TectoBom cpeabl MO «Smart Fraud

Detection»

TectoBas cpeaa npeacTraBisICT coboit BUPTYaJIbHYHO MAIIUHY VmWare ¢ npeaAyCTaHOBJICHHBIM
CUCTCMHBIM U NPHUKIIAIHBIM I1O. Hcnonp3oBanue HpeHOCTaBHeHHOﬁ BHpTyaJ'ILHofI MalllMHbI
BO3MOXKHO B cpenax BupTyanusammu VmWare Workstation, VmWare Player, VmWare Fusion,
VmWare ESX.

CcpUika JUTS CKauMBaHUs oOpa3sa: https://www.fzlabs.ru/wp-

content/uploads/SmartFraudDetection3 5.zip.

I[J'IH YCTaHOBKHN HGO6XOI[I/IMO BBITIOJIHUTE CJICAYIOIINC JICHCTBHUS:

1. CkommpoBarts npeaocraBieHHbli apxuB SmartFraudDetection3_5.zip va cepsep niu pabouyro
CTaHIIMIO, TJIe Pa3MeIlleHa cpe/ia BUPTYaIU3aliy U Pa3apXUBUPOBATH IITATHBIMH CPEJICTBAMHU.
Heobxoaumoe nuckoBoe MpocTpaHCTBO cocTaisieT 221°0 u onepaTuBHON MaMsATH HE MEHee
16I'6.

2. OTKpbITh OCHOBHOW (aiim mnms  wmmopra BUpTyanbHOM Mammubel  SFD_3.5.vmx
HETOCPEICTBEHHO U3 cpelibl BUpTyanu3anuu (MeHto File-Open). Bupryansnas mammna Smart
Fraud Detection mosBUTCSI B CHHCKE CYIIECTBYIOIIUX BHPTYaJbHBIX MAaIldH C
uneHtTupuraropom «SFD_3.5%.
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CucreMa oOHapyXEHHsSI M TTPEIOTBPAIICHHS] MOIIICHHHYECKUX TpaH3akuuid «Smart Ftaud Detection». MHCTpyKITHS
110 YCTaHOBKE

3. 3amycTHTh BUPTYaJbHYIO MAIIMHY B CPEJC BUPTyaIn3auu. i1 37TOro B MEHIO BUPTYaJIbHON
MammHbl BEIOpaTh ommuio «RUNy». B mosBuBmemcs: auanoroom okHe « Where did you get
this machine?» BeIOpath «I move ity».

4. 3amyCTHTh CaMO MPHIOKEHHUE, TOAKIIOYUBIINCH K BAPTYAIbHON MaIInHE 1Mo mpoTokory SSH
1100 yepe3 KOHCOJIb BUPTYyaau3aluu o mosb3osatenem Sfd ¢ maposem XCBsfd!!

5. Bemonnuth komannay: «/opt/sfd/admin/send_all.sh start» B moaxmoy€éHHOW KOHCONH |

AOXKIAThCA OKOHYAHUA BBIIIOJHCHUS CKPHUIITA.

B pesynbrare BBINONHEHHS TPOLEAYPHl YCTaHOBKH 10 ccbuike http://<ip adpec, nonyuennwiii

supmyanvro mawunou>:18080 cranet mocrynen unrepdeiic cucremsr Smart Fraud Detection

Jlnst BxoJa B mHTepeiic Moy s He00X0auMo BBeCTH Joruu\aposb: admin\adminl123!

@ ru
N/
Bxop B cuctemy
[ s ]

[Tocne ycnenrHol ayTeHTU(UKAIMK [TPEIOCTABIISAETCS MOJHBIM JOCTYyN K MHTEPENCY CUCTEMBI

SFD:

Crpanwnna 11|13



CucreMa oOHapyEHUsI M TTPEIOTBPAIICHHUS] MOIIICHHHYECKUX TpaH3aknuid «Smart Ftaud Detection». MuCTpyKITHS

10 YCTaHOBKE

9 YnpaBneHue
(] [OCTYNoM

o YnpaBneHue
4o  npaBunamu

E CnpaBoYHUKHU

ﬂ YnpaBneHue
MHUMOEeHTaMU

Mopgpa3neneHus
MonbzoBatenm
Ponw

HacTpoikn B3yanvu3aunm M 4ocTyna K AaHHbIM

YripaeneH1e Npaennamm
YrpaeneHme CnMcKamu
lenepatop npasun

LLlaBbnoHsl npuMedaHii

1ISO 8583. Tunm Bxogawwmx coobleHnA
1SO 8583. Koawl TpaHzakumi

CTpatbl N0 pervoHam

Kypcbl BanoT

MCC

AHanua TpaHaaKuMia
PaccnenoeaHne MHUWMABHTOR
CmeHbl Nonb3ceaTenei

B cucreme ecTh HECKOIBKO 3arpyKC€HHBIX TCCTOBBIX COOBITHIA.

HIX MO>KHO ITOCMOTPETH NEpENsA B aHAIU3 TPAH3aKIU:

ﬂ YnpaeneHue
MHUMOEHTaMU

AHann3 TpaH3aKkumiA

~aCCIefob € HHLWeHToB
CMeHbl Nonb3oBaTene

Hanee BBIOpaTh «IOUCK TPaH3AKIIUID)

|

U BbIOpaTh neiicTBue

Denctene

[ononHuTensHbIE NapaMeTpbl TPaHIaKLMiA
OuHamuyeckme obbekTol pac4éta ([OP)

Tunbl TpaH2aKLWiA

Bpems nepemeLLeHrs Mexay cTpaHami n
roponamu

Tunbl MOLEHHWYECTES

[eAcTenA Ha 3NEeMEHTEMM CMIMCKOB

OT4eTsl NO PACNUCaHMIO
OT4ern

OTtyets no pacnyucaHno
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CucreMa oOHapyEHUsI M TTPEIOTBPAIICHHUS] MOIIICHHHYECKUX TpaH3aknuid «Smart Ftaud Detection». MuCTpyKITHS
10 yCTaHOBKE

BricTaBuTh cienyroiue aaThl U JEHCTBUS

Y OanHbie 3a nepuon,

C 30.08.202100:01 & Mo 31.08.202100:00 t

% OB6na3aTtenbHble NapameTpbi

OeicTere AHTUdpog *

ALLOW DENY REVIEW

W Haxate kHONKY «IIpumMeHUTH»

Oto0pazsTcs cienyrore TpaH3aKIuu:

[laTa v Bpema TpaH3aKLIMK D TpaHzaKun ID knueHTa OnucaHue
B A 30.08.202113:43:52 e29fbf8fb8ed4f9c958a20b... 00002030 MpwBaAzKa h
B A 30.08.202113:44:25 64d860a5243d4f05af21f9f.. 00002030 Mepeson c
B A 30.08.202113:4512 30f13a26a0204cfeble7cc... 00002030 Mepeson c
B A 30.08.202113:45:53 395bdleefcdadea9b24e66... 00002030 Mepeson c
B A 30.08.202113:46:24 f9909cb627c14c8f8cA48b... 00002030 Mepeson c

Ilonacts B KaXXAYH0 U3 HUX MOXKHO HBOﬁHBIM HaXaTUEM Kypcopa 110 HUM
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