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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHIS] MOIICHHUYECKUX TpaH3aknui «Smart Fraud Detection». Onncanue

IIpOoLIecCCoB

BesegeHue

HasHayeHne gokymeHTa

ﬂOKYMeHT COAEPXKUT OIMCaHHME€ OCHOBHLIX IIPpOLECCOB, O6eCHe‘{I/IBaI-OHH/IX Ho,a,uepx(aﬂﬂe

JKU3HCHHOI'O IIMKJIa Cucremsbl

HEHUCTIIPaBHOCTEH,

BBIABJICHHBIX B

(Smart Fraud Detection), B TOM umcle yCTpaHCHHE

X0A€ OKCIUlyaTallukd  IIpOorpaMMHOI0 O6€CH€‘I€HI/IH,

COBCPHICHCTBOBAHUE IIPOIpaMMHOIO O6€CH€‘ICHI/I5[, a TaKXe I/IH(l)OpMaI_II/IIO 0 II€pCOHAJIC,

HE00X0IMMOM 151 00ECTIEYCHNU ST TAKON TIOJICPIKKH.

TEPMUHbI U COKPaLLEHUA

TabunAa 1. TEPMUHEI

Tepmun
Advanced Adaptive
Authentication
Advanced Adaptive

Authentication Policy
Smart Fraud Detection,
Cucrema

ExtendeRuleEngine

Nunuaenr

CoObITHE (TPaH3aAKIHA)

CeccnoHHasi TpaH3aKUIMA

CeccroHHBIEC JaHHDBIE

TAbHA 2. COKPAIEHHA

Onucanue
[IpunoxeHne OLEeHKH PUCKOB

[Tpunoxenne pabOTHI C IPaBUIIAMH

KomMmnekcHas cucrema O6H3.py>KeHI/I$I MOIICHHUYCCTBA B
pPCAIIbHOM BpPEMCHU METOA0M aHaJIn3a MOCTYyIaroImunx
TpaH3aKI.IHfI B pa3JIMYHBIX KaHaJIaX O6CJ'Iy>KI/IBaHI/I$I KIINCHTOB

[Ipunoxxenue 06pabOTKU TpaH3AKITUH

CoObITHE, OTMEYCHHOE B CHCTEME KaK KaK IMOJI03PUTEIBHOE UITH
MOIIICHHUYECKOE.

NuunuupoBaHHOE KIMEHTOM JIGHCTBHE, 110 BBITOJHCHHIO
IUTATEKHOM WM HE TUIATS)KHOW ONepaluyd B JIOOBIX KaHalax
00CITyKUBaHUSI.

MHuuupoBaHHOE KJIMEHTOM COOBITHE, HE MPHUBOISIIEE K
(GUHAHCOBBIM omepamnusM (BXOJ B CHUCTEMY, HW3MCHCHHE
HACTpPOeK MPOHIIS, TOTyIEHHE BHITUCOK, CMEHA apoJyIs | Ip.).

JlanHbIC IEpeaBaeMble B paMKax OJTHOW CECCHHU.

Coxpamenne Pacummgposka

AAA Advanced Adaptive Authentication
AAA Policy Policy

AAA_ Scheduler Scheduler

DBSave Database Save

SFD Smart Fraud Detection
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Cucrema oOHapyXeHHS U TIPEIOTBPAIICHIS] MOIICHHUYECKUX TpaH3aknui «Smart Fraud Detection». Onncanue
MPOLIECCOB

AbO JluctanuoHHOEe OaHKOBCKOE 00CTyKUBaHHE

bl baza nanHbIxX
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CucreMa oOHapy X EHUsSI M TTPEIOTBPAIIEHUS] MOIIICHHHYECKUX TpaH3aknuid «Smart Fraud Detectiony. Onncanue
IIPOLIECCOB

OnucaHne npoueccosB, obecneymsalolnUX noaaepHaHme

XU3HEHHOro umkna Cnucremol

AAMWHUCTPUPOBAHUE CUCTEMbI

HaCTpOVIKa YPOBHA /IOTMPOBAaHUA B NPUNOXKEHUAX
Hacrpoiika ypoBHs J0THpOBaHUs BBITTONHIETCS B (haitax koHpurypanuu logback™®.xml

<logger name={naumeHoBanue Jorepa} level={ypoBens sorupoBanus} additivity={}/>

YpoBHHU JIOTUPOBAHUS:

ERROR — 3anmceIBaet B )KypHai ToJIbKO cooOmenus ypoBHs ERROR.

WARN — 3anuceiBaeT B xKypHal TOJIbKO cooOmieHust ypossit WARN u Bbiire.
INFO — 3anmceIBaet B xKypHaJ TOJIBKO cooOmieHus ypoBHs INFO u BeIe.
DEBUG — 3anucsIBaeT B *ypHai ToJibko cooOieHus yposHs DEBUG wu Bbiine.

TRACE — 3amucsIBaeT B *ypHaJ Bce COOOLIEHUs Jorepa.

YpoBHU COOOIIECHU:

ERROR — BeInonHeHue 3ajauu He ObU10 3aBeplieHo. PaboTocnocoOHOCTh MPUITOKEHUS

ObLIa 3aTPOHYTA JMOO0 MpHIIOKEHUE HEe padoTaeT. TpedyeTcs HEeMEIJIEHHO BMEIIATEIhCTBO.

WARN — npou3omuio HenpeaBHIeHHOE COObITHE, HO PaO0TOCIIOCOOHOCTh PUIIOKEHUS B

LIEJIOM He 3aTpoHyTa. HemeuieHHOro BMeIaTenbcTBa He TpedyeTcs.

INFO — npowuzonuio HopMaibHOE COOBITHS JUTSl JAHHOTO MPHIIOKEHHS.

DEBUG — nonpo6Has napopmaius o "HGOPMaLMOHHBIX TOTOKAaX B MPUIIOKEHUH.
TRACE — nosnnast uapopmanus 000 BceM MPOUCXOASIIEM B TPUIIOKEHHH.

B Tabnune Huxke nepeduciieHbl KOHQUTYypallMOHHbIE (ailyibl Ajii HACTPOWKH ypOBHEH

JIOTUPOBAHUA:
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Cucrtema oOHapY KSHHS U MPEIOTBPAIICHIS MOIICHHNIECKUX Tpan3aknuii «Smart Fraud Detection». Onncanne

HPOIIECCOB

®Dajiy koHpuUrypauuu

Ha3zunauenue

logback.xml

daiin HacTpoiiky NorupoBanus npuioxenus Advanced Adaptive

Authentication

logback-aaap.xml

daiin HacTpoliku JiorupoBanus npuiiokeHuss Advanced Adaptive

Authentication Policy

logback-db-save.xml

®ailnn HacTpOWKH JorupoBaHus MpuioxxkeHuss DBSave

logback-eea.xml

®aiin HacTpoiiku JorupoBanns ExtendededRuleEngineAcync

logback-scheduler.xml

®aiin HacTpoliku Toruposanus npuioxenus Advanced Adaptive
Authentication Scheduler

KoHourypaumnoHHbie pannsi

Bce xondurypanmonnsie aiiinsl HaxoasaTcs B nanke profile/config.

BHyTpn Kaxm0oro KoHGHrypaluoHHOTO (aiiina HaxXoOUTCS ONUCAHHWE JOCTYNHBIX B HEM

apaMeTpoB.

Crniucok KOHGUTypaoHHbIX (HaiIoB U UX MpeTHa3HAuUCHHE:

env.conf
afd_eea_config.properties
ignite-eea-calc-config.xml

afd_aaap.properties
ignite-aaap-config.xml

afd_config.properties
ignite-cache-config.xml
afd_db_save.properties
afd_scheduler.properties
ignite-scheduler-config.xml

napaMeTpbl Cpeibl UCTIOIHEHUS
napametps! npuioxenus ExtendedRuleEngine

rapaMeTpbl KJIacTepa ignite TPUIIOKEHHUS
ExtendedRuleEngine

napameTpsl npuiioxkenuss AdvancedAA Policy

napameTphbl KJjacrepa ignite PUIIOKESHUS
AdvancedAA Policy

napameTpsl npuioxenus AdvancedAA

napaMmeTpsl kiactepa ignite npunoxxkeHuss AdvancedAA
napametpsl npunokenus AdvancedAA DBSave
napametpsl npunoxkenus AdvancedAA Scheduler

napameTpsl KJjactepa ignite MPUIOKCHHUS
AdvancedAA Scheduler
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Cucrtema oOHapY KSHHS U MPEIOTBPAIICHIS MOIICHHNIECKUX Tpan3aknuii «Smart Fraud Detection». Onncanne
IIPOLIECCOB

3anyck NpuNoxeHun

Jliist 3armycka NpuiIoKEeHUH MepelTH B anKy /opt/atm/admin/ ¥ BBITOJHUTH OJMH U3 CKPHIITOB.
CHUHTaKCHC UCTIONB30BAHUS CKPHIITA: ./UMA_CKPUNMA Napamemp

PexomeHnoBaHHBI TOPAIOK 3amycka npuioxenui: AdvancedAA, AdvancedAA Policy,

AdvancedAA DBSave, AdvancedAA Scheduler, ExtendedRuleEngineAsync.

Ckpunitsl node *.sh UCTIONB3YHOTCS IS YIIPABJICHUS OT/ICNIBHBIM MTPUIOKEHHEM Ha HOJIE Ha
KOTOpOM 3aIyCKAETCsl CKPUIIT.

Cxpuntsl * mgmt.sh HCTIONB3YIOTCS I YIIPaBICHUS OTACIbHBIM MPUIOKESHHEM Ha BCEX
HOJaX, IJIe OHO YCTAaHOBJICHO (Ha ocHOBaHMU (aitna HacTpoiiku env.conf).

Ckpunr send_all.sh ucrionps3yercs s 3amycka Bcex MPUIIOKEHUH Ha BCeX HOAAx (Ha
OCHOBaHWU (aitra HacTpoiiku env.conf).

ITapaMeTpbl CKPUIITOB:

e start — 3amyCK IPUIIOKEHUS

e stop — LITaTHas OCTAHOBKA IPUIIOKEHUS

e kill — skcTpeHHas ocTaHOBKA MPUIIOKEHUS

e status — oTOOpaXkaeT cTaTyc MPUIOKEHUS

e restart — pecTapTyeT NPHUIOKECHUE

e version — 0TOOpakaeT BEPCHIO YCTAaHOBJIEHHOTO MPUIIOKEHHUS.
CIUCOK CKPHUINTOB YIPABICHUS NPUIT0KEHUIMHI

e AdvancedAA DBSave mgmt.sh

e AdvancedAA mgmt.sh

e AdvancedAA Policy mgmt.sh

e AdvancedAA Scheduler mgmt.sh

e AFD Ul mgmt.sh

e ExtendedRuleEngineAsync_mgmt.sh
e node AdvancedAA DBSave.sh

e node AdvancedAA Policy.sh

e node AdvancedAA_ Scheduler.sh

e node AdvancedAA.sh

e node ExtendedRuleEngineAsync.sh

e send all.sh
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CucreMa oOHapy X EHUsSI M TTPEIOTBPAIIEHUS] MOIIICHHHYECKUX TpaH3aknuid «Smart Fraud Detectiony. Onncanue
IIPOLIECCOB

e sync nodes.sh
O6HoeneHue 6asbl GeolP
Hcnons3yemas B npunoxxkennn Advanced Adaptive Authentication 6a3a npuBs3KH ip-aapecoB

" p€AJIbHOI'0O MECTOPACIIOJIOKCHM, Tpe6yeT IEpUuoaANICCKOro OOHOBJIEHHS.

st aToro HeoOxomumo daitnm ¢ HOBOM Bepcuell 0Oa3zbl monoxuth B profile/geoip u B
KoHburyparronHom ¢aiine afd config.properties B mapamerpe geoip.profile.active.fileName

MPOIKCATh UMs HOBOTO (aiina.

B Teuenue 5 MUHYT 10JKEH IPOU30UTH UMIIOPT HOBOM 0a3bl B IPUIIOKEHHUE, U B ITOT MOMEHT

cTapslii (paiin mepemecTuTcs B namnky profile/geoip/archive.

TexHon0rM4yeckue npoueaypsi

s KoppekTHOW paboThl B CHCTEME MPEAYCMOTPEH psii TEXHOJOTWYECKUX MPOIEIyp,
KOTOPBIC BBITIOJMHSIOTCS €KETHEBHO MO YCTAHOBICHHOMY BPEMEHH / YaCTOTE BBIMOJTHCHUS U

00eCTnIeunBarOT KOPPEKTHOCTH ONepaTHBHOMU AesiTenbHoCTH SFD

TABJIHIA 3. TEXHOJTOTHYECKHUE ITPOI[EJYPhI

IIpouenypa Onucanue

Oo0HoBJIeHHE MO/1eJIH AAA TpeOyer exeIHEBHBIM IepepacyueT OLIEHOK MoKa3zaresel (Ha
OCHOBAHMHU HOBOM MH(OpMaLIUN).

IIpoBepka [Tpoepsier koppekTHOCTh paboThl AAA. OCHOBHBIE KOHTPOJIbHBIE

HEeJOCTHOCTH MOJEJM TOYKM —  IEJIOCTHOCTh M TIOJHOLEHHOE  IPOXOKICHHE

(Health Check) MPEANACAHHOIO AJITOPUTMA JAHHBIMHU, KOTOpPBIE OH IIOJIy4YaeT Ha
BXOJ{

GeolP updater IIpu wusmenenun Bepcun (aiina Geolp, Oyner mnpousBeneHO
O0OHOBJICHHE JaHHBIA HAa OCHOBE HOBOTO (haiina.

Co3nanus Co31aeT MHIIAAEHT

HHIUIEHTOB Ha OCHOBE JIaHHBIX CPabOTaBIIEro MO COOBITUIO MPAaBUIIA,
TPEOYIOIIETO CO3aHMs HHITUICHTA.

®opmupoBaHne Coztanue 0T4eTOB Ha MEPUOINIECKON OCHOBE

BHUTPHH /UIS1 OTYETHBIX

¢popm

Ouucrka CTaphIX | YalieHHe yCTapeBIINX JaHHBIX Ha OCHOBE MOJIMTHKH COXPAHEHUS

JAAHHBIX HCTOPHH.
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Cucrtema oOHapY KSHHS U MPEIOTBPAIICHIS MOIICHHNIECKUX Tpan3aknuii «Smart Fraud Detection». Onncanne

HPOIIECCOB

MpoBepKa NpaBUIbHOCTU GYHKLMOHUPOBAHUA CUCTEMDI

[IpoBepka mNpPaBUIBHOCTH (HYHKIIMOHHUPOBAHUS CHCTEMBI HIPOBOJUTCS MO CIEAYIOUIHM

OCHOBHBIM I1apaMeTpam, repeuncieHHbM B Taboune.

TAb1HIA 4. [IPOBEPKH CUCTEMAI

IIpoBepka
IIpocmotp JKypHaJa
CHCTEMHBIX COO00IeHN

Ocmotp COCTOSTHMSI
AUCKOBOI0 MacCcUBa
IIpoBepka TeMmepaTypHOro

pexumMa

HpOBepKa BECHTUW/IATOPOB

IIpoBepka
XPaHUJIHILY

aocTyna K

Pesyabrar

JloJKHBI OTCYTCTBOBATH cooOmeHust 00 ommoOkax. [Ipu Hanmmunn
OIMOOK B CHUCTEMHOM >KypHajleé MO KOy OIIMOKH BBIICHUTH
NPUYHHY U BBIOJIHUTH pabOTHI 10 €€ yCTPaHEHHIO.

[Ipy Hamuuuu cUrHaIU3alMM O HEKOPPEKTHOH paboTe AMCKOB
JMCKOBOTO MacCuBa, 3aMEHUTh MpoOiieMHbId 1uck. Ha
pPEKOMEHyeMOM 000py/I0BaHUM OCTAaHOBKHM BCETO JHUCKOBOTO
MaccHBa IpU ATOM He TpedyeTcsl.

Konnunuonep I0MKEeH HCOpaBHO paboTaTh, TeMmIeparypa He
Beime 20°C. B mpoTHBHOM ciy4ae OCTaHOBUTH paboTy u
IIPOU3BECTH PEMOHT KOHIAULIMOHEPA WIIN €r0 3aMEHY.
Bentunsatopsl BpamaroTcsi 0€3 IOCTOPOHHMX IIymMoB. B
IIPOTUBHOM Cllydyae IIPOU3BECTH 3aMEHy BeHTWIATOpoB. Ha
PEKOMEH1yeMOM O0OpY/IOBAaHUU €r0 OCTAHOBKHU JIJISl 3aMEHBI HE
Tpedyercs.

Kananbr fgoctyna K XpaHWIMILY JaHHBIX (YHKIHOHHUPYIOT 0e3
omnbOok. Ilpu BbIXOJIE M3 CTPOsl WIM HEKOPPEKTHOW pabote
IIPOM3BECTU HEOOXOUMBbIE PA0OTHI IO YCTPAHEHHUIO HEMOJIa10K.

MNepeyeHb NPOPUNAKTUYECKUX MEPONPUATUN

[Monnepxanue

(GYHKIMOHUPOBAHUS

CUCTEMBI  TpeOyeT TPOBEICHUS  €XKEIHEBHOU

npoUIaKTUKH, IepeueHb paboT KoTopoi npusesaeH B Tabnure 2.

TABJIHIA 5. [IEPEYEHD PAKOT IIPU BhIIIOJIHEHUU EJXEJHEBHOM ITPODUIIAKTUKH

Omnucanue pador

MoHuTOPHUHT

pexKuMa B CCPBEPHBLIX MOMEIICHUAX

IIpoBepka HOpMAaJbLHOH PadOTHI

BCHTUJIATOPOB

cepBepoB

TEeMIEPATYPHOT 0

OXJIAXKACHUSA

JelicTBMS NPpY HATUYUM HAPYLIEHU A

[Ipy HapylmieHMH TEMIIEpaTypHOIO  pexuMa
NPOBEPUTh W TpPU HEOOXOAMMOCTH 3aMEHUTH

KOHAUIIUOHED.

[Ipu HapymieHuu paboThl BEHTHIIATOPOB 3aMEHUTh

BEHTHUJIATOP.
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Cucrtema oOHapY KSHHS U MPEIOTBPAIICHIS MOIICHHNIECKUX Tpan3aknuii «Smart Fraud Detection». Onncanne

HPOIIECCOB
MouuTopuHT skypHajoB [lpu Hanmuumm ommOOK B CHCTEMHOM KypHalie 1o
CHCTEMHBIX COOBITHI KOy OIIMOKU BBISICHUTH NMPUYHUHY U BBIOJHUTH

paboTEHI 1O €€ yCTpaHEHHIO.

IIposepka Haauuusi cBoOogHoro Ilpu HexmocTaTke MecTa Ha JUCKE PEKOMEHIYETCs
JAUCKOBOI'0 MPOCTPAHCTBA yAaIUTh HEHYXHbIe Uil JanbHeWell padoThbl
¢aiinbl. Ecnu 3T0 He pemuT npodiemMy ¢ MecToM
Ha JIMCKe, HEOOXOAMMO IPOBECTH pabOTHI IO
HapalyBaHUIO JIUCKOBOTO IIPOCTPAHCTBA

XpaHWIMIIAa JaHHbIX.

[TocnenoBaTenbHOCTh BBINOJHEHHUST PAa0OT IMpH €KEAHEBHOM NpOQHIAKTUKE HE BaXKHA.
JlanHbple pPabOThl MO3BOJIAIOT CBOEBPEMEHHO BBIABIATH IpelaBapuilHble CHUTyallMd U
MUHUMU3HUPOBATh  IPOCTOM  CHCTEMBI M  COOTBETCTBYIOT HOPMAJIbHOMY  DPEKUMY
(YHKIMOHMPOBAHUS, TIOCIIEAOBATEIFHOCT BBIIOJIHEHUS OnMcana B paszene «HopmanbHerid

PEXUMY.

BoccTtaHoBneHue pabotocnocobHOCTU CUCTEMD

OCHOBHBIMU orncpanruiaMu Mpoueccca BOCCTAHOBIICHUSA ABJIAIOTCA:

e ®dukcupoBaHHE U pErHCTpalys MPOOIEMbl — aIMUHUCTPATOP PUKCUPYET HEKOPPEKTHYIO
paboTy MOyl UITU BCEH CUCTEMBI B 11€JIOM, TIaICHUE CUCTEMBI;

e AHamu3 u knaccudukamys mpodIeMbl — aIMUHUCTPATOP MPOBOAUT MOAPOOHBIN aHATN3
MpOOIEeMBI ISl BBISIBICHUS MPUYMHBI BO3HHUKIIETO COOs, MCIONb3Ys] UHCTPYMEHTHI s
JUArHOCTHKU W JIOTH cucTeMbl. OmpeaenseT o6macTh (mporpamMMHas WM ammaparHas
4acTh), KOTOpasi OTBEYAET 3a BO3HUKIIHKI COOM JJIs TaTbHEHIIIETO €ro yCTPaHEeHHUST;

e [lowmck pemennst — aIMUHUCTPATOPOM OCYIIECTBIISETCS MMOUCK PEIICHUS TPOOIIEMBI,

e [IpumMmeHeHHEe pelIeHUs — aIMUHUCTPATOPOM OCYIIECTBISIETCS TPUMEHEHNE HANJEHHOIO
pelIeHus Ui BOCCTAaHOBIIEHUS paOOThI CUCTEMBI;

e TecTUpoBaHME CHCTEMBI TOCJIE€ MPUMEHEHHUS pPEIIeHud — aJIMHUHUCTPATOPOM
OCYILIECTBJISICTCSI TECTUPOBAHUE CUCTEMbI MOCJE MPUMEHEHHS] PEUICHUS ISl MPOBEPKHU
yCTpaHEeHUs TPOOJIEMBI U KOPPEKTHOTO (DYHKITMOHUPOBAHUS CUCTEMBI;

e MOHUTOPHUHT U KOHTPOJb COCTOSIHUSI CUCTEMBI B T€USHHE U TIOCIIE PEIIeHHS IPOOIeMbI —

AAMUHUCTPATOPOM OCYHICCTBIACTCA MOHHTOPHUHI' U KOHTPOJIb COCTOAHUA CHUCTCMbI B
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Cucrtema oOHapY KSHHS U MPEIOTBPAIICHIS MOIICHHNIECKUX Tpan3aknuii «Smart Fraud Detection». Onncanne
IIPOLIECCOB

mporecce pemeHuss mpobiembl (K HpuUMepy, eciii cOoi Mpow3omien B OJHOM W3
MIPUJIOKEHUN CHCTEMBI, TIPH 3TOM APYTHUE MPUIOKEHHUS (PYHKIHMOHUPYIOT KOPPEKTHO, HO
HE00X0IMMO KOHTPOJIHMPOBATh PabOTy AAHHBIX MPUIIOKEHUH, T.K. IPUMEHEHUE PeIleHuUs
JUIS yCTpaHEeHHsI BOSHUKILIETO cO0sl MOKET MOBIIUATH Ha UX KOPPEKTHYIO paboTy), a TaK ke
nocye 3aBepuieHus paboT MO BOCCTAHOBIICHUIO CHCTEMBI JUIsl MCKIIIOUEHHS TTOBTOPHOTO

BO3HHUKHOBEHHS aHAJIOTMYHBIX COOCB.

Ha pucynke 1 npuBeneHa cxema mpoiiecca BOCCTaHOBIICHHS pab0TOCIIOCOOHOCTH crcTeMbl. Ha
HeM n300pakeHa MOCIeI0BATeILHOCTh JEHCTBUM MIPH BOCCTAHOBICHUH Pab0OTOCIIOCOOHOCTH
cucteMbl. Tak xe MOKHO OTMCTHUTB, YTO HNPOHECC KOHTPOJAd WU MOHUTOPHUHIA COCTOSHUSA
CHCTEMbI TIPOUCXOIUT MOCTOSIHHO TapalIeIbHO ¢ paboTaMu MO YCTPAHEHHIO cOOsl, a TaK jKe
[POJIO/DKACTCS  [MOCE 3aBepIIeHHs pPabOT MO BOCCTAHOBJCHHIO pabOTBI CHCTEMBI.
[Mpeamonaraercsi, 4TO €CIU B MPOLIECCE MOHUTOPUHIA M KOHTPOJIsSI pabOThI CUCTEMBI TIOCIIE
BOCCTAaHOBJICHHUS OyieT 3a)MKCHpOBaHa MoJO0HAs MM WHAs Ipo0JieMa, IPOLeCcC YCTPAHCHUS

c60s1 OyZIeT MOBTOPEH C MOMEHTA KJIacCU(UKAIINU TPOOTIEMBI.
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QukcuposaHue U
peaucnpauusi
rpobiiemb!

AHanus u
Kraccudukayusi
rpobrievb!

A

Ibuck u npumeHeHue

peusHust
(ucriornHeHue)

Ko+nporib u
MOHUITDPUHE
COCITDSHUS
cucems|

A

TecrmuposaHue
cucITemb! riocre
MPUMBHEHUST
peueHust

BaeepueHue
rpouyecca
BOCCITRHOBIIEHLIST
cucrems!

A

Bo3moXxHble HEUCNpPasHOCTU U MeTOoAbl NX YCTPaHEHUA

B ciryqae npo6siem co Bxozom B Web-unTtepdelic cieayer mpoBEpHUTH CIICIyIOIIEe:

1. BupryanbHas Mamuna nosnyuuia IP agpec:

a. [locrne momHOI 3arpy3Ky CHCTEMBI HEOOXOIMMO BBECTH JaHHBIC MTOJIB30BATENS U
napoJib Ha OmnepanuoHHyo cuctemy: root/2zJxSxI0nJJ6

Crtpanwnma 11]18
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b. Bemonuuts komanny: ifconfig —a:

atm - VMware Workstation 16 Player - m} s

Player - - I% [D] @

ier 0 colli:

root@atm-01: "% _

c. IlpoBeputh MpaBMILHOCTH BBIAAHHOTO apeca, B CIIy4ae eclii aJipec He BhIAaH
numu ceTeBoit maTepdeiic B cocrosaun “DOWN” yerpaHuTh pobiaemy
CaMOCTOSITENILHO UM OOPATUTHCA B OANEPKKY Kommanuu «Da3z3u JIomkuk
JlaGe» 1st mOTy4YeHHs] KOHCYJIbTallUK.

2. 3amyck 6a3bl nanHbIx Cassandra:

a. Ilocne crapra mpuiioKeHHUs, BBIMOJIHUTh KOMMaHy «ps -ef | grep cassandray, B
pe3ysbTaTe BBIMOIHEHUS JOHKEH COJIePIKaThCs TEKCT:

atm <PID> <J[lama 3anycka> <Bpems pabomuvl> java ..........

b. B ciyuae ecnu npouecc He 0OHapy’KeH MPOAHAIU3UPOBATH JIOT:

/opt/apache-cassandra-3.11.0/logs/system.log
Ha nanuune ommboxk

3. B cnydae, eciu npu cTapTe OJTHO U3 MPHIOKEHUN COOOITUT 00 omudKe, HEOOXOIUMO
MIPOAHAITN3UPOBATH JIOTH:
/opt/atm/profile/log/afd-front.log

/opt/atm/profile/log/afd-eea.log
/opt/atm/profile/log/afd-aaap.log
/opt/atm/profile/log/afd-scheduler.log
/opt/atm/profile/log/afd-db-save.log

JIu6o MMpUCIIaTh UX HA aHAJIM3 B MIOAJACPIKKY KOMITAHUU «®a33u Jlomkuk JIaGcw.
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TpeboBaHMA K NnepcoHany

CocTtas u KBaﬂVld)VIKaLI,VIFl nepcoHana, 40oNyCKaemMoro K aKcnayatauunu

CUCTEMDI

OcHoBHbIe posid U GYHKIUH 110 SKCIUTyaTallud CUCTEMbI IIpeicTaBieHbl B Tabmuie 1.

TABJIHIIA 6. OCHOBHBIE POJIM U ®YHKIIUHU 110 SKCITIVATAIIMH CHCTEMAI

Ne n/m Ha3Banmue posin

1 A nMuHHCTpaTOp
BBIUMCIIUTEIBHBIX CUCTEM

2 AnMUHHCTpATOP cucTeM
XpaHEHUs JTAHHBIX 17§
PE3EpPBHOTO KOMHUPOBAHUS

3 AnMuHHCTpaTOp CeTH

nepeaadyun JaHHbIX

OcHoBHbIe pyHKIIUM

MOHUTOPUHT W YOpaBlIeHHE OO0OpyIOBaHUEM U

MPOTPaMMHBIM 00€CTIeYeHHEM CEPBEPHOM TTOACUCTEMBI.

Ananus IoxKasarejei MTPOU3BOAUTEIHLHOCTH,

JTUATHOCTHKA 000pyIOBaHMUSL.

BzanmoeiicTBre co ciry:k00i OJAEPKKU MOCTABIINKA

Y IPOU3BOJIUTEISI 000PYA0BaHUS.

Monepauzanus 000opyT0BaHMS, YCTaHOBKa

o0Hosienui I10.

MOHUTOPUHT W yIOpaBJICHHE OOOpPYIAOBAaHHEM U
MPOrPaMMHBIM 00ECIICUEHUEM CETEH XpaHSHHUS, CHCTEM

XpaHEHUs.
Opranuzanys pe3epBHOTO KOMUPOBaHMS JaHHBIX.

Ananuz roka3zaTenei MIPOM3BOAUTEIHLHOCTH,

JIMarHOCTHKA 000pYyIOBaAHMSL.

B3aumogeiicTBre co ciry:k00i OIEP>KKH ITOCTABITUKA

u ipousBoauTeNst obopynosanus u [10.

Monepauzanus 00opyoBaHus, yCTaHOBKa

oOnosiennii I10.

MOHUTOPUHT W yOpaBieHHE O0OpyIOBaHHEM U

nporpaMMHbBIM o0ecrieueHneM CETH nepeaavyu JaHHbIX.

Amnanus noxasarenein MIPOM3BOAUTEIHHOCTH,

JUAarHoCTHuKa 060py;[0BaH1/1;1.

KoanuectBo

1

1

eMHMIL

Crtpaunwnma 13|18
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BsaumogpeiicTBre co ciry:k001 IOIEP KK ITOCTABIIKA

1 pou3BoauTens obopymoBanus u [10.

Monepauzanus 000pyTOBaHMSI, YCTaHOBKa

o0nosienui I10.

MopAAOK NPOBEPKM 3HAHMI NEPCcOHaNa U AONYCKa ero K pabote

[IpoBepka 3HaHMI aJMUHUCTPATOPOB JJIS BBITIOJIHEHHS YKa3aHHBIX pabOT JODKHA
MPOU3BOJUTECS B paMKax TMPOBEACHHsS AaTTeCTalluii COTPYIHUKOB MPEANPHUSATHS Ha
COOTBETCTBUE 3aHMMAEMOW [IOJDKHOCTH W TpHU IMpueMe Ha pabory. B arrecranmoHHbIe
KOMHCCUH OPTaHU3alUU JIOJDKHBI OBITh BKIIFOUEHBI COTPYIHUKH, 00JIaIal0NIUe TOCTATOTHON
KBaJIM(DUKAIMEH ISl OCYIIECTBIICHUS TAaKOM MPOBEPKH.

Jomnyck k paboTe OCyIIECTBISETCS MO Pe3yJIbTaTaM aTTeCTalluu.

TexHU4YecKkoe 00CITy)KHBaHHE JIOJDKEH MPOBOAWTH KBATHU(UIIUPOBAHHBINA ITEPCOHA,
MPOIISAIINHN CIICIHATU3NPOBAHHOE 00YUYCHHE, TOMYIIICHHBIH COOTBETCTBYIONTUM TOPSAKOM K
MPOBEJIEHUIO PabOT Ha 3nekTpoycTaHoBkax a0 1000B u umerommii kBanu(UKAIMOHHYIO
TPYMIy MO 3JeKTPOOEe30MacCHOCTH HEe HUXKE TPEThEH.

DKCIUTyaTallMOHHBIA ¥ OOCTY>KUBAIOUIUN TEPCOHAN JOJKEH WMETh BBICIICE HIIU
CpelHee TEXHHWYECKOe OOpa3oBaHME€ U  TPOUTH  CHCIHAIBHYIO  IOJITOTOBKY B
COOTBETCTBYIOIIEM OOBEME Ha JTame OMNBITHOW JKCITyaTaluu Komiuiekca. [loaroroBka
JOJKHA BKJIIOYATh B ce0sl TMOJIy4eHHWE HABBIKOB TOJB30BATENbCKOW pabOThl ¢ OOLIUM U
CHenUaIbHbIM TpOrpaMMHBIM obOecrnieueHreM APM B o00beme BBIPAaOOTKHM HABHIKOB
MoAJepKaHusl UX paboTOCIOCOOHOCTH.

[Tepconain, obcayKUBaIONINK TEXHUYECKUE CPEJICTBA KOMIUIEKCA, 10 KBanu(pUKAIIUN
JOKEH COOTBETCTBOBATh TPEOOBAHUSM, NPEABSIBISIEMBIM HW3TOTOBUTEISIMH  CPEICTB

BEIUHUCIINTETLHON TEXHUKH.

TexHuyecKan noaaepkKa NpoaykTa

B nmanHOM paszenie mpuBEIEHO OMUCAHKE MOPSAIKA PETUCTPAMA U YCTPAHEHUSI UHIIUJICHTOB,

BO3HUKIIHUX Y 3aka3Juka.
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PernameHT yCcTpaHeHUA HeMCnpaBHOCTEN B CUCTEME

3ampoc MOKET OBITh HAIIPABJICH B CIIyKO0y TEXHHUYECKOH MOAMCPKKH OTHUM U3 CIICTYFOIINX
CII0CO0O0B:

® [IOCPEICTBOM perucrpaunuu 3anpoca B Penmaiine
® [10 AJIEKTPOHHOM moyTe ¢ support@fzlabs.ru

3anpoc J0KEH COACPIKATh CIICAYIOIIUE CBEICHHUS:

e J1aTa U BpeMs 3ampoca;

e onucaHue 3amnpoca;

e tun 3anpoca: Unuuaent, ledexr, Koncynbranunonnsiii 3ampoc (cm. ctp. 15).

® [PUOPUTET 3ampoca B COOTBETCTBUHU C KIacCH(PUKAIIUEH HACTOSIIETO MPUIOKECHHUS,

e 1o wMepe o0paboTku 3ampoca, TpH HEOOXOTUMOCTH, 3aKa34WK IPEAOCTABISICT

JIOTIOJTHATEBHYIO0 UH()OPMAIIHIO.

[Tocne peructpauuu 3ampoca OTBETCTBEHHBIH COTPYIHUK OTAeNa BHEIPEHUS U
COIIPOBOKACHUSI OpPTraHU3yeT pPadOTy IO YCTPAHEHHUIO 3asBJICHHOW MPOOJIEMBI B CPOKH,
COOTBETCTBYIOIINE KATETOPUH KPpUTUIHOCTU. O BBITIOIHEHUHU 3allpoca COTPYTHUK YBEIOMIISIET
3aka3zuuka myTeM HampaBieHHsI HHPOPMAIIMOHHOTO COOOIIIEHUS Ha afpec AIEKTPOHHOU MOYTHI
OTBETCTBEHHOI0 CO CTOPOHBI 3aKa3uWKa, COAEPKALIEro YHUKAIbHBIA HOMEp 3ampocy, U

OIMMCAHUC TTPHUHATBIX MEP.

Tunbl 3anpoca

Tun Onucanue

PaccnenoBanue/ | PaccienoBanme — oOpallleHHe IO TOBOAY HEKOPPEKTHOM paboThI
Koncynpramust | nmporpammHoro obecneuenus. Ilo pesynabTatam paccieoBaHUS MOKET

ObITH 0opmiteH [ledexT.

OOGpamenne coTpyaHrKa 3aka3zuuka 1mo Bomnpocam BHeapeHHoro [10:

e llcnonb3oBanue BHeapeHHOro 1O
e Peanuzanys TEXHUYECKUX PEIICHUN
e [IpoBeneHue TEXHOIOTUYECKUX pabOT
e Hacrpoiika BHenpenHoro I10 u cpeactsa MOHUTOPUHTA
Nununent Jlroboe  oOpameHne  cOTpyaHMKA  3aka3yMka 1O  TOBOJTY

HE3aIllJIJaHUPOBAaHHOTO TpEpbIBaHUS WM CHIDKeHHs KadectBa WT-
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Tun Onucanune

yclyTy, a Takxke cOoil anementa MT-undpactpykTypbl, B TOM 4ucie,
KOTOpBIN enie He okaszan BausHue Ha UT-ycayry.

[To cormacoBanuto cropon MHIUAECHT MOKET OBITH TIepeBeieH B JledexT.

Hedexr OO0pailieHre O MOBOJY BBISBIICHHOI'O HECOOTBETCTBUS MPOTPAMMHOIO

oOecrnieueHus YCTaHOBJICHHBIM TpeOOBaHUAM, omunoOKka B
¢ynkunonuposanuu I10.

MprOpUTETLI U CPOKM UCTIO/THEHUS

[Ipuoputersl cOOBITUMH, B CBSI3U C KOTOPBIMU HANpaBJISIOTCSA 3arpochl, ONPEIEISIIOTCS B

COOTBCTCTBHUH C BAXXHOCTBIO (CpO‘IHOCTBIO), a TaKXKC UCXO0dsd U3 MacIITaOHOCTH €€ BIIMSHHA.

CYH_ISCTByeT TPU YPOBH BA’)KHOCTH:

«KputnyHas» — HEZOCTYMHOCTh (YHKIMOHAJIA TPHBOJUT K MPEPHIBAHUIO pPabOTHI
CucreMsl;

«BBICOKas» — HEAOCTYIMHOCTH OO0 CYIMIECTBEHHOE CHIDKEHUE JJOCTYITHOCTH (DYHKIIMOHAIIA
MPUBOJIUT K yXyameHnto CUCTEMBIL;

«CpenHsiss» — HEIOCTYITHOCTh JIMOO CHUKEHHE JNOCTYIMHOCTH (DYHKIIMOHAJIA OKa3bIBACT

orocpeoBaHHoOe BiusiHUE HA CHCTEMBI.

YpoBHu BausHus MHIMAEHTa:

«A» (aBapusi) - MHnumeHT Ben€T K HENOCTYNMHOCTH (yHKIMOHANA PerieHuss u HOCUT
MaCCOBBII XapaKkTep, 3aTparuBarolimii oosee 5% mnosp3oBarenel JaHHOTO (QYHKIIMOHANA,
«B» - HIuaeHT BenéT K HeIOCTYIMHOCTHA (DYHKIIMOHAA JIJISl OTJIEJIBHBIX MOJIb30BaTEICH
1100 00BEKTOB, YTO MPUBOJUT K HAPYIICHUIO OU3HEC-TIPOIIECCa;

«C» - WHnumeHT BeA€T K CHWKEHUIO JIOCTYMHOCTH (YHKIIMOHANIA JUIS OTICIbHBIX
nmosib3oBareneit mmbo cymrHocTed. [lpm »TOM cymiecTByeT BpeMeHHOe (00XO0IHOE)
pelieHre, MOo3BoJIAONIee O00eCHeYuTh IPUEMIIEMbIl  YpPOBEHb (PYHKIIMOHHPOBAHUS

3aTpOHYTHIX HIIMAEHTOM OM3HEC-TIPOLIECCOB U HE TPeOYIolee BEICOKUX TPYA03aTparT.

BaxxnocTh/BIusinue

A B C

«KpuTnunas»

«brokupyrommin» «BpIcokuin» «CpenHuit»
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Cucrtema oOHapY KSHHS U MPEIOTBPAIICHIS MOIICHHNIECKUX Tpan3aknuii «Smart Fraud Detection». Onncanne

IIPOLIECCOB
«BbIcokass» «BrIcokuii» «Cpennuiin «Cpennuii»
«Cpennsis» «Cpenuuii» «Huzxuit» «Huskwnii»

[IpuMeHsroTCs cienyromue HopMaTUBEI 00pabOTKH 3arpoCoB:

o «baoxkupyromuii». Bpems peakimum — 2 paOouumx yaca, MHTEHCHMBHOCTH OOMEHa

nH(opManuel — pa3 B AeHb (TOJIBKO B paboyue aHH),

e «Bpicokuii». Bpems peakunu — 4 pabounx yaca, ”HTEHCUBHOCTh OOMeHa nH(popMaruen —
pa3 B 3 s (TONBKO B paboune THH);

e «Cpeanuii». Bpems peaxiym — 2 pabounx THS, THTEHCUBHOCTH 0OMeHa nH(popmMaruein —
pa3 B HeJEIIo;

o «Hu3kuii». Bpems peakuuu — 5 pabo4nx JHEH, HHTEHCUBHOCTH 0OMeHa nHpopMaren —

pa3 B MecsILL;
I'ne:

e Bpewms peakiuu — 3To Bpemsi, He00X0IUMOe JUIsl cTapTa 00CIyKUBaHuUs 3arpoca.
e llnTencuBHOCTH OOMeHa MHGOPMAIIUEH — 3TO YACTOTAa KOMMYHHUKAIUHN VIS JTOKATU3alUN
po0GsieMbl (MHIMJIEHTA), BIPAOOTKY IJIaHa MEPOTIPUATUH 10 €€ YCTpaHEHUIO U/UIHU, TIpU

HEO0OXOIMMOCTH, TIOUCK 00X0HOTO pemreHus (workaround)

ITpu pa3pemienun MHnuaenTa ycranaBinupaercs ero npuuuHa. Onnoit u3 npuuns MHnuaeHTa

MOXeT ObITh JledekT.

CneupanucTbl, 06ecneynsalolLMe TEXHUYECKYIO NOAAEPMHKKY

Texauueckas NoAACPIKKAa NMPOAYKTa OCYHICCTBIIACTCA CIICHUAIMCTAMU OTACTIA BHECAPCHUA U

COIIPOBOKACHUA. B o0s13anHOCTH COTPYAHUKOB OTACIA BXOIAT:

L4 KOHCYHBTHpOBaHI/Ie COTPYAHHUKOB 3aka3uuka mno BOIIPpOCaM ONICPATHUBHOTO UCIIOJIB30BAHU A

Perenus.

e VYcayrn 1O BOCCTaHOBIEHHIO paboTtocrnocoOHoctn [IO B cpeme NpOMBIIUICHHON

AKCIUTyaTally nocie cOosl.

e Pazpemenne MununentoB u Jledhekros, cBI3aHHBIX ¢ paboTocnocoOHOCTRIO Perienust B

cpeae HpOMBIHlJICHHOﬁ OKCIUTyaTaluu.
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e 3akpeITHE pa3pelIeHHBIX VHIMAEHTOB, CBA3aHHBIX ¢ paboTocnocoOHOCThIO Pemenus B
cpezie MPOMBIIIJICHHON AKCILTyaTalluu, 1 MHQOPMUPOBAHHUE COTPYIHUKOB 3aKa3uuKa.
e ConpoBoxaeHue paloOT, CBSI3aHHBIX C OOHOBJIEHHEM CHCTEMBI 33aKa34MKOM B Cpele

HpOMBIHIJIeHHOI;'I OKCILTyaTaluu.

Jliig kax1oro 3aka3z4yrKa Ha3Ha4yaeTcs OTBETCTBEHHBIN CIIEHUATKNCT U3 0T/ COMPOBOKICHUS
U BHEJpPEHUs, KOTOPBIH KypHpyeT Bce OOpallleHHs U HECeT OTBETCTBEHHOCTh 3a HUX

CBOCBPCMCHHOC MCIIOJITHCHUC.

Ecan o6pameHHe 3aka3uynka He yAaaceTCesa pelluruTb CHIIaMH COTPYAHUKOB  OTHACIA

COIMPOBOKACHUA U BHECAPCHUS, K UX PCHICHUIO ITPUBJICKAIOTCA CIICHUAIIUCTBI APYTUX OTACIIOB:

e AHanuTHuecKuil oraen — pazpadorka TexHuyeckux 3aJaHuii Ha HOBBIE JJOPAOOTKHU.
e Ortnen pa3paOOTKH — BeIEHHUE HOBBIX Pa3pa0d0TOK U UCIIPaBIieHUE Je(EKTOB.
e Ortnmen oOecrieueHnss KOHTPOJII KadyeCcTBa — TECTHPOBAaHWE HOBBIX JIOPAaOOTOK U

ucnpanieHHbIX JledekTos.
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