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Cucrtema oOHapY>KEHHS U TPEIOTBPAICHIS MOMICHHNIECKUX Tpan3akiuii «Smart Ftaud Detection». MaCcTpyKIns

IO YCTaHOBKC

Beegenue

Ha3HayeHune ADOKYMEHTa

J_IOKYMCHT COACPIKUT IIOPAAOK ,Z[CflCTBPIfI 10 YCTAHOBKEC CHCTCMbI IJId HpOTHBO,I[GfICTBHS[

momenHn4ecTBy (Smart Fraud Detection).

TEPMUHbLI U COKpaLLLEHUA

TabunAa 1. TEPMUHEI

Tepmun
Advanced Adaptive
Authentication
Advanced Adaptive
Authentication Policy
Smart Ftaud Detection,
Cucrema
ExtendeRuleEngine

Bank-3kBaiiep

Bauk-sMmurTeHnt
Beanlii cnucok
ABO

Nunuaenr

Kapra

Kaunenr

MepuaHT

Onucanue
[IpunoxeHne OLEeHKHU PUCKOB

[Tpunoxenne pabOTHI C IPaBUIIAMH

KommnekcHass cucremMa oOOHapyKeHHMsI MOIIEHHHUYECTBA B
peaJbHOM  BpPEMEHHM METOJOM  aHaiM3a  MOCTYHAOIMIUX
TpaH3aKUMI B PA3JIMYHBIX KaHAJIaX 00CIyKUBAHUSI KIINEHTOB

[Ipunoxxenue 06pabOTKU TpaH3AKITUH

CTOpoHHSS KpenuTHAs OPTaHN3alus, SBIAIOIIASACS YYaCTHUKOM
IIJIATEKHOW CHCTEMBI M OCYLIECTBIISIONIAsl SKBAUPHUHT .

KpennrtHas opranusanys, BEITYCTUBIIAS IUIATEKHYIO KapTy
Criucok 3aBeJoMO TOOPOCOBECTHBIX MOJyyaTesaen miarexa

JluctaHnoHHOE OaHKOBCKOE 00CTY>KMBaHUE — OOIINN TEPMUH
JJIA TEXHOJIOTUH npeaoCTaBJICHUA OaHKOBCKHUX YCIIyT Ha
OCHOBaHUU PACMOPSIKEHUI, TTepeiaBaeMbIX KITUEHTOM
yIaJeHHO (TO ecTh 0e3 BU3MUTa B 0aHK), Yallle BCETO C
HCIIOJIb30BaHUEM KOMIBIOTEPHBIX U TeNe(POHHBIX ceTel

C06LITI/IC, OTMCYCHHOC B CUCTEMC KaK KaK MMOAO3PUTCIILHOC NI
MOIICHHHNYCCKOC.

[InacTukoBas kapTa, MIPUBsSI3aHHASA K OJTHOMY WJIM HECKOJIbKUM
pacyE€THBIM/IUIIEBBIM cueTaM B Oanke. Vcmomb3yercs st
OIIAaThI TOBAPOB U yCIIyT, B TOM 4Hcie yepe3 HTepHeT, a
TaK)Ke CHATUS HAIMYHBIX.

[ToTrpebutens  yciyr, TNpeAoCTaBIIeMbIX  (HUHAHCOBBIM
WHCTUTYTOM C TTOMOIIBIO PA3IMYHBIX KAHAIOB OOCITYKHUBAHUSI.

Opranu3aiys TOProBJIM U CEPBHCA, TOPTOBO-CEPBUCHASI TOYKA
(TCT) - IOpunuyeckoe nuio, JUOO WHIWBUIYAITBHBIH
MpeANpUHUMATENb, TMPUHUMAOIEe OaHKOBCKHE KapThl B
KauecTBE CpEJICTBAa OIUIATHl TOBapoOB (yCIyr) HAa OCHOBAHHH
JloroBopa »kBalipuHra, 3akitOueHHOro ¢ bankom wiun
YIOJIHOMOYECHHOU opranusaunue. llpennpusitue MoxkeT UMETh
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Cucrtema oOHapY>KEHHS U TPEIOTBPAICHIS MOMICHHNIECKUX Tpan3akiuii «Smart Ftaud Detection». MaCcTpyKIns

IO YCTaHOBKC

TepMmun

OuneHka pucka, CKOpUHT

IlinaTtexkHasi TpaH3aKIUs

ITogpasnenenue

Ceccus

CoObIiTHE (TPaH3aAKIHA)

CeccnoHHasi TpaH3aKUIMA

CeccHOHHBIC JaHHBIE

YépHbIi CIUCOK

TAbuNA 2. COKPAIEHUA

Onucanue
OJIHYy TOPTOBO-CEPBUCHYIO TOYKY WMJIM CETh M3 JIBYX M OoJjee
TOPrOBO-CEPBUCHBIX TOYEK.

Onenka pgeiictBuii  KineHTa B 4YKMCIOBOM — BBIPAXKEHHH,
OINPEACIAIONIEM HACKOJIBKO JaHHAs ONEpalus OTIMYAETCS OT
TUNOBBIX omnepauuii KimeHnta. 3HadeHHe paccuUThIBAcTCA
Cucremoi M sABIETCS  IIOKA3aTelleM  BEPOSTHOCTH
MOLICHHUYECKUX IEeUCTBUH B oTHOIIeHUM Kinnenra. Meronuka
pacuera sBJseTCs KOHPUICHIIMAIbHON HH(DOpMaIHEH.

WunnuupoBaHHOE  KIMEHTOM  COOBITHE, MPHBOISIIEE K
¢uHaHCOBOW omepanuu (MEePeBOJbI, ITUIATEXKH, IOTAIICHUE
KpeauTa u 1p.).

CtpykTypHOE TmojpasfeneHue (UHAHCOBOTO  HMHCTHUTYTA,
MPEIOCTABIISIONIEE YCIYTH

Hukn  omepaumii  oOMeHa  JaHHBIMH,  OECIPEPHLIBHO
BBITIOJHSIOLIUIICS OT HCTOYHUKOB 3alPOCOB K KOHEYHBIM
O00BbEKTaM M HMEIOIIMH HEeKH 000O0IIalomMii  MpU3HAK
(uneHTu(UKATOP) U KOHEUHBIN Pe3yIbTaT.

WuunuupoBaHHOE KIMEHTOM JIGHCTBHE, 110 BBITOJHCHHIO
IUIATe)KHOW WITM HE TUIATS)KHOW OIepaiyl B JIFOOBIX KaHallax
00CITy)KMBaHUA.

NHutmupoBaHHOE KIMEHTOM COOBITHE, HE MPHUBOIAIICE K
(GUHAHCOBBIM omepanusM (BXOJ B CHUCTEMY, HW3MEHCHHE
HACTPOEK MPOdHUIIs, TOTYICHHUE BBIMTMCOK, CMEHA MapoJis U TIp.).

I[aHHLIe nepeaaBacMbIC B paMKax OJTHOM CECCHH.

Crnucok, coaeprKalnuii peKBU3UTHI MOLIEHHUKOB. Pa3Hble THUIIBI
CIIMCKOB OTJIMYAIOTCS 10 HA3HAYEHUIO U CTPYKTYpPE PEKBU3NUTOB

Coxpamenne Pacum¢poska

AAA Advanced Adaptive Authentication

AAA Policy Policy

AAA_Scheduler Scheduler

DBSave Database Save

SFD Smart Ftaud Detection

JABO JucranninonHoe 6aHKOBCKOE 00CTY)KUBaHUE
bl ba3a mannbIX
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CucreMa oOHapy X EHUsI M TTPEIOTBPAIICHUS] MOIIICHHHYECKUX TpaH3aknuid «Smart Ftaud Detection». MHCTpyKITHS
110 YCTaHOBKE

TexHnyeckue TpEGOBaHVIﬂ K COCTaBy OﬁOpY,D,OBaHVlﬂ

MunumainbHble TpeOOBaHUs U1 YCTAHOBKH CUCTEMbBI B TPOMBIIIICHHYIO SKCILTYaTalUIO:
CepBep NpUIIOKEHUM:

CPU : 4 core 2Mhz+

RAM: 32 Gb

HDD : 200Gb

OC :Pen OC, Anbt, Astra Linux, Debian, RHEL, CentOS, Solaris, AIX
basza naHHbIX:

CPU : 4 core 2Mhz+

RAM: 8 Gb

HDD: 1Tb

OC :Pexn OC, Anspt, Astra Linux, Debian, RHEL, CentOS, Solaris, AIX
TpeboBanwus 11 pa3BOpauuBaHUS TPEIOCTABICHHON TECTOBOM CPE/IbI:

Cpena Bupryanuzaimu: VmWare Workstation, VmWare Player, VmWare Fusion,
VmWare ESX.

CPU : 2 core 2Mhz+

RAM: 16 Gb

HDD : 22Gb

NHdopmauma o b/1

Cucrtema Smart Fraud Detection Mo>keT pabotats ¢ oaHO# u3 cnenyroumx CYB/I:
e apache cassandra 3.11

e Oracle Database 11g2 u HOBee

e PostgreSQL 12 u HoBee

TectoBblii 00pa3 CHCTEMBI, MPEIOCTABICHHBI 1O CCBHUIKE https://www.{zlabs.ru/wp-

content/uploads/SmartFraudDetection4.zip padoraer ¢ CYB/] PostgreSQL 13.
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Cucrtema oOHapY>KEHHS U TPEIOTBPAICHIS MOMICHHNIECKUX Tpan3akiuii «Smart Ftaud Detection». MaCcTpyKIns
110 YCTaHOBKE

YctaHoBKa MO «Smart Fraud Detection»

TpeboBaHua K Bepcuam MO

Ne | HammeHnoBanue Bepcus

1 Java Environment jdk1.8.0 144

2 | Apache Cassandra Database apache-cassandra-3.11.0
3 PostgreSQL Database PostgreSQL 12+

JononHutenbHble HacTponku NO

Ne [ITO daii1 HacTPOEK HavanbHas HacTpoiika | U3MeHEéHHAasi HACTPONKA
Apache |/opt/apache-cassandra- read request timeout in_ |read request timeout in_
1 |Cassand |3.11.0/conf/cassandra.y |ms: 5000 ms: 10000
ra aml
Apache |/opt/apache-cassandra- write_request_timeout in_ | write _request timeout in_
2 |Cassand |3.11.0/conf/cassandra.y |ms: 2000 ms: 60000
ra aml
3 PostgreS osteresal.conf - max_connections = 10000
QL postgresql.
Linux
max e - sfd soft nofile 1000000
4 open /etc/security/limits.conf <fd hard nofile 1000000
files
Linux
pending e e - sfd soft sigpending 96289
5 signals /etc/security/limits.conf sfd hard sigpending 96289
count
MopAnoK AencTBuiA
Ne | leficTBus Cnenano
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Cucrtema oOHapY>KEHHS U TPEIOTBPAICHIS MOMICHHNIECKUX Tpan3akiuii «Smart Ftaud Detection». MaCcTpyKIns

IO YCTaHOBKC

Ckonuposats nanku admin app db-deploy profile tmp 13 nanku nocraBku B
/opt/std/

PaGorel Ha B/]
2 | BemomuuTs ckpuntsl 3 nanku db-deploy
2.1 | HeobxoauMmo mepeiitu B MAINKY co ckpuntamu ~/db-deploy
29 3anosHUTh MapaMeTphl B KoHpurypamumonHoM (aite config.properties B
"~ | COOTBETCTBUU C KOMMEHTAPHSIMH
2.3 | 3amycTuTh ckpunt no pa3sépteiBanuto b/I: bash install.sh
3 | PaGoThl HA cepBepax NPUJIOKEHUN
4 | Hactpoiika koH(puUrypanmoHHbIX (haiiioB B manke profile/config/
®aiin env.conf 3a1aTh MapaMeTpsl B COOTBETCTBUU C KOMMEHTAPHIMHU:
JAVA HOME (mpu ycranoBke openjdk aupexTopuro B KOTOPOi
YCTaHOBJICHA java MOXHO OMpeeIUTh KoMaHa0#i update-alternatives --
display java. [Tpumep: /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.292.b10-
l.el7 9.x86 64)
AdvancedAA HOSTLIST
AdvancedAA DBSave HOSTLIST
4.1

AdvancedAA Scheduler HOSTLIST
AdvancedAA Policy HOSTLIST
AdvancedAA Policy Calculation HOSTLIST
AdvancedAA Policy Dynamic HOSTLIST
ExtendedRuleEngineAsync HOSTLIST

AFD DATA_ANALYZER HOSTLIST

AFD UI HOSTLIST
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Cucrtema oOHapY>KEHHS U TPEIOTBPAICHIS MOMICHHNIECKUX Tpan3akiuii «Smart Ftaud Detection». MaCcTpyKIns

IO YCTaHOBKC

Daiinbl

ignite-data-analyzer.xml - koHdur Ignite kmacrepa NOPHIOKEHUS
AFD DATA ANALYZER

B Tere <property name="addresses"> B list HEOOXOANMO TMEPEUUCIUTH BCE
XOCTBI BXOZSIINE B KiacTep npuioxenus . [Ipumep:

<property name="addresses">

<list>
<value>hostname1:48500</value>
4.2 <value>hostname2:48500</value>
</list>
</property>
YKa3bIBaeMbIi TOPT IS KaXKI0TO KOH(HTa yKe €CTh B IPUMEPE 10 YMOTIAHUIO
B KOH{wUre.
Tak ke ero MOXHO B3STh B YaCTH:
<bean class="org.apache.ignite.spi.discovery.tcp.TcpDiscoverySpi">
<property name="localPort" value="48500"/>
B ¢aiine afd_config.properties(konpur npunoxenus AAA) HeE0OX0IUMO
3aIOJIHUTH MTAPAMETPHI:
* aaa.ignite.nodeList - criucok cepBepoB BXosIIue B Kiactep Ignite
npuiokeHns AAA
* cache.profile.backups - KonuuectBo 6ekanos npoduieit, kKoropbie
4.3 XpaHsATCs B pacHpeeNEéHHbIX Kellax <= KOJMYECTBO CEpBEPOB KiIacTepa
Ignite — 1
* cache.profile.def.maxSize - MakcuManbHBIN pazMep NaMATH AOCTYITHON
1S Kom1a B Oaiitax u B KOHIE 100aBUTh L;
+ afd.aaap.tcp.hosts — xocThl e ycraHoBIeHO npuiiokeHne AAAP s
OTIPABKH B HETO 3aIPOCOB.
B oaiine afd_eea_config.properties(kondpur npunoxenuss EEA) neodxoaumo
3aIlOJIHUTPH MAapPaMETPHI:
44 . af'd.dictionary.ignite.nodeList - CIIMCOK CEPBEPOB BXO/SIINE B KIacTep
’ Ignite npunoxennsa EEA
« afd.tcp.hosts — xocThI T1ie ycTaHOBIIEHO NpuiiokeHne AAA Uit OTIIpaBKU B
HETO 3alpocoB
B  ¢aiine afd_aaap_ config.properties(konpur mnpunoxenus AAAP)
HE00XO0/IMMO 3aIOJIHUTh apaMeTpPhI:
* aaap.ignite.nodeList — crincok cepBepoB BXOJsAIKeE B KiacTep Ignite
4.5 AAAP

* aaap.list.distributed.numBackups - KoauuecTBo OekamnoB 31€MEHTOB
CTIMCKOB, KOTOpBIE XPAHATCS B PACIpPENeIEHHBIX Kemax <= KOJIUYECTBO
cepBepoB Kiactepa Ignite — 1
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Cucrtema oOHapY>KEHHS U TPEIOTBPAICHIS MOMICHHNIECKUX Tpan3akiuii «Smart Ftaud Detection». MaCcTpyKIns

IO YCTaHOBKC

4.6

B ¢aiine afd_aaap_calculation.properties (koHpUTryparioHHBIH (aiin
npunoxenus AAAPC) 3anoqHUAT MapaMeTphl:
+ afd.ignite. maxMemoryBytes — MakCUMabHBII pa3Mep MaMsATH Ha JAHHOM
cepBepe KOTOPBIH MOKET UCIOIb30BaTh Ignite KiacTep JaHHOTO
MPUIIOKECHUS
* aaap.ignite.nodeList — crincok cepBepoB BXOJsIIKeE B KiacTep Ignite
AAAPC
* aaap.list.distributed.numBackups - KonuuecTBo 6ekanoB 3j1eMEHTOB
CIHMCKOB, KOTOPBIE XPAHSITCS B pacHpeAeIEHHBIX KeIIax <= KOJMYECTBO
cepBepoB kinactepa Ignite — 1
* aaap.calculation.history.numBackups -  KommuectBo  Oekaros
MCTOPUYECKHUX JAaHHBIX, KOTOPbIE XPaHATCS B paclpeAeN€HHBIX Kellax <=
KOJIMYECTBO cepBepoB kiacrepa Ignite — 1.

4.7

B ¢aiine afd_aaap_dynamic.properties (koHburypauronHusii daiin
npuioxenus AAAPD) 3anoaHuTh mapameTpsl:
» afd.ignite.maxMemoryBytes — MakCHMabHBIN pa3Mep MaMsATH Ha TAHHOM
cepBepe KOTOPBI MOXKET MCIIONIB30BaTh Ignite KilacTep TaHHOTO
MIPHIIOKCHHUS
* aaap.dynamic.ignite.nodeList — ciMCOK cepBEpOB BXOIAIINE B KIACTEP
Ignite AAAPD
* aaap.dynamic.list.distributed.numBackups - KonudectBo Oekaros
9JIEMEHTOB CIIMCKOB, KOTOPBIC XPAHATCS B paCIPEICIEHHBIX Kellax <=
KOJIMYECTBO CEpBEPOB Kiactepa Ignite — 1
* aaap.dynamic.elements.numBackups -  KommuectBo  OekamoB
HUCTOPUYECKUX JAaHHBIX, KOTOPHIE XPaHATCS B paclpeAeNEéHHBIX Kellax <=
KOJIMYECTBO CEpBEPOB Kiactepa Ignite — 1.

4.8

B ¢aiine afd_scheduler.properties (koH(buUrypamoHHslil dailn npunoxxeHus
Scheduler) Heo6x01MMO 3aMIOTHUTE TapaMETPHI:
* scheduler.master.host — xocTHelim MacTep Hozbl npusoxkenue Scheduler;
» scheduler.ignite.nodeList - ciucok cepBepoB Bxoasmmue B kinactep Ignite
Scheduler.
* scheduler.resolution.aaap.client.hosts — ecnu npunoxenus Scheduler u
AAAP croAaT Ha pa3HBIX cepBepax, TO TyT HEOOXOJIUMO MEPEUUCIUTh BCE
cepepa AAAP, kak ykazaHO B KOMMEHTapU1

4.9

B ¢aiine dbconnection.properties HeoOX0aMMO MpoNUcaTh HACTPOUKU
coeauHenus k mactep b/I:

jdbc.url= jdbc:postgresql://{server db hostname}/sfd}
jdbc.username={db_login}
jdbc.password={db_password}

JlonomHuTEIbHBIC ACHCTBUS

5.1

Coznath KITIOY TUTST yIpaBIeHUS qyepes ssh:
ssh-keygen -f /opt/sfd/profile/config/mgmt.key -q -N ""
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Cucrtema oOHapY>KEHHS U TPEIOTBPAICHIS MOMICHHNIECKUX Tpan3akiuii «Smart Ftaud Detection». MaCcTpyKIns
10 YCTaHOBKE

[Tponmcats BO Bce cepBepa IMyOIUYHYIO YacTh KIFOYa:

2
> cat /opt/sfd/profile/config/mgmt.key.pub >> /opt/sfd/.ssh/authorized keys

BO3MOKHbl€ HEUCMPABHOCTU U METOAbI UX YCTPaHEHUS

B ciyuae npoGiem co Bxogom B Web-unTepdeiic ciieayeT npoBepuTh ClieAyIomiee:

1. Bupryansnasa mammunHa nonxyuuia [P anpec:

a. Ilocre monHOM 3arpy3Ku CUCTEMBI HEOOXOIUMO BBECTH JJAHHBIC TIOJIB30BATEINS U
naposib Ha OnepannoHHyro cuctemy: user/sfdrootXCB

b. Bemonnuts komanay: sudo ifconfig —a:

»oomtu

runs 0 frame 0
]
0 overruns O carrier 0 collisions O

userdsfd-3-5-demo: ™% _

c. IlpoBeputhb MpaBUIBHOCTH BBIJAHHOIO aJpeca, B CIIyyae €clii aipec HE BbIAAH WU
ceteBoil uHTepdeiic B cocrosHuu “DOWN” ycTpaHuTh npo0aemMy caMOCTOSTENIbHO
WM 00paTUThCS B ToAAep KKy kKomanuu «Paz3u Jlomkuk Jlabey mist momydeHus
KOHCYJIbTAI[1H.

2. 3amyck 6a3bl naHHBIX Postgres:

a. Ilocne 3amycka BUPTyaJIbHOW MaIllWHBI, BBITOJIHUTE MO r0ot KoMaHay «sudo
systemctl status postgresql-13», B pe3yapTare BHIIOJIHEHUSI KOMAHIbI CPEAN CTPOK
cTaTyca JI0JKHA COJEPKaThCsl CTPOUKa:

Active: active (running)
b. B cimyuae ecnu cratyc Apyroi nmpoaHaTu3upoBaTh JoOT (aiibl B:

Nvar/lib/pgsql/13/data/log/postgresql-*.log
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CucreMa oOHapyXEHHsI M TTPEIOTBPALICHIS] MOIIICHHHYECKUX TpaH3akiuuid «Smart Ftaud Detection». MHCTpyKITHS
110 YCTaHOBKE

Ha Hanuuue omubok

3. B cayuae, ecnu npu cTapTe OJHO U3 MPWIOKEHUH COOOIIUT 00 OmMUOKH, HEOOXOIUMO

POAHATN3UPOBATh JIOTH:
/opt/sfd/profile/log/afd-front.log

/opt/sfd/profile/log/afd-eea.log
/opt/sfd/profile/log/afd-aaap.log
Jopt/sfd/profile/log/afd-aaap-calculation.log
Jopt/sfd/profile/log/afd-aaap-dynamic.log
/opt/sfd/profile/log/afd-data-analyzer.log
Jopt/sfd/profile/log/afd-ui.log
/opt/sfd/profile/log/afd-scheduler.log
/opt/sfd/profile/log/afd-db-save.log

JIn6o npucnarh UX Ha aHANMKU3 B OAAEepkKy Komnanuu «Da33u Jlomxkuk Jladcy.

Mpunoxernue. YctaHoBKa TectoBom cpeabl MO «Smart Fraud
Detection»

TectoBas cpena mpeacTaBiseT co0oil BUPTyanbHy0 MamnHy VmWare ¢ npeaycTaHOBICHHBIM
cucteMHbIM U mpukiagaeiM [10. Hcnonb3oBaHue NpeaoCTaBICHHONH BUPTYalbHOW MAaIIHHBI
BO3MOXKHO B cpemax Bupryanmzanuu VmWare Workstation, VmWare Player, VmWare Fusion,

VmWare ESX.

Ccplika TUTSt CKAUMBaHUS obpasza: https://www.fzlabs.ru/wp-

content/uploads/SmartFraudDetection4.zip.

I[J'IH YCTaHOBKHU HCO6XO,[[I/IMO BBITTIOJIHUTE CJICOYIOIINC JIENCTBUSA:

1. CxkommpoBath npeaoctaBieHHbId apxuB SmartFraudDetection4.zip Ha cepBep miam pabodyro
CTaHIIMIO, I/I€ pa3MelIeHa Cpeia BUPTyalIM3allii U pa3apXUBUPOBATh IITATHBIMUA CPEACTBAMH.
Heo0xoanMoe a1ckoBOE MPOCTPAHCTBO cocTaBisdeT 2210 u onepaTUBHOM mamsITH He MEHee
16I'0.

2. OTkpbITh OCHOBHOM (ain s wummopTta BuUpTyanpHoM  MammHbl  SFD 4.vmx
HEMOCPEACTBEHHO U3 cpelibl BUpTyanu3anuu (MeHo File-Open). BupryansHas mamuHa Smart
Fraud Detection mnosBUTCSI B CHHMCKE CYIIECTBYIOIIMX BHUPTYAJIbHBIX MAIIHMH C
uneatuduxkatTopom «SFD 4.

Ctpaunwuma 1013
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CucreMa oOHapyXEHHsI M TTPEIOTBPALICHIS] MOIIICHHHYECKUX TpaH3akiuuid «Smart Ftaud Detection». MHCTpyKITHS
110 YCTaHOBKE

3. 3amycTuTh BUPTYaJbHYIO MAIIMHY B Cpee BUPTyalu3auu. it TOro B MEHIO BUPTYaJIbHOM
MammHbl BBIOpaTh ommuio «RUNy». B mosBuBmemcs: auanoroom okHe « Where did you get
this machine?» BeIOpath «I move ity».

4. 3amycTuTh CaMO MPUJIOKEHHUE, OJAKIIOUMUBIIUCH K BUPTYAJIbHOM MalIuHe 1o npotokoiay SSH
1100 yepe3 KOHCOJIb BUPTyaIu3aluu o nmonb3oBatenem sfd ¢ maporem XCBsfd!!

5. Bemonnute koManzay: «/opt/sfd/admin/send_all.sh starty» B noakitouéHHOM KOHCOJIU U

AOXKIAThCA OKOHYAHUA BBIIIOJHCHUS CKPHUIITA.

B pesynbTare BBIMOTHEHHS MPOLENYpPhl YCTAHOBKH IO CCBUIKE Attp://<ip adpec, nonyyeHHblll

supmyanvho mawunou>: 18080 craner nocryrnen uatepdeiic cucremsl Smart Fraud Detection

s Bxona B unTepderic Moy He0OX0IMMO BBECTH JIOTHH\IApOIib: admin\P@sswird

@ ru
N/
Bxop B cuctemy
[ s ]

[Tocne ycnenrHol ayTeHTU(UKAIMK [TPEIOCTABIISAETCS MOJHBIM JOCTYyN K MHTEPENCY CUCTEMBI

SFD:
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CucreMa oOHapy X EHUsI M TTPEIOTBPAIICHUS] MOIIICHHHYECKUX TpaH3aknuid «Smart Ftaud Detection». MHCTpyKITHS
10 yCTaHOBKE

MopgpazpeneHna

MNonbzosatenu
oy AOMWHUCTPUPOBaHUE Porw

HacTpoiikM BM3yann3aLnm v AocTyna K

[aHHBIM
(o] ynpagnenue Ynpaenexwe Npasunamm
! Ynpaenexve cnmckamm
npasunamMmmu TeHepaTop npasun

LLaBnoHbl NpuMedaHnia
1SO 8583. Tunbl BxoOALX COOBLLEHWIA

— 1SO 8583. Koapl TpaHaaxkumia
CnpaBO'—IHHKH CTpaHbi M0 pErMoHam
Kypcel BamoT
MCC
Twnol TpaH3aKLMiA

AHanM3a TpaH3aKLMin

ﬂ ynpaBneH“e Paccnenoeanne VH—LI,IA,E,EH_DE\
HHLI,H,quTaMH CMeHbl Nonb3oBaTensn

Monb30BaTENLCKWE OTHETDI

B cucreme ectb HECKOIBKO 3arpy’KEHHBIX TECTOBBIX COOBITUI.

HX MOKHO MOCMOTPETH MEPENIs B aHAIIN3 TPaAH3AKIIHIA:

ynpaBneH"e accneqoBaHe MHUMAEHTOB
“Hu“neHTaM“ CmeHsl Nons3oeaTensi

MonbzoBaTensckWe oTHETHI

Hanee BBIOpaTh «IIOUCK TPaH3AKIIHID)

U BrIOpaTh neiicTBue

Oenctene

Mpouenypsl NNaHUPOBLLMKS
HacTpoika pabodero ctona
MHbOpMAaLMOHHDbIE MaHenw
KypHan ayauta

[ononHuTenbHbIe NapamMeTpsl TPaH3aKUMIA
JuHamuyeckue obbekTel pacyéra (JOP)
Monb3oeaTenbCKWe CNPaBoMHUKK

Bpema nepemeLLeHA MEXAY CTPaHaMA 1
ropogamn

THnbl MOWEHHUYECTES

[efcTeua Hag 3NeMeHTaMM CIMCKOR
LabnoHel MHGOpMUpOBaHUA
CoTpygHukM

OTHETH NO PACMMCAHWID
Ot4etnl
MOHUTOPUHT COTPYOHWKOB

OT4eTsl NO PACTIMCAHMID
OT4etn
MOHHUTOPKMHI COTPYQHUKOB
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CucreMa oOHapy X EHUsI M TTPEIOTBPAIICHUS] MOIIICHHHYECKUX TpaH3aknuid «Smart Ftaud Detection». MHCTpyKITHS
110 YCTaHOBKE

BreicTaBuTh Crieayronme natel U AEHCTBUS

1 OaHHble 3a nepwvon

Tun nepyona

DUKCHPOEaHHBIA A

C 01.08.2022 22:30 =] Mo 04.08.2022 22:30 (=]

% Oba3aTenbHble NapameTpbl

Deiictene AvTndpog *

ALLOW DENY REVIEW policyAction.C

Delictere KoMnnaeHe =

ALLOW DENY REVIEW policyAction.C

W Haxate kHONKY «IIpumMeHUTH»

Oto0pazsTcs cienyronye TpaH3aKIuu:

[aTa 1 Bpema TPaH3aKLWA ID TpaHzakLmm D knueHTa OnucaHWe TpaH3aKLIMK
B ﬂ FJ 03.08.2022 20:57:30 9085cd93699942779ee2a... 00002042 MepeBop, c kKapTsl Ha KAPTY
B ﬁ F:I 03.08.2022 20:53:59 f9a71fbab90c4ff88e9fb566... 00002042 Mpweszka MoBUNEHOro NpKMn
B ﬂ F:I 03.08.2022 20:53:59 ad1150058e224963a4570... 00002042 Mepeeogd c KapTel Ha KapTy
B ﬂ F:I 03.08.2022 20:53:59 f3ec13dda7144f27bf8d338... 00002042 Mepeeod C KapTel Ha KapTy
B ﬂ F:I 03.08.2022 20:53:59 599bee2f1cc84c29b49875... 00002042 Mepeeon © KApTL Ha KapTy

ITonacTe B KaXXAYIO U3 HUX MOXHO JIBOﬁHBIM HaXaTUEM KypcCopa 1o HUM

Ctpaunwuma 1313
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